CPEOCTBO OJOBEPEHHOW
3AIrPY3KU YPOBHA BA30OBOU
CUCTEMbI BBOOA-BbIBOOA

Dallas Lock

(Bepcusa nspgenua 2.0.14)

PykoBOACTBO MO SKCnyaTtaunm




AHHOTALUA

[laHHOe pyKOBOACTBO MO 3KCMnyaTauum pacnpocTpaHsieTcs Ha nagenue «CpeactBo JOBEPEHHON 3arpy3ku
ypoBHsA 6asoBon cuctembl BBoga-BbiBoga «Dallas Lock» T®HA.501410.004 (panee — CO3 Yb
Dallas Lock, C03 Yb, nsgenne).

[JokymeHT npegHasHadeH AnNs  cneuynanuctoB NO  UH(OPMAUMOHHLIM  TEXHOMOrMAM, Cryxb u
nogpasgeneHunii obecneyeHnsa 6e30nacHOCTM MHAOPMAaLUK, OCYLLECTBSIOWNX agMUHUCTPUPOBaAHME
n3genus.

PykoBoACTBO COCTOUT U3 4 pa3denoB U BKMOYaeT B cebs:

e pasgen 1: o6uiee onMcaHne HasHa4YeHUs1, TEXHUYECKNE XapakTepUCTMKK 1 BoaMoxxHocT CA3 Yb
Dallas Lock, coctaB nsgenus, a Takke ycTponcTeo n pabota mexannamoB CL3 Yb Dallas Lock;

e pasgen 2: cBeaeHusl, HeobxoauMble AN YCTAHOBKU M SKCMnyaTauum n3genusi, NoaroToBku ero K
paborTe;

e pasgen 3: onucaHve 3agay No agMUHUCTPUMPOBAHWUIO U3AENUsl, ONMCaHWe MONb30BaTENbCKOro
nHTepdenca obonovkn agmuHuctpatopa CLO3 YB Dallas Lock u  gyHKUMOHANbHbLIX
BO3MOXXHOCTEW, AOCTYMHbIX agMUHUCTPaTOPY U3Aenus;

e pasgen 4: cBeAeHUs1 O XpaHEeHUM N TPAHCTNIOPTUPOBAHWUMN U3OENNS.
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TEPMWHbI U COKPALLEHWUA

AomMmuHucTpaTop — nonb3oBaTenb, OTBETCTBEHHLIN 3a ynpasneHune CO3 Yb Dallas Lock. 31y cdyHkumio
MOTYT BbIMOMHATb OAMH UMM HECKOMNBbKO COTPYAHUKOB NoapasgeneHus MHgpopmMaumoHHon 6e3onacHocTu
npeanpusTus.

Ayputop — nonb3oBaTesflb, MMEKLWMA npaBa Ha MPOCMOTP BCEX YCTAHOBIEHHbLIX MapameTpoB
©6esonacHoctn CA3 Yb Dallas Lock 6e3 BO3MOXXHOCTM UX pedakTUpoBaHUS.

Monb3oBaTtenb — MOMb30BaTElb, HE WMEKLMA MONTHOMOYMA Ha agMuHucTpupoBaHue CO3 YbB
Dallas Lock, HO B COOTBETCTBMM C MONMUTUKaMn Oe30NacHOCTU UMEKLLMA BO3MOXXHOCTb BbINONTHEHUS
Apyrnx onepauum.

AU annaparHbI naeHTudukaTop

ELY EovHbi ueHTp ynpaeneHunst «Dallas Lock»
KC KOHTpOnbHas cymma

HCO HeCaHKUMOHUPOBAaHHbLIA 4OCTYN

HLUIOC HeluTaTHasa onepauuoHHasi cuctema

ocC onepauuoHHas cuctema

MUH (NMAH-kop)
no

napornbe, NPeJoCTaBNALWMIA 4OCTYN K 3almeHHon namatn AU

nporpamMmmHoe obecneyeHune

naBMm nepcoHarnbHas 31eKTPOHHO-BbIMNCIIUTENbHAsS MallnHA

CBT CPEACTBO BbIYUCINTENBHON TEXHWUKN

cO3 Yb CpPeACTBO AOBEPEHHON 3arpy3kn ypoBHsi 6a30BOM CUCTEMbI BBOOA-BbIBOAA
C3n HCO CPEeACTBO 3aLnUTbl MHOPMaLMKN OT HECAHKLIMOHMPOBAHHOMO AoCcTyna

TC TeXHUYeckoe cpencTBo

y3 y4yeTHas 3anucb

®C ¢annosas cuctema

wocC LwTaTHaga onepauuoHHas cmctema



1 ONUCAHUE N HASHAYEHUE

1.1 HasHayeHue U TeXHMYECKNEe XapaKTepPUCTUKH

HanmeHoBaHue usgenusa: «CpeacTBo AOBEPEHHOW 3arpy3kn ypoBHs 6a30BOM CUCTEMbI BBOAA-BbIBOAA
«Dallas Lock».

O6o03HauyeHue nsgenusa: NOPHA.501410.004.

Uspenve aesnsetca CA3 yposHa 6a3o0Bow cucTeMbl BBOAA-BbIBOAA M NpeacTaBnsieT cobon nporpaMmmHo-
TEXHMYEeCcKoe CpPeACTBO, KOTOpPoe BCTpamBaeTcs B 6a30Byl0 CMCTEMY BBOOA-BbIBOAA W OCYLLECTBASET
©nokmpoBaHue NonbITOK HECAHKLMOHUPOBAHHON 3arpy3ky HeLWTaTHON onepaLnoHHON cMcTeMbI (fanee —
HLLUOC), a Takke He NpensaTCcTBYyeT JOCTYNY K MH(POPMaLMOHHBIM pecypcam B Crlydae yCreLHbIX KOHTPOons
LLeNIOCTHOCTUN CBOEro NPorpaMmMHOro obecneveHust u cpefbl PyHKLUMOHUMPOBaHWS, NMPOBEPKN MOASTMHHOCTU
nonb3oBaTens u 3arpy>kaemomn onepaunoHHON cpeabl.

C[O3 Yb Dallas Lock BbinonHsaeT cBou oyHKUUK (BKMOYad agMUHUCTPUPOBaHWE napameTpoB usgenus m
NPOCMOTP KypHarna) A0 Hayana 3arpysku LuTatHoM onepaumoHHon cuctemel (ganee — LWOC).

N3penue npegHasHavyeHo AMS MCMONb30BaHUS B COCTaBe pasfMyHbIX TEXHWYECKUX CPeAcTB (Oanee —
TC), B TOM Yncne Ha HoyTOykax, MOHOGMOKax 1 cepBepax.

N3pgenue dyHKUMOHMPYET Kak Ha aBTOHOMHbIX TC, Tak M Ha KOMMbOTEpax B COCTaBE JIOKAIbHON
BbIYMCIUTENBHON CETU.

N3penne MoxeT GbITb MCNOMB30BAHO Kak B CETAX C JOMEHHOW OpraHusaumen, Tak u B OOHOPAHIOBbIX
ceTsx.

CO3 Yb Dallas Lock nossonsiet KOHTponupoBaTb LenocTHocTb peectpa OC Windows.
C[I3 Yb Dallas Lock nogaepxuBaeT cnegytoLime Buabl annapaTHblX naeHTudmkaTopos (ganee — AW):

e USB-kntoum n cmapt-kapTtbl Aladdin eToken Pro/Java?;

e USB-kntoun n cmapt-kaptel PytokeH (Pytoken 3UIM, Pytoken 3UIM 2.0, Pytoken 3UIM 3.0,
PyTokeH Lite);

e 3MeKTpPOHHbIE Kntoum Touch Memory (iButton);

e USB-kntoun n cmapT-kapTel ESMART (ESMART Token, ESMART Token TOCT);

o USB-kntoum u cmapTt- kapTbl JaCarta (JaCarta FOCT, JaCarta SF/TOCT, JaCarta-2 PKI/TOCT,
JaCarta-2 TOCT, JaCarta PKI);

e USB-kntoumn Guardant ID 2.0.

CO3 Yb Dallas Lock npegHasHayeHo ans 3awutbl paboynx TC oT yrpo3 6e3onacHOCTU MHopmaumu,
KOTOpble CBsi3aHbl CO CrieayHLMMy NpoLiecCamu:

¢ 3arpyska HWOC n, Takum obpasom, 06xo4 npasun pasrpaHudenns goctyna LLOC v (nnn) C3U,
paboTatowmx B cpeae LWOC;

e HecaHKumMoHupoBaHHasa 3arpy3ka WOC u nonyyeHne HeCaHKUMOHMPOBaAHHOrO AocTyna K
WMHOPMALIMOHHBIM pecypcam;

e HapyleHWe UernocTHOCTM nporpammHon cpedbl CBT u  (unu) coctaBa KOMMNOHEHTOB
annapatHoro obecneveHusa CBT B UC;

¢ HapyweHue uenoctHoctn CO3 Yb Dallas Lock, o6xoa HapywuTtenem komnoHeHToB COA3 Yb
Dallas Lock;

e HeCaHKUWOHWpOBaHHOe nsMmeHeHune koHdpurypauum CO3 YB Dallas Lock;

e npeopgonexue unm obxon yHkumn 6esonacHoctn CA3 Y6 Dallas Lock;

e rnonyyeHune octatoyHon nHdpopmauun CA3 Yb Dallas Lock n3 namsatn TC nocne 3aBepLueHus
pabotbl C3 Yb Dallas Lock;

e rnonyyeHne poctyna k pecypcam C[3 YB Dallas Lock 13 nporpammHon cpegbl TC nocne
3aBeplueHuns padbotel COA3 Yb Dallas Lock;

e cbou n owmnbkm B Npouecce dyHkunoHmpoBaHust CA3 YB Dallas Lock.

CO3 Yb Dallas Lock peanusyet cnegyrowme pyHKLUM 6e3onacHOCTU:

e pasrpaHunyeHune goctyna k ynpaeneHuto CA3 Yb Dallas Lock;
¢ ynpaeneHue paboton CO3 Yb Dallas Lock;
e ynpasneHune napametpamu CO3 YbE Dallas Lock;

1 Kpome eToken ¢ 32-ms kunoGaitamy namsatu.



e ayaut 6esonacHoctn C[13 Yb Dallas Lock;

e vaeHTUdUKaALMSA U ayTeHTUdmkauus;

TectupoBaHue C[O3 YB Dallas Lock, koHTponb uenoctHoctn MO u napametpos CO3 Yb
Dallas Lock;

KOHTpOJb KOMMNOoHeHToB TC;

©nokmposaHue 3arpy3ku OC cpeacTBOM AOBEPEHHOW 3arpysku;

curHanusauma CO3 Yb Dallas Lock;

obecneyeHne BesonacHoCTU nocne 3aBepernst paboTel CO3 YB Dallas Lock.

CO3 Yb Dallas Lock npegoctaBnsieT crnegyrowme BO3MOXKHOCTH:

1.

2.

© N o u

10.

11.

Nspenve peanu3yeT nNOAAEPXKKY OMpedeneHHbIX pornen (KkaTeropuii y4eTHbIX 3anucen

nonb3oBatenen — agMUHUCTPATOP, ayauTop, Nonb3oBaTterb).

WN3penue peanusyet onoBeLleHne o cobbiTusax 6e3onacHocT agMuHmMcTpaTopa.

N3penue obecneunBaeT BO3MOXHOCTb PEMMCTPMPOBATh B KaXXOOW 3anncy ayguTa CreayloLlyo

WHopmaLnio:

® yHUKanbHbIN ID 3anucwy;

e [faTty M Bpemsa cobbiTus, maeHTMdMKaTop cybObekTa, annapaTHbIi uaeHTudumkaTop, Tvn
coBbITUA 1 pesdynbTaT cobbITUSA (YCNELWHbIA NN HEYCMNELUHbIN);

e onucaHue cobbITus.

M3penue ocyllecTBnsieT perMcTpaumio cnegyoLmnx cobbiTUiA, OTHoCcALWMXCS K 6e3onacHocTn TC m

CaMoro n3genus, B COOTBETCTBYIOLLEM XypHarne ayanuTta:

coObITHSA, CBA3AHHbIE C NPOLIECCOM ayTeHTUdUKaLmy;

cobbITUSA, CBA3AHHbIE C ypaBneHnem n KoHdurypaumen;

cobbITHSA, CBA3aHHbIE C ypaBneHnem annapaTHbiMK ngeHtudurkatopamu;

coObITMA NO cpabaTbiBaHUIO CTOPOXEBOrO TanMepa;

cobbITHSA, CBA3AHHbIE C UBMEHEHMAMM YYETHBIX 3anMcen nNonb3oBaTens;

CoObITUSA, CBA3AHHbIE C KOHTPONEM LieNoCTHOCTY;

B Cly4yae BO3HWKHOBEHWsI COObITMSA, HE NOMaZatoLLEro HA Noag OOHY M3 KaTeropui, B XXypHan

AOIMKHO permcTpmpoBaTtbcs cobbiTne «HenaBecTHoe cobbITnEY.

WN3penue peanusyet dyHKLMN NPOCMOTPA, hUnbTpaLmMm, OYUCTKM U SKCMOPTa XypHanoB ayauTa.

N3penue peanusyet npocMoTp UHOPMaLMM O 3anucu xypHana ayguTa.

B nsgenun peanusoBaH KOHTPOIb 3aNOfHEHWS XXypHana ayguTa.

B nsgenum peannsoBaH KOHTPOSb LLENOCTHOCTU NYTEM MOHUTOPUHIa HEM3MEHHOCTU CrieayHoLLNX

KOHTpONMpyeMbIX 06 bEKTOB:

e 00bekTbl hannoson cuctemol (aanee — PC);

* peecTp;

e obnacTtu aucka;

e CcoAepXumoe aHeproHesaBucumon namsatn CMOS;

e Tabnuubl SMBIOS (Cc BO3MOXHOCTbLIO 3a4aTb MacKy, onpeaensoLLyo COCTaB KOHTPONMPYEMBbIX
OanToB);

e Tabnuubl BIOS;

e annapartHas KoHdUrypauus;

e nporpammHoe obecneveHne CA3 Yb Dallas Lock.

B u3genun npepocTaBnsieTcss BbIGOp anroputma pacyeta KOHTporbHOM cymmbl M3 CRC32,

FOCT P 34.11-94, MD5 gns obbektoB ®C, peectpa, 06nacTel »ecTkoro amcka, nporpammMmHoOro
obecneyveHnsa C3 Yb Dallas Lock.

B n3pgenumn obecneyeHa aBToOMaTU4ecKkasi MPoOBepKa LIENTOCTHOCTM KOHTPONMpYeMbIX OOBLEKTOB,
ocyllecTBrisiemasi nocrne aBTopmsaLmmn nonb3oBaTens B M3genunn 1 no 3anpocy ynoriHOMOYEHHOTo
nonb3oBaTensl, OCHOBbIBasiCb Ha  WMAEHTUPUKALUMOHHOM  MHOPMaLUN  KOMMOHEHTOB:
«naeHTumKaTopy, «TUn», «NPOM3BOAMTENbY», «CTaTyc» ANs BepuduKauum HEU3MEHHOCTU
cocTaBa annapatHoro obecneveHus TC. Peanu3oBaH BbiBOA pe3ynbTaToOB KOHTPOIS 3arpysdnka
LLOC B 0kHO NpOBEPOK NMOCHE aBTOpM3aunn Nonb3oBaTens.

B vsgenun peanusoBaH MexaHU3M TECTUPOBaHMS (CaMOTECTUPOBAaHMS) KPUTUYHBIX (OYHKLWUIA
6e3onacHoCTH:

e KOHTPOIb LIEENOCTHOCTY;

e VOeHTUMKaUUS U ayTeHTUMKauus;



12.
13.
14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

e CO3[aHve, yganeHve y4eTHOW 3anvcy nonb3oBaTens;

e ayanT cobbiTun GesonacHoCTH.

B nsgenumn peanusoBaH MexaHM3M NaposibHOW 1 annapaTHOn ayTeHTuduKaLmn.

B nsgenun peanusoBaHa BO3MOXHOCTb PErynmpoBaHus NONIUTUKU Naponen.

B wu3genum peanunsoBaHa BO3MOXHOCTb OTODpaXeHWst MMEHW MocrnedHero BOLUeALWero
nonb3oBaTtens.

N3penve GnokupyeT yvyeTHyK 3anucb NONb3oBaTeENs MpU MPEBbILLEHUN KONMMYECTBa MOMbITOK
aBTOpU3aLMK, NPegyCMOTPEHHbIX NONUTUKON 6e30NacHOCTY.

M3pgenue ocywecTBnseT OMOBELLlEeHWEe nonb3oBaTens nocre  YCnewHoro Bxoga B
WHOPMALIMOHHYIO CUCTEMY O €ro npeabiaylwem Bxoae B MHPOPMALMOHHYIO CUCTEMY.

Ws3poenve ocywectBnsaeT naeHTMdUKaumio n ayTeHTMUKaLmo Nonb3oBaTens ¢ NOMOLLbI0 UMEHHN
yY4EeTHOW 3anucu 1 napons u/unu annapatHoro MaeHTudmukaTopa 4O BbINOMHEHWUS AEUCTBUIA MO
3arpy3ke oOrnepauuMoHHON CUCTEMbl WNW [O BbINOMHEHUS [AEWCTBUMIA aAMUHUCTpaTopa Mo
ynpasnenumo magenvem. lNMpy ycnewHow npoeepke uaeHTudukatopa M ayTeHTUPUKALNOHHBIX
AaHHbIX, B Cly4ae OTCYTCTBUSA OLWMOOK, NONb30BaTeN0 pa3peLlalTcsa AanbHenwmne 0encTBus B
cucteme.

W3penve npegocTtaBnsieT BO3MOXHOCTb WCMONb30BaHWS MpyM aBTOpM3auuM MOMb3oBaTens Kak
NMOEHTUPUKALNOHHOW, TaK U ayTEHTUMWKALNOHHOW UHMOPMaULnK, 3anucaHHON Ha annapaTHOM
naeHTudmkaTope nonb3oBaTerns.

B n3genuu ocyliecTBnaeTcs 3awmra ayTeHTMdrKaumoHHoOW nHdopmaumm B npouecce ee BBOAA
ANna  ayTeHTMdUKauMm OT BO3MOXHOMO MCMOMb30BaHMS NUUaMKM, HE WMELWMMKU Ha 3TO
NMONTHOMOYU.

B n3genun npepoctaBneHa BO3MOXHOCTb COXPAHEHUs] KOHUrypauun ¢ AaHHbIMU 00 yYeTHbIX
3anuncax Nonb3oBaTernen, KOHTPONUpyeMbIX 06beKTax 1 nonuTMKax 6e3onacHocTM B cneumnansHoM
danne koHdpurypauuu B bopmarte *.SdzConf Ha paznunyHble HOCUTENN MHGOPMaLUK.

B wuspgenuu peanu3oBaHa BO3MOXHOCTb HaCTPOMKM 3anpeTa AOCTyrna Y4eTHOM 3anucu
nonb3oBaTens nNpu BO3HMKHOBEHUU CEAYIOLNX KaTeropun cobbITuiA:

e MpuW HapYLLUEHWUN LENOCTHOCTHU;
e npyu paboTe B Hepa3peLleHHOe BpeMsl BXOAa;

e npu BNOKMPOBKE 3TON YYETHOI 3anucu;

e MpK OTKIIOYEHNUM ITOWN YYETHOW 3amnncu.

B uzgenuu peanusoeaHo GrokuposaHue 3arpysku OC npu:

BbISIBNEHNW MOMNbITOK 3arpy3ku HeLTaTHON onepauroHHON CUCTEMBI;

NPeBbILLIEHNN YKCNa HeyaauHbIX NOMNbITOK ayTeHTUdMKaLUM Nonb3oBaTens;

HapyLLIEeHMM LIeNOCTHOCTU N3OEeNuUs, 3arpyxaemom NnporpaMMHON cpeapbl, COCTaBa annapaTHbIX

KOMMOHEHTOB;

® KPUTUYHBIX Tunax cboeB M owWMOBOK, ANA KOTOpbIX TpebyeTca aBapuiHasi nogaepxka wu
BOCCT@HOBMEHNE W KOTOpble 3aTparnBaloT yHKuum 6e30nacHOCTM M He MOryT ObiTb
YyCTPaHEeHbI.

B usgenun peanusoBaHa (yHKUNA Ha3HaA4YeHWs 3arpy304HOro yCTPOMCTBA, C KOTOPOro U TOMbKO C

KoToporo 6yaet npoucxoguTb 3arpy3ka OC, nnbo BO3MOXHOCTL BblOOpa B kKa4ecTBe 3arpy304HOro

ycTponcTea «Jlloboe ycTponcteo». B usgennm peanvsoBaHa BO3MOXHOCTb MEHSITb 3arpy304Hoe

yCTpoNCcTBO. PeanusoBaHa BO3MOXHOCTb OOHOBIEHMS CnUcka [AOCTYNHbIX Ans  Bblbopa

3arpy304HbIX YCTPOWCTB.

B wusgenuu peanu3oBaHa BO3MOXHOCTb MNPeAOCTaBNATb HaOEeXHble METKM BpPEMEHU nyTem

YCTaHOBKW 3HaYeHWI, B3ATbIX U3 YaCOB CUCTEMHOW NNaThl.

B usgenun peanusoBaHa ouucTka onepaTtmBHon namsatu TC npu nepesarpy3ke C Lenbto

UCKIIOYEHMs1 BO3MOXHOCTW AoCTyna K pecypcam usgenusa n namsatu TC nocne 3aBeplueHus

paboTbl n3genus.

B mnspenun peanvsoBaHa BO3MOXHOCTb LIEHTPANM30BAHHOIO YMNpaBfieHMs B COCTaBe JOMeEHa

©esonacHocTu B KayecTBe knveHTa EgmHoro ueHTpa ynpaenexus «Dallas Lock» (ganee — ELLY).

O6ecneunBatoTcs:

BO3MOXHOCTb BBOAa/BblBOAA KNWeHTa B/U3 AJoMeHa 6e3omnacHoCTu;

cbop XypHanoB ayauTa B eauHyto cuctemy xpaHeHusa ELLY wnu 6a3y gaHHbix;
oTobpaxeHwne Tekylero ctatyca/coctosHusa knueHta CA3 YbB Dallas Lock;
CUMHXPOHM3aUUs NONUTUK/y4ETHbIX 3anvcen;



e BbINONMHeHWe 3agaHui o1 ELY

CO3 YbE Dallas Lock.

1.2 CocTtaB nsgenus

C[3 Yb Dallas Lock cocTouT u3 criegytoLmx OCHOBHbIX KOMMNOHEHTOB:
3arpysuuk cpefpbl UCNOMHEHNS.

1.

BKMOYEHMe/BbIKNoUeHne/nepesarpyska KnmeHTa;
pa3bnoKNpoBKa YYETHbIX 3anucen;

curHanmsaums o cobbiTnsix HCL B peanbHOM BpeEMEHY;
3anMcb B NamsTb TOKEHOB WMHAopMauun O nonb3oBatene B dopmare, nogaepxmBaeMom

(nonyyeHne OT4ETOB,

COXpaHeHWe U MNpUMEHEHME
KOHMrypawmm Ha knneHTe, TectuposaHme dyHkumn CO3 YB Dallas Lock);

Ob6ecneyeHre nonyyeHns ynpasreHnsa Hag NpoLeccoM 3arpy3ku koMmnbtotepa. 3agava 3arpysymka cpeapl
ucnonHeHns — 3arpy3utb LUOC unu BbINONHUTL YTEHME KoAa cpeabl UCNONHEeHWs yHKLMI 6e30nacHOCTH
¢ Hakonutens N3OBM n nepenaTb e ynpasneHue.

2.

Cpepna ncnonHeHusa dyHKUMA 6e30nacHOCTM.

3agaun cpefbl MCMonHeHWs yHKuun 6e30macHOCTU COCTOSAT B obecneyeHun paboTocnocobHOCTU
0605104KkM PYyHKLUMIN Be3onacHOCTH, ANS Yero cpefa UCTMONHEHNUsSI NPeAOCTaBMSET CrieayloLmMe CepBUCHI:
3anyck 0605o4kn yHKUMI Ge3onacHoCTy;
obecneyeHne goctyna k dannosbiM cuctemam LLOC,;
obecneyeHne goctyna k USB-ycTponcrteawm;
nonyyeHve ceegeHnn o koHpurypaumm TC, TekyLero BpemMeHu;

3.

BbIBOA, rpacumkm Ha akpaH TC;

obecneyeHve goctyna K pyHKumm nepesarpysku/BoikntodeHmns TC;
ynpaBsreHne 4yepe3 MaHunynsatop Tuna «Mbllwb» B npouecce agmuHuctpuposaHua CO3 Yb

Dallas Lock.

O6onoyka yHKUMIN Ge3onacHoOCTH.

O6onouka dyHKUMN Be3onacHOCTM peanusyeT nonesHble yHKUMoHanbHble Bo3MoOxHocTn CO3
Dallas Lock, cBs3aHHbIe C OCHOBHOW 3aga4ven, n COCTOUT U3 CReAyLWNX NOACUCTEM:

CaMOaUNarHoCTMKK;
ynpasneHust 4OCTYNOM;
aaMUHUCTPUPOBAHUS;

naeHTUMKaLUMU 1 ayTeHTUdnKaLuum;

perucTpaumm n yyeTa;

KOHTPOMS LenocTHOCTM KoMnoHeHToB TC.
WN3penue noctaenseTcs B cocTase, yka3daHHOM B Tabnuue 1.

Tabnuua 1
Ne HanmeHoBaHue
1 USB-flash HakonuTenb

MporpammHoe obecneyeHne
«CpeacTBo 4oBEpPEHHOM
3arpy3ku ypoBHs 6a30B0M
cucTeMbl BBOJa-BbiBOAA
«Dallas Lock»

Onucanue NpUMEeHeHnA

PykoBoacTBo onepatopa
(nonb3oBaTens)

PyKOBOLI,CTBO no aKcnnyatauum

MHCprKLI,I/Iﬂ Mo UCNOJIb30BaAHUIKO
ELlY

O6o3HauyeHne

M®HA.501410.004

M®HA.501410.004 31

M®HA.501410.004 34

M®HA.501410.004 P3O

MN®HA.501410.004 N3

Kon-Bo
NMpumeyaHue
LT.
1
1 Ha USB-flash
HakonuTtene
1 -/-
1 -/-
1 -/-
1 -/-

Yb



Mporpamma nogcyeta

7 1 -/-
KOHTPOJIbHbIX CYMM
8 dopmynsap M®HA.501410.004 ©O 1 MevaTHbI BapnaHT
9 KpaTkoe pykoBoACTBO 1 n
nonb3oBarens
Konusa ceptudmkata
cooTBeTCcTBMSA CucTembl
cepTudmKaLmm cpeacTs
10 3awmTbl MHOPMaL MM Mo 1 -/-
TpeboBaHusim 6e3onacHoCTH
MHopMaumn
Ne POCC RU.0001.016100
BkneeH B pasgen 7
11 WpeHtndukatop C3U 1 dopmynsipa Ha
nsgenve
12 YnakoBka 1

|_|pl/l nocraeke bonee 4yem OAHOro n3aenna KOMNNekKTHOCTb onpenenaeTca 4oroBopom.
MoctaBka wmogyna «EguHbin ueHtp ynpaenenus Dallas Lock» (cannel  ucclnst.exe, ucclnst,
uccAgentinst.exe n uccAgentinst) onpegenseTca JOroBOPOM.

1.3 YcrtpounucrtBo u paborta

Mpwn BkNtoueHum/nepesarpyske TC BIOS cuctemHon nnatbl nepedaeT ynpasreHue mucnosnHsemon ROM
TC, B KOTOPOW 3anu1caH 3arpy34ymk cpefbl McrnosiHeHusl. Takum obpas3om, 3arpy3ymk nonyyaeT ynpaBrneHme
1 MPOU3BOAMT 3arpy3Ky cpefpbl UCMONHeHMs PyHKUMIA 6e30nacHOCTH.

Cpepa ucnonHeHns gyHkuuin 6e3onacHocTu 3anyckaet 06004Kky pyHKUMA BesonacHocTu.

O6onouka dyHKUUn Ge3onacHOCTH Nocne NonyyYeHns ynpaeneHus npom3soanT camogmarHoctuky CA3 Yb
Dallas Lock. MNpu BbisBNeHnn kputuyecknx cboes BbIBOAUTCS COOTBETCTBYlOLLee coobuieHne n COA3 Yb
Dallas Lock BbikntovaeT TC.

O6onouka yHkumin 6eszonacHocT CO3 YB Dallas Lock oTobpaxkaeT okHO aBTOpM3aunn.

Mocne ycnelwHow aBTopusaummn 1 Belbope genctena «3arpyska OC» obonoyka dyHKUMn 6e3onacHoCcTu
CO3 Yb Dallas Lock 3aBepluaeT paboTy, npoMcxoauT gansHenwas 3arpyska TC.

1.4 MapkupoBKa U ynakoBka

Mapkuposka C[13 Yb Dallas Lock npousBoauTtcsi B COOTBETCTBUM C TPEOOBAHMAMUN TEXHUYECKNX YCITOBUI
M®HA.501410.004 TY, a Takke OOKYMEHTOM «TexHOMOrms nMpou3BOACTBA, MAapKUPOBKA W ynakoBKa»
M®HA.501410.004 N2 n BknoyaeT B cebst MapkUpoBKy ynakoBo4Hou kopobkm ans USB-flash HakonuTens,
mapkumpoky USB-flash HakonuTens n mapkuposky cdopmynspa.

Mapkupogska copmynspa NMOHA.501410.004 ©O copepxuT:

®  JINLEH3UOHHbIV HOMEP U3OENUS;

e rof, Mecsil, 4MCNO YynakoBkM (ykasaHbl B pasgene 7 «CsuaetenbcTBo 0O YynakoBke u
MapkupoBke» B none «[ata ynakosku» nedatHon konun ®opmyngapa NMOHA.501410.004 O,
noctaensiemoro B coctaBe komnnekta CA3 Yb Dallas Lock);

o uaeHtudpmkatop C3U (BkneeH B pasgen 7 «CBuaeTenscTBO 00 ynakoBKe Y MapKMpOBKeE» B Mone
«MapkmpoBaH ugeHTUdUKaTOpoM» nedvaTHon konum Popmynapa MOPHA.501410.004 O,
nocrtaesnsieMoro B coctase komnnekta C3 Yb Dallas Lock);

e  COOTBETCTBYIOLUME NOAMUCK U NeyaTu.

MapkupoBka ynakoBodHomn kopobku ¢ USB-flash Hakonutenem ¢ CO3 Yb Dallas Lock cootBeTtctBYeT

TpeﬁoBaHl/IFlM TEXHNYECKOMN OOKYMeHTauun npeanpuaTna-npon3soanTend, HaHOCUTCA NevYaTHbIM
cnocobom n coaepXxut 3aBOACKOM HOMeEP n3aenu4a.



MapkupoBka USB-flash Hakonutensa ¢ CO3 Yb Dallas Lock cooTBeTcTBYET TpeOOBaHNSIM TEXHUYECKOMN
OOKYMeHTauum  npeanpustua-npou3BoanUTENsi, HAHOCUTCA  NevaTHbIM  CNocoboM U coaepXuT
naoeHTndpukatop C3U.

YnakoBka nsgenus obecrnevmBaeT 3aliMTy U COXPAHHOCTb NMPU TPAHCMOPTUPOBAHMM U XPaHEHUN U3denus
cornacHo TpeboBaHusiM pasgena 6 TexHudecknx ycnosun NMOHA.501410.004 TY.



2 YCTAHOBKA U YOAJNEHUE U3OENUA

2.1 JkcnnyaTauMoHHble OrpaHM4YeHUs U TeXHUYeckue TpeGoBaHuUsA

Uspenve dyHkumoHmpyeT HesaBucumo ot LLOC, noatomy TpeboBaHusA K onepauMoOHHON cucTeme He
npeabsBnsioTCS.

C[I3 Yb Dallas Lock ncnpaeHo patotaet Ha TC (nepcoHanbHble 1 NopTaTUBHbIE KOMMbLIOTEPLI, CEPBEPDI).
MwuHumanbHble annapaTHble TpeboBaHusa k TC gnsa yctaHoBku CO3 YB Dallas Lock:

npoueccop Intel 3 nokonexus (lvy Bridge) unn AMD Ryzen (Zen2) ¢ apxuTekTypon x86-64;

4 I'6 onepaTMBHOM NaMsTH;

BIOS nnaTbl gomkeH cooTBeTCcTBOBaTL cneuundukaumm UEFI Bepcun He Huxe 2.3.1;

B TC [OmKHbI NPUCYTCTBOBATb HECbEMHblE HAKONUTENW AaHHbIX C Tabnuuewn pasgenos B

dopmate GPT,;

e cBOOOOHOE MECTO Ha OgHOM M3 pasgenoB (NMMOO HenpepbiBHAsi Hepa3medeHHast 06nacTb)
pa3mepom He meHee 1 [6;

e  KIMaBMaTypa, Mbillb UM COBMECTUMOE yKa3blBatoLLlee YCTPOWUCTBO;

e BMAeOadanTep M MOHWUTOP, Nogaepxusatowme pexum Super VGA ¢ paspelleHneMm He mMeHee

yem 800x600 Touexk.

MpumeyaHue. PaboTta nsgenus COBMECTHO C HEKOTOPbIMM OTAESbHbIMU BuaeoaganTepamu,
MaTEPUHCKUMU NnaTaMy UM KOHTPONnepammn HakonuTernen MoOXeT BbIMOMHATLECSH HEKOPPEKTHO.

PeanusoBaHa noggepkka Havboree pacnpocTpaHeHHbIX ainoBbiX cuUcTeM, BkMtodas FreeBSD
UFS/UFS2, Solaris UFS, FAT16, FAT32, NTFS, Ext2, Ext3, Ext4, VMFS3.

2.2 Mepbl 6e3onacHocTHU npu noarotToBke usaenus K yCtaHoBkKe

YCTaHOBKY u3genust OOMKEH OCYLEeCTBRATb Crneuuanuct, umerwmn 6asoBble 3HaHMa B obrnactu
KOMMbIOTEPHOWN TEXHUKN U HABbLIKM CUCTEMHOIO aAMUHUCTPUPOBAHMS.

Mepen yctaHoBKOWM n3aenusi Heobxoaumo ocmoTpeTb USB-flash HakonuTenb ¢ nsgenuem Ha oTcyTcTBUE
MeXaHNYeCKMX nospexaeHuin. Mpu nx HanuuMu n3genue K sKcnnyaTauum He OONycKaeTcs.

2.3 OrpaHuyeHusi No aKcnnyaTauumn

Mpu akcnnyaTauumn n3genus Ha JocTyn k HacTponkam BIOS gomxeH BbITb yCTaHOBNEH Naporb.

Mepen Havanom akcnnyataumm B obonoyke agmuHucTpupoBaHus CO3 YB Dallas Lock Heobxogmmo
yCcTaHoBMTb NnapameTp: «MuHMManbHasa gnuHa napons» (3HayeHne — He MeHee 8 CUMBOOB).

2.4 OrpaHW4eHUsl NO YCTaHOBKe

YCcTaHOBKY M3genusi Heobxoaumo Npou3BOAWUTbL B COOTBETCTBMM C KOMMYECTBOM 3almiaembix APM,
yKka3aHHOM B pasgene 6 «CBuaeTenbCcTBO O npuemke» B rpade «Komuuectso 3awmuiaembix APM» B
dopmynspe NOHA.501410.004 $O.

HononHuTtenbHas yctaHoBka C13 Yb (cBepx ykazaHHOro KonmyecTBa) 4OMNycKaeTCs TONbKO Npu NepeHoce
CI3 Yb Ha gpyroe TC unu ero BOCCTaHOBIEHUN.

B npouecce akcnnyatauuu usgenvs pEKOMEHOOBAHO MCMONb30BaTb CePTUMLMPOBaHHLIE OBHOBNEHMS
no pesynbTaTaMm UCMbITaHWUI, BblI3BaHHbIX BHeceHneM nsmeHeHun B CA3 Yb.

Hoctyn K cepTUdMLMPOBaHHLEIM OOHOBMEHMAM MO pe3ynbTaTam WCMbITaHUNA, BbI3BAHHbIX BHECEHWEM
nameHeHnn B C13 YB, BO3MOXeEH TOMbKO B paMKax AeNCTBYIOLLEro TEXHNYECKOro CONpPOBOXAEHMS.
B npouecce akcnnyataumm CO3 Yb 3anpewaeTcs:

e KOMMepyeckoe TupaxuposaHue C[3 Yb;

e Moaucmkauus, gaekoMmnunsauma unu gmusaccembnuposaHme CO3 YB;

e ob6paboTtka USB-flash nakonutena ¢ CO3 YB cuCTeMHbIMW MporpaMMaMv W yTunutamu,
paboTalolnmMy Ha HU3KOM YPOBHE.



2.5 T[lpeaBaputenbHas NoaroToBKa

YcraHoBka u akcnnyaTtauua CO3 Yb Dallas Lock gomkHbel cooTBETCTBOBaTH TpeboBaHUAM npunaraemMon
OOKYMeHTaLuum B NONHOM obbeme.
Mepen ycraHoekon CO3 YBb Dallas Lock HeobxoomMmo ckoHdurypmpoBaTb HacTpohku Setup BIOS B
3aBMCMMOCTU OT TOTO, Kakas UCMOoNb3yeTCs MaTepUHCKas nnaTta 1 B kakoM pexume 3arpyxaetca LLOC:
1. Ona UEFI-pexuma (maTepuHckas nnata UEFI-coBmectma u ncnonesyetcs LLOC, ycTaHoBNeHHas B
pexume UEFI-3arpyskn):

e  BKMouMTbL pexxum UEFI Boot (Enabled);

e  OTKNMIOUYMTL pexkum CSM (Disabled);

e OTKNIOUMTbL pexnm FastBoot (Disabled);

e B Setup BIOS ypanuntb yctaHoBrieHHble KNouu ana SecureBoot n 3aTeM yCTaHOBUTbL KITHOYW,

pacnonoxeHHole Ha USB-flash Hakonutene, B cnepywowem nopsake: db.auth, KEK.auth,
PK.auth.

MpumeyvaHme. [na 3ameHbl knioyer Ansg SecureBoot MOXHO BOCMOMb30BATbCA YTUNUTON
KeyTool.efi.

2. Ona Combo-pexuma (ecnm matepuHckas nnata UEFI-coBmecTnma):
e npoBepuTb, 4To pexmum CSM BknioyeH (Enabled);
e OTKNOUNTL pexnm FastBoot (Disabled).

MpumeuaHue. [ns koppekTHon padoTtbl COA3 Yb Dallas Lock ¢ OC Windows 8, 8.1, 10 Takke
Heob6xooMMO OTKNIOYMTL BbICTpYtO 3arpy3sky (6bicTpbin 3anyck) OC n pexum rubepHauuu.

Takke B HacTponkax Setup BIOS Heobxoammo ycTaHOBUTb 3arpy3Ky C XXECTKOro Amcka (3arpysyuka) ¢
LLOC n oTkniounTb 3arpysky Yepes ceteByto kapTy PXE Option ROM.

Mpu akcnnyaTauun n3genus AormkeH bbiTb yCTaHOBMNEH Naporib Ha A4OCTYN K HacTponkam BIOS.

Ons yctaHoBkm CO3 YB Dallas Lock Heobxogumo BctaButb B USB-nopt TC USB-flash HakonuTens c
nsgenvem.

YctaHoBKa Ha xecTkunm aguck TC OONOMHMTENbHbIX MNPOrpamMMHbIX KOMMOHEHT (ApanBepoB) Ans
obecneyeHus yHkumoHuposaHus CO3 YbB Dallas Lock He TpebyeTcs.

Mpumeyanue. [anbHenwas ycraHoBka CO3 YB no ymonyaHuio npousBoauTcs C
ncnonb3oBaHnem PartitionTool — nporpammbl Ana ynpaeneHusi pasgenamu gucka (nogpobHee
0 paboTe nNporpammbl ONMMCaHO B pasgene «YCTaHOBKa U3fgenusay).

BoamoxHa pyyHas pasmeTka gucka. [ns aToro Heo6xoauMo Ao Havana yCcTaHOBKM OCYLLECTBUTL
crneaytowmne oencTeums:

1. Cospgatb pa3gen Ha gucke He meHee 1 6 ¢ ncnonb3oBaHWeEM BCNoMoraTefbHbIX CPEACTB
(Hanpumep, gparted, ntfsresize n ap.).
2. [lpwu cosgaHuu pasgena ykasaTb:
GUID paspgena: 42465331-3BA3-10F1-802A-4861696B7521
UUID pasgena: 42465331-3ba3-10f3-802a-4863696b7523
3. OrtdopmaTtumpoBaTh AaHHbIN pa3gen B pannosyto cuctemy FAT32 n HasHauuTb hannosyto
meTky Tomy — VBUILD_ROOT.
4. Tlepesarpy3utb TC.

Hanee nepentn Kk npoueccy yctaHoBkum C[O3 Yb, onucaHHOMy B pasgene «YCTaHOBKa
n3gennar.

2.6 YctaHOBKa nspenus

IOna yctaHoBkn CO3 YB Dallas Lock Heobxoanumo nogknounTb ycTaHoBouYHbIM USB-flash Hakonutens u
NPOW3BECTM 3arpysKy C MOAKIMYEHHOro yctaHoBo4yHoro USB-flash Hakonutens (4epe3 Boot menu wunu
yctaHoBuTb USB-flash Hakonutenb nepebiM B boot order). MNMocne 3arpyskn ¢ yctaHoBo4YHoro USB-flash
HakonuTens Ha akpaHe TC OyaeTt otobpaxeHo MeHto uHctannatopa CA3 Yb Dallas Lock (puc. 1).



desired action:
Install
Read

Read s write tes
Read s patch test

Puc. 1. Mehnto nHctannatopa C[3 Yb Dallas Lock

Mepen Havanom yctaHoBkmn CO3 Yb Dallas Lock Heo6xoaumo npoBecTu cnegytoLime TecTbl ANs NPOBEPKU
coBmecTMocTu usgenus ¢ TC:

o Read/write test — npoBepsieT BO3MOXHOCTb BbIYUTKX M 3anucu kancynsl BIOS B Mukpocxemy; B
cryyae yCrnewHOro NpoxXoXaeHus TecTa Ha akpaHe oTobpasunTtcs coobueHne «Read/write test:
Successy; nocne nposegeHVs NPoBepkn (Kak Npy yCnewHoOM NPOXOXAEHWM TecTa, Tak 1 npu
HeycneLHOM) Heobxoaumo HaxaTb Nobyto knasuwy Ans nepesarpyskm TC.

e Read/patch test — npoBepseT BO3MOXHOCTb NaTymHra BIOS; B criyyae ycneLwHoro npoxoxaeHus
TecTa Ha akpaHe oTobpasuTtcs coobuieHne «Read/patch test: Success»; nocne npoBegeHus
NPOBEpPKM (Kak NpW YCNELLIHOM MPOXOXAEHWUM TECTA, TaK U NPY HEYCMELIHOM) HEOOXOAMMO HaxaTb
nobyto knaeumwy ons nepesarpysku TC.

MpumeyvaHue. B cnyyae nposana no6oro n3 TectoB Heobxoammo 3admKkenpoBaTb pesynbTaTt
1 06paTUTLCS B CIYXOY TEXHNYECKON NOAAEPXKKM. Jlor-thannbl XpaHAaTCa Ha MHCTaNNALUMOHHOM
HakonuTene B nankax: \logs\[nata Bpems].

B cnyyae ycnewHoro npoxoxaeHus TeCTOB MOXHO nepexoauTb K npoueaype yctaHoskm CO3 Yb. [Ons
3TOro HeobxoAMMO B MEHI0 WHcTannsaTopa Bblbpatb nyHKT «Install». [Npouegypa ycTtaHoBKu
ocyLlecTBnseTcs B ABa dTana:

1. OcywecTBnsdeTca npoBepka pa3meTku gucka. Ecnv anck He pasameyeH npeaBapuTeNbHO BPYYHYHO, TO
OCyLLEeCcTBMSeTCH aBToMaTuyeckass nepepasmeTka LEenesoro Auncka C MNOMOLLb MporpamMMbl
PartitionTool, koTopas ocyliecTBNsieT MOUCK yyacTka MamsaTw, B KOTOpbIM BygeT ocylecTBAATbCS
COXpaHeHMe Bcewn crnyxebHon wHdopMaumMm B npouecce (PyHKUMOHUPOBaHMA u3genus (T.e.
PartitionTool no3sonsiet co3gatb Ha TC pasgen ¢ meTtkon «VBUILD_ROOT», rge 6yaoyT xpaHutbes
HeobxoamMble Ang HopmarnbHoro dyHkunoHmposaHus CO3 Yb Dallas Lock cdannel (ganee — pasgen
C[O3)). Nocne gaHHoOro aTana ocyllecTBNAeTCHA aBTomaTnyeckas nepesarpyska TC.

MpumeyaHue. PartitionTool nogaepxusaeT cneayowme darnosble cuctemMbl: Ext2, Ext3. Ext4,
NTFS. Takke ytunuTta nossonset cos3gatb pasgen CO3 B rpynne norumdeckux tomoB LVM.
dannoBble CUCTEMbI Ha TOMax [OOIMPKHblI OblTb B CMAMCKE MOAAEPXKMBAEMbIX YTUNUTON
PartitionTool.

Mocne 3anycka nporpammebl PartitionTool 6yget npeanoxeH BolGop pexnma cos3gaHus pasgena (puc. 2):
aBTomaTuyeckun (auto) unu pydHon (manual). Beibop OCylleCcTBNsIETCS BBEOEHUMEM COOTBETCTBYHOLLEWN
uundppbl, HaNpuMep, ons Bbibopa aBTOMATUYECKOrO pexuma HeobXxoaumMo BBECTU «2» 1 HaxaTb «Entery.

< SbZ2 Partition Tool vl.0.5 >

Puc. 2. MeHto Bbibopa pexnma co3ganuns pasgena nporpammon PartitionTool

e [pu BbIGOPE aBTOMATMYECKOIO pEXMMa NPOUCXOANT CKaHUpoBaHMe umetowencs Ha TC Tabnuubl
pa3gernoB u BeibupaeTca Hanbonee nogxogsawmn pasgen (NpuopuTeT oTgaeTcs HaubonbLluemy
no obvemy m3 nogaepxupaemblx PartitionTool), oT koToporo 6ygeTt B3ATO NPOCTPAHCTBO A1
cosgaHnusa pasgena CA3. Ha skpaH OyaeT BbiBegeHa MHopmauns o BbIOpaHHOM AMcke, nocne
Yyero Heob6xo4MMO MOATBEPAUTL BLIOOP NMpY MOMOLUM onuuKn «confirm» unun BepHyTbCS Has3ag K
MeHI0 Bblbopa pexuma PartitionTool npy noMowm onumn «<-back».



e [lpu py4HOM pexume cneumanucT, OCYLLECTBMSIOWMIA YCTaHOBKY M3OeNnusi, CaMoCTOATENbHO
BblbupaeT pasaen, Ha 6a3e koToporo 6yaet co3gaH pasgen CA3. MNpu BeiIGope gaHHOro pexuma
OOCTYNHbI cnegytowme onuum (puc. 3): NOCMOTPETb MHAPOPMALMIO O pasaenax, co3faTb pasgen
B LVM-cTpykType, co3gaTb pasgen Ha u3nM4eckoM [ucke WM BepHyTbca Hasag. W3
npeanoXeHHbIX BapuaHToOB criefyeT BbibpaTb co3daHue pasgena Ha uanveckoM HocuTene,
nocne 4yero 6ygoyT BbIBEAEHbI MMEKLMECA HOCUMTENW, M3 KOTOpbIX HeobxoauMMo BbIGpaTb
HY>XHbIR. [lanee 3anycTutcsa npouecc co3naHusa pasgena ansa CO3 Yb.

Puc. 3. Onuuu pydHoro pexuma co3gaHusa pasgena nporpammel PartitionTool

Mo okoHuyanun cospaHus pasgena CH3, BHe 3aBucumocTu oT Bblbopa pexumma PartitionTool, dyger

BbIBegeHa UHdopmauma ob nmetomxcs pasgenax Ha TC, B Tom uucne n co3ganHbini ana CO3 Yb (puc. 4).
< PT Info >

ydeussdal 512 504 .65m

dev/sda2 15.06g
6.35g
Ob

1.16g

= 74 .83g

UBUILD_ROOT 110.98m

< Unallocated Info >

2. UteHune wnHcTannatopom uHdopmaumm ¢ BIOS TC u coxpaHeHwe NpoyYMTaHHbIX AaHHbIX B dump,
KOTOpPbIN, B CBOK O4epenb, COXpaHAeT 3T AaHHble Ha YycTaHoBOYHbIM USB-flash HakonuTens B
cooTBeTCTBYlOWEM KaTanore. [lanee ocywectBnsaeTca aHanu3a dump C uenblo novcka yvacTka, Kyga
Ooynet yctaHoBneH UEFI-gpansep CO3 YBb Dallas Lock. NMocne HaxoxgeHus yyacTka HaudMHaeTcs
npouecc moandukaumm dump BIOS. dopmupyetcs HOBbIM dump co BcTpoeHHbiM UEFI-gpansepom
CO3 Yb Dallas Lock. Nocne cdopmupoBaHunst HoBoro dump ocyliectensieTca ero 3anuck B BIOS. B
KOHLIe npoLecca yCTaHOBKU OCYLLECTBISETCA NpoBepka Bepudmkauum TC.

Mpn ycnewHoOM OKOHYaHWM MpoLeaypbl YCTAaHOBKM Ha akpaHe TC OypeT oTobpakeHa Hagnuch «Install:
Success». Ona panbHenwen paboTbl HEOGXOAUMO HaxaTb MOyl KhnaBuwy Ha KnasBmaTtype Ans
nepesarpy3sku TC u nssneyb n3 TC yctaHoBouYHbIM USB-flash HakonuTens.

Mocne nepesarpy3kn TC Ha aKkpaHe OyaeT OTOOpaXeHO OKHO perucTpaumMnm YYeTHOW  3anucu
agmuHuctpatopa C3 Yb Dallas Lock (puc. 12).

BHumaHue! Mpu Bo3HMKHOBEHUM BO Bpems ycTtaHoBku CA3 YbB Dallas Lock ownbku 3anuncu B
BIOS c kogom «Access Denied» n oTobpaxeHnn Ha akpaHe TC coobuieHns «The BIOS image
has been saved to the USB flash drive. For further installation use the programmer (see
maintenance manual)» Bo3mMoxHO YyctaHoBuTb CO3 VYB Dallas Lock ¢ nomoulbto
nporpammaropa.

Ecnu Bo Bpems ycTaHOBKM BO3HMKaET oLmbka 3anucy B BIOS ¢ apyrnm kogom 1 coobLueHvem,
710 TC cuntaetca Hecoemecmumbim ¢ C[3 YB Dallas Lock.

2.6.1 YcTtaHOBKa ¢ MCNOJMIb30BaHMEM nporpaMmmaropa

Ona npopomkeHusa ycraHoBkn CO3 YB Dallas Lock (nocne owwubkm 3anmcu B BIOS) ¢ nomouibto
nporpammaTtopa HeobxoanMmo:

1. N3Bne4b ycTaHoBneHHbI USB-Flash HakonuTens un obectounts TC.
2. TMoakntounTb NporpaMmmMaTop.



Cnocob noaknioveHns 3aBnCUT OT MoZeNu nporpaMmmaropa u cnocoba kpenneHnst Mukpocxembl BIOS Ha
MaTepuHckon nnate [NK: ecnu mMmukpocxema ycTaHOBMeHa B KpOBaTKe, TO €€ HYXXHO NpOoCTO M3BMNeYb U
BCTaBWTb B CneuunanbHbI pa3beM nporpammaTopa, Npu Hamnmuum TakoBOro; AN HEKOTOpbIX MoAenewn
nporpaMmaTopoB MOXET MOHagoOUTLCA BbINOMHEHWE [OMOMHUTENbHBLIX LWAaroB C BbliNanBaHUEM
Mukpocxembl BIOS ©n ee o06paTHbIM HanavBaHuWeM MOCMNe MNEepPEnpOLUMBKY; BO3MOXEH BapuaHT
NOOKIMIOYEHUS 4Yepe3 coeduHUTErNbHble MpoBOAdA; TakKe CYLWecTBYT pasnuyHble agantepsbl
nporpaMmmaTopa Ang 4Yvrnos, HanpuMmep, NpULLLENKa NN LWYNbI C MPYXUHHLIMU KOHTaKkTaMu.

MpumeyaHue. PekomeHayeTca wucnonb3oBaHue SPIl-nporpammaTopa. Takke MOXHO
ucnomnb3oBaTh LWTaTHble YTUNUTLI Ans obHoBneHus BIOS oT noCTaBLUMKOB MaTepUHCKON
nnatbl (HaNpuMmep, nporpammbl Ans obHoBneHust BIOS: Asus — Asus Update, MSI — Live
Update, a Takke ytunutsl Intel Flash Programming Tool (FPT) gns TC Ha ocHoBe Intel, AMI
Flash Update Utility (AFU) ans TC Ha ocHoBe BIOS ot AMI n 1.4.).

3. Banyctutb Ha BTOpom [1K CTOPOHHIOK YTUAWUTY, C MOMOLLLID KOTOpPOW OydeT npoM3BOAMTbLCSH
nepenpotwmnska BIOS.

MpumeyaHwme. [Npun ncnonb3oBaHUM WITATHOW yTUNUTLI ANns obHoeneHus BIOS BTopoii MK He
TpebyeTca.

Ona nepenpowwnBkun BIOS HeobxogMmo BbIOMpaTb COBMECTUMYKD C MpOrpaMMatopoM
YTUNNUTY, KOTOpPYlD OObIMHO TpebyeTcs YCTaHOBWUTb M3 OTKPbITbIX WMCTOYHMKOB (ecnu B
KOMMMNEKTe C MporpaMMaTtopoM MWAEeT WHCTPYKUMS, B Heln MoxeT ObiTb YykasaHa
peKOMeHOOBaHHAsA NMPOM3BOAUTENEM YTUNUTA).

BHumaHue! B gaHHOW MHCTPYKUMM B KadecTBe npvMepa MpUBEAEHbl LWarn yCTaHOBKU C
npUMeHeHNeM yTUnuTbl ans nepenpowunskn BIOS Flashrom n nporpammaTtopa CH341A.

Ons yctaHoBku nporpammartopa CH341A un ytunutel Flashrom gna Windows Heo6xoguMmo BbINONHUTL
cnegyroLine OencTBms:

pacnakoBaTb ¢hannbl obpasa flashrom.zip B nokanbHyto nanky, Hanpumep, \Desktop\Flashrom\;

3anycTuTb OT UMEeHV agMuHUcTpaTopa ckpunt ch341la_install.cmd;

OTKPbITb AUCNeT4Yep YCTPONCTB U NOAKNIOYMTE nporpammatop kK TC;

NpoBepuUTb KOPPEKTHOE OBOHapyXeHue nporpammaTtopa CH341A cpean yCTpOWCTB — NpoBepka

ABMSIETCA YCNELHO MPOMOEHHON, ecnu nporpammatop oTobpaxaeTca B ChMcKe gucrneTtdepa

YCTPOWUCTB;

e 3anyctuTb TepmuHan Windows oT MMeHn agMuUHUCTpaTopa U NepenTn B paHee pacnakoBaHHYHO
nanky (cd \Desktop\Flashrom\);

e 3anyctuTb yTunuty flashrom.exe;

nposepuTb  BUAMMOCTb  MNporpaMmmaTopa  yTUNUTOW, [Ons  4Yero BBeCTM  KOMaHay

Mlashrom.exe -p ch34la_spi — ecnu ytunuta BbIBOOUT CTpoky «Couldn’t open device

1a86:5512», To ycTaHOBKa nporpamMmmaTopa npoBefeHa HeydayHo, TaK Kak nporpaMmma He MOXeT

ero obHapyxutb. lNMpoBepka cuMTaeTcs ycrewHo rnpoldeHHOU, eCnvi B BbIBOAE KOMaHAbl eCTb

ctpoka «No EEPROM/flash device found» npu OTCYyTCTBUM MOAKMIOYEHUS 4una K

nporpaMmartopy; ecnuM  4Yun  nogknwodeH, Oygetr  BbiBegeHa  cTpoka  «Found

<npousBoaguTens_4una> flash chip <mogens_umna> on ch341a spi».

Ecnu Bce warv npongeHsbl ycnewHo (nporpaMmMmaTtop oTobpakeH B CNUCKe ancrneTyepa yCTPOUCTB

W onpeaeneH yTUnnTomn), To yCTaHOBKA U HACTPOWKa 3aBepLUEHbI.

Mpumeyanwme. Ytunuta Flashrom goctynHa Ttarke ans Linux. B TepmuHane Linux komaHabl ¢
3TOW YTUNUTOM BLIMOMHAKTCS OT YY4ETHOM 3anncu ¢ npasaMu cyneprons3oBaTens.

Ona ycraHoBkm Flashrom B OC Ha ocHoBe Debian wucnonb3yeTca KomaHaa
sudo apt install flashrom.

4. B KOMaHOHOW CTPOKe, 3anyLleHHOM OT UMEHN aAMUHUCTpATOpa, YKasaTb, YTO HEODXoAMMO 3anucaTtb
NPOLUMBKY, COXPaHEHHYIO Ha ycTaHoBoYHOM USB-Flash Hakonutene (coxpaHsieTcs no TMnoBoMy nyTu
logs/<YYYY-MM-DD-hh-mm-ss>/biosMod.bin) npu HeygayHom nonbiTke yctaHoBkn CO3 YbB
Dallas Lock.



BHumaHume! BbinonHeHne gaHHOro wara no3sonsiet obpatHo nepenpowwmntb BIOS B TC nocne
HeyaayHou nonbiTkn yctaHoBku CO3 YBE Dallas Lock (npy Bbibope B MeHIO MHCTannatopa
CI3 Yb onuuu «Install» n HeygayHon npowmeku BIOS TC 6yaeT HepaboTtocnocobHa), To ecTb
nossonsieT BepHyTb TC UCXOQHOE COCTOSHME, YTOObI UM ObINIO BO3MOXHO MOMb30BaThbCs, HO
6e3 C3 Yb.

Mpu ucnoneb3oBaHun ytunutel flashrom komanga 6yaet BeirmageTs cnegylowmm obpasom:
Mlashrom.exe -w <nyTb_pao_danna_biosMod.bin>.

MpumeyaHue. Pann biosMod.bin Bceraa coxpaHsieTcs nocne ygadHon onepauumn natynHra
obpasa BIOS, nostomy OH OyaeT COXpaHeH Kak Mpu HeygayHOW MOMbITKE YCTaHOBKU
C[3 Yb Dallas Lock, Tak 1 B criy4ae ycrneLHoW yCTaHOBKM.

Mpun owmnbke 3anncu B BIOS ¢ kogom «Access Denied» nepen nepesarpyskon TC BbiBOAUTCS
coobueHune «Log directory: logs/<YYYY-MM-DD-hh-mm-ss>» ¢ KOHKpeTHbIM NyTeM K narke,
B KoTopown nexuT dann biosMod.bin.

5. Banucatb B BIOS cncteMHon nnatbl M3meHeHHbln obpas (biosMod.bin) ¢ USB-Flash Hakonutens ¢
MOMOLLbIO MporpamMmmaropa (npumep BbIMOMHEHWS KOMaHAbl Mpu ucnomnb3oBaHuM TC Ha ocHoBe
npoueccopoB Intel npuBeaeH Ha puc. 5).

BHuumanue! [1na TC Ha ocHose npoueccopos Intel dann biosMod.bin 6ygeT npeacraeBnatb
cobon NULLIb 3MEHEHHBIN pernoH BIOS, To ecTb TONbKO YacTb obpa3a Bcew NpoLlmBku. [ns
nonydyeHmss u3 hiosMod.bin rotoBoro ans 3anucu obpasa Hy)XHO MpPOU3BECTU psg
OOMNONHUTENbHbIX WaroB (cMm. «[MoarotoBka K 3anvMcy mMoamduunpoBaHHOro obpasa BIOS
NporpaMmaTopoM A5 MaTEPUHCKMX NNaT Ha OCHOBE MPOLIECCOPOB Intely).

[ns 3anucu Heobxoanmo BbINOMHMTE cneaytoLyto komaHgy: \flashrom.exe -w biosMod.bin -p ch341a_spi.

Mpu ucnonb3osaHmnm TC Ha ocHoBe npoLeccopoB Intel npuBeaeHHasa Bbille KOMaHAa MMEET CreayoLmn
Buna;: \flashrom.exe -w imageMod.bin -p ch341a_spi.

. LIBUSB_ERROR_NOT_SUPPORTED

Puc. 5. 3anucb B BIOS cucteMHol nnatbl uIaMeHeHHOro obpasa imageMod.bin

BHumanue! [llpu nwobort onepaumm ¢ 4unom, koTopbin ytunuta Flashrom He moxeTt
onpeaenuTb 0OAHO3HaYHO, OyaeT BbIBe4EHO COOTBETCTBYIOLLEE COODLLEHNE O HEBO3MOXHOCTM
onpegeneHua yuna gna 3anucu unu yteHus («Multiple flash chip definitions match the
detected chip(s): <cnucok_mopgenewn_Mukpocxem>»). B paHHOM cutyaumm HeobGxogumo
BbIOpaTb Hambonee NoaxoasLLy CTPOKY N3 NPUBEOEHHOrO CMMCKa U yka3aTb ee C NMOMOLLbIO
kntoya -c <chipname>.

Mogenb yuna ykasaHa B BUAe MapKUPOBKM Ha KOpMyce MUKPOCXEMbI.
Mocne 3anucu u3MeHeHHoro obpasa B BIOS MO nporpammaTtopa nyTeM MOBTOPHOMO CYUTbIBAHUS

3anucaHHbIX AaHHbIX NPOBEPSIET, KOPPEKTHO N Gbina BbiNosiHeHa 3anuck. B cnyyae Heygauu BbiBoaMTCS
coobLLieHne 06 oLmnbke.

Mpumeyanune. OgHVM M3 BapuaHTOB OLUMOKM 3anucu sIBASIETCS MMOXOW KOHTakT. Cneayet
NpoBEepUTL NOAKIIOYEHNE NporpaMmmMaTopa K MUKPOCXEME M NMOBTOPUTL MOMbITKY.

6. OtcoeanHuTb nporpammartop. MNMocne 3arpyskn TC CO3 Yb Dallas Lock HayHeT pyHKLMOHMPOBATL B
LUTATHOM pexunme.



2.6.2 MoarotoBKa K 3anucu moauduumpoBaHHoro obpasa BIOS nporpammatopom ans

MaTepPUHCKMKX NnaT Ha OCHOoBe npoueccopos Intel

MpumeyaHue. [Ina co3gaHus nonHoro obpasa noHagobutcs ctopoHHsia ytunuta UEFITool
(cBoBoaHas, € OTKPbITbIM MCXOOHBIM KOAOM, pacnpocTpaHseTcs no nuueHsmnm BSD 2-Clause)
Unu gpyras yTunuTa, aHanornyHasa no yHkunoHany.

[Ina NoAroToBKM K 3anmMcy moandmumpoBaHHoro obpasa BIOS Heobxogumo:

1. Monyuntb chann biosMod.bin (biosRem.bin) B npouecce yctaHosku (yaanenusa) CO3 Yb Dallas Lock,
KOoTopas 3aBepLumnach owmnbkon 3anmncu B BIOS.

2. Wcnonb3ys nporpammaTop, Bbl4MTaTb MoOnHbIn 06pa3 BIOS n coxpaHuTb ero B davn image.bin
(NnprMep BbINOMHEHUSA KOMaHAbl NPUBEAEH Ha puc. 6).

Mpn ncnonb3oBaHun ytTunuTbl Flashrom n nporpammatopa CH341A Ansi BbINOMHEHUST AAHHOMO MyHKTa
Heobxo4MMO BbINOMHUTL crieayowyo komaHay: \lashrom.exe -r image.bin -p ch341a_spi.

annot
ound U

h...

Puc. 6. CoxpaHeHune nonHoro obpasa BIOS B chann image.bin

3. OtkpbiTb havin image.bin B ytunute UEFITool 0.28, ans yero Heobxoaumo Haxatb «File» — «Open
image file...» n ykasatb nyTb K chaviny image.bin. Ha nanenu «Structure» gormkHO oTobpasnTbCs
Aepeso anemeHToB BIOS.

BHumanume! Ecnn kopHeBbIM arnemeHToM B aepeBe BIOS sBnsetca He «Intel image», dann
biosMod.bin (biosRem.bin) yxe dBnseTca npurogHbIM AnAsS  3anNMcn C  MOMOLLbIO
nporpamMmmartopa, MOXHO NPOAOIMKUTL yCTaHoBKY (yaaneHue) CO3 YE Dallas Lock.

4. PackpbITb KOpHEBOW anemeHT «Intel image» n BbiOpaTh anemeHT «BIOS regiony».

5. BameHutb anemeHT «BIOS region» Ha cogepxumoe danna biosMod.bin (biosRem.bin), ana yvero
HakaTb Ha HeM MnpaBoW KHOMKOW, BblbpaTb «Replace as is...» (puc.7) n ykasaTb NyTb K danny
biosMod.bin (biosRem.bin).

£} UEFITool 0.28.0 - image.bin - o X

File Action Help
Structure Information

Name Action Type Subtype Text Full size: D386@Bh (14155776)

v Intel image Inage Intel

Descriptor region Region Descriptor

ME region Region ME

[BI0S region Reainn RTOS
Extract as is. Ctr+E

Do not rebuild Ctrl+ Shift+Space

Replaceasis..  Ctrl+R

Messages

parseFile: non-empty pad-file contents will be destroyed after volume modifications
parseFile: non-empty pad-file contents will be destroyed after volume modifications

Puc. 7. epeBo anemeHToB BIOS. 3ameHa anemeHTa «BIOS region»



6. CoxpaHnTb MOAMMULNPOBAHHbLIN MOMHbIN 06pa3 B charnn imageMod.bin, ans yero HaxaTtb «File» —
«Save image file...» n BbeIBpaTb NyTb ANs coxpaHeHus danna imageMod.bin.

Mocne npogenaHHbIX AEUCTBUIA MOXHO BEPHYTbLCA K Npoueccy ycTaHoBku (yaanenusa) CA3 YbB Dallas Lock
1 ncnonb3oBaTb Gann imageMod.bin ons 3anucm ¢ NomoLLbo NporpaMmmartopa.

2.7 YpaneHue w3pgenusa

Ona yopaneHua CA3 Yb Dallas Lock HyXHO BbINONHUTL crneayowine AencTBums:

1. MopknoumTte k TC wmHcTannaumoHHbii USB-flash Hakonutenb, ¢ koToporo npoussogunach
yctaHoBka C[13 Yb Dallas Lock.

2. B obonouke agMuHucTpaTopa Bo Bknagke «Cepsuc» Bblbpatb NyHKT MeHto «O C3 Dallas Lock».
OTkpoeTcs okHo ¢ uHpopmaumen o CL3 Yb Dallas Lock (puc. 8).

WHopMauwa o CO3

Bepcua CO3 ¥6 Dallas Lock

2.0.14

Ko TeXHW4YeCcKOH Noanep xKKu:

Kof TEXHWHECKOW NOALEPHMKN HE 3a0aH

CalT KOMMNaHWUM:

www.confident.ru

CaAT npoayxToBon nuHenku Dallas Lock:

www.dallaslock.ru
CA3 Dallas Lock

Appec TeXHUYECKOW NoanepXKKn:
helpdesk@confident.ru
TenedoH:

(812) 325-10-37
nob. 7749, 7787, 7704, 7752, 7751, 7728

000 "KoHpuoeHT" © |!manwrb C,EI,3| CMEHUTL KOO Tex. NOA0SpHKN 3aKpeITh

Pwuc. 8. OkHo ¢ nHdopmauuen CO3 Yb Dallas Lock

3. B oTkpbiBwemca okHe Haxatb KHOMKy «Yganute CO3». OTkpoeTcsa OKHO MogTBepXOeHWs
yaanenus CO3 Yb Dallas Lock (pwuc. 9).

Ynanenwe CO3 Dallas Lock

Bbl pedcTEMTENnsHO XoTHTe yoanuTe CA3 Dallas Lock:

TpebyeTcA NoATEepXKOeHUE.

NoruH

CAO32 Dallas Lock Maponks

HeT na

Puc. 9. OkHo ¢ nHdopmauven CO3 Yb Dallas Lock

4. B oTkpbIBLLEMCS OKHE HEOH6XOOUMO BBECTY AaHHbIE YYETHOM 3anncy agMMHUCTpaTopa, nocne 4Yero
HaXkaTb KHOMKy «[a».



5. Ecnu k TC He Obin noakntoydeH vHcTannsaumoHHslh USB-flash Hakonutenb, To nsgenue Bbigact
coobLeHne 0 Tom, 4To Heobxoaumo ero nogknounTe K TC (puc. 10).

YoanedHwe CO3 Dallas Lock

BcTaebTe USB-HakonuTe b, € KOTOpPOro Nponcxoauna
ycTaHoeka CO3 ¥b Dallas Lock v HaxMuTe OK onA
npogonxeHnn. Bce okHa By oyT 3akpeiTel. TC yRAOET B
ABTOMATHUHECKYID Nepe3arpysxy.

| na HeT

Puc. 10. OnoBelleHne o TOM, YTO HEOOXOANMMO MOAKMNIUYNTL UHCTaNNAUnoHHbIM USB-flash Hakonutenb
6. HauHneTtcsa npouecc yananenns CO3 Yb Dallas Lock.

7. Tlocne ycnewHOro 3aBeplLUeHWsi MpolLecca yaaneHust Ha aKpaHe oTobpasuTcs coobuieHue
«Uninstall: Success».

Mpumeyanue. [ins asapuiiHoro yganeHus CA3 Yb Dallas Lock Heo6xoanmo nogkniounte kK TC
MHCcTannsunoHHbln USB-flash HakonuTtenb n 3anyctutb TC. Mpu 3arpy3ke TC Heobxoammo
3axaTb KombuHauuto knaeuw «Ctrl+Shift+insert», nocne yero ynpaeneHne 6yaeT nepegaHo
uHcTannauunoHHomy  USB-flash  HakonuTenio. Ha  akpaHe  oToOpasvTcsi  MeEHIo
agmuHnctpupoBanunsa C3 Yb Dallas Lock (puc. 11).

Found SDZ2 BIDS v2.0.14 installed

Select SDZ2 maintenance action:

1. Uninstall

2. Set watchdog period
3. Exit

Puc. 11. MeHio agmuHuctpupoBanmna CA3 Yb Dallas Lock

Ons 3anycka aBapulHOro yganeHuss HeobxoouMmo BbIOpaTb MyHKT MeHi «1. Uninstally.
HauHeTca npouecc asapunHoro ypaneHua CO3 YB Dallas Lock. [Mocne ycnewHoro
3aBepLUEHUS NpoLecca aBapuiHOro yganeHus Ha skpaHe TC nosiButcs coobueHune «Uninstall:
Success». YgarneHue 3aBepLueHo.

BHumaHue! Ecnu Bo Bpems genHctannauum CA3 Yb Dallas Lock Bo3HMKaeT owmnbka 3anucu
B BIOS c kogom «Access Denied» n Ha akpaHe TC oTobpaxaeTtca coobuweHne «The BIOS
image has been saved to the USB flash drive. For further removal use the programmer (see
maintenance manual)», To ana yaanexuua CO3 Yb Dallas Lock TpebyeTtcsi nogkntoyeHune
nporpammartopa.

2.7.1 YpaneHue ¢ ncnonb3oBaHMEM NMporpaMmmaropa

Ons npoporkerus ypanenus CO3 YB Dallas Lock (nocne owwvbkm 3anvcm B BIOS) ¢ nomoLlbio
nporpaMmmaTopa Heob6xoanmo:

1. O6ectountb TC.

2. TMogkntounTb nporpammartop. Cnocob nogknoYyeHnsa 3aBUCUT OT MOAENW MporpammMaropa u crnocoba
KpenneHus Mukpocxembl BIOS Ha matepuHckon nnaTte MK (cm. «YcTaHoBKa C MCNOMNb30oBaHWEM
nporpaMmmartopan).

3. Banyctutb Ha BTOpoM [MK CTOPOHHIOK YTUMMTY, C MNOMOLLbIO KOTOpPOW OyaeT NpOM3BOAMTLCS
nepenpowmska BIOS.

Mpu ncnonb3oBaHMK WTATHOW YyTUNUTLI Ans o6HoBneHust BIOS BTopoi MK He TpebyeTcs.




BHumaHue! B faHHOM MHCTPYKLUM B Ka4eCcTBe nNpuMepa NpuBeAeHb! LWarn AenHcTannauum ¢
npuMeHeHneM yTunutel ansa nepenpowunekm BIOS Flashrom u nporpammartopa CH341A.

4. YkaszaTb, 4YTO HeobxoaMMO 3anucaTb MPOLIMBKY, COXPaHEHHYI Ha YycTtaHoBovHoM USB-Flash
HakonuTene (coxpaHseTrcda no TunosBoMy nytn logs/<YYYY-MM-DD-hh-mm-ss>/biosRem.bin) npwu
HeygaudHou nonbiTke agenHcTannauum CAO3 YbB Dallas Lock.

5. Banucatb B BIOS cuctemHoun nnatbl nameHeHHbIn obpas (biosRem.bin) ¢ USB-Flash Hakonutens ¢
NMOMOLLIbIO MporpammaTopa.

BHumaHume! [1ns TC Ha ocHoBe npoueccopoB Intel dgann biosRem.bin 6yaet npeacraBnsatb
cobov NuLb M3MeHEHHbIV pernoH BIOS, To ecTb TONbKO YacTb 06pasa Bcen npowumeku. [ns
nonydyeHnss mn3 biosRem.bin rotoBoro ans 3anmcu obGpasa HYXHO NpPOM3BECTU psag
AONONHUTENbHLIX WaroB (cMm. «logroToBka K 3anvcy MoamduumMpoBaHHOro obpasa BIOS
nNporpaMmaTopoM A5 MaTePUHCKMX NNaT Ha OCHOBE MPOLIeCCOpoB Intely).

[nsa 3anncu HeobxoaMMo BbINONMHUTL criegytoLlyto komanay: \flashrom.exe -w biosRem.bin -p ch341a_spi.

Mpun ncnone3osaHmm TC Ha ocHoBe npoLeccopoB Intel NnpuBegeHHasa Bhille KOMaHAa UMEET CreayoLni
Bua: \flashrom.exe -w imageRem.bin -p ch341a_spi.

6. lMponsBecTn 3arpy3ky c ycrtaHoBodHoro USB-Flash HakonuTensi, mocne 4yero npouecc yganeHus
C[3 Yb Dallas Lock 3aBepuntcd aemomamu4ecku.

7. OtcoeanHuTb nporpammaTop u nepesarpy3ute [1K. [locne nepesarpy3km cuctema HayHeT
PYHKLMOHMPOBATL B LWUTAaTHOM pexunme, 6e3 CA3 Yb Dallas Lock.



3 WUCNOJIb3OBAHUE MO HABHAYEHMUIO

B HacTosiLeM pykOBOACTBE MO 3KCMyaTauMm paccMaTpuBaloTCs BO3MOXHbIE OEWCTBUS Nofb3oBaTenen
CO3 Yb Dallas Lock ¢ npaBamn ayautopa M agMuHucTpaTopa. Bo3amoxHble OencTBusi nonb3oBaTens
C[I3 Yb Dallas Lock usnoxeHbl B PykoBoacTtee onepatopa N®PHA.501410.004 34.

3.1 Bxopa Ha 3awumweHHoe TC

Mpu nepsom BkntodeHun TC ¢ yctaHosneHHbiM CO3 YB Dallas Lock npoussoautca npegsapurtenbHas
HacTpownka CO3 Yb (nepBuyHas uHnumanusaums).

Mocne BkntoveHusi TC MNOSIBNSIETCA OKHO perucrpaumMmM yydeTHoOW 3anucu agmuHuctpaTtopa CO3 YbB
Dallas Lock (puc. 12), B KOTOpOM HEO6X0AMMO 06a3aTeNLHO yKasaTb MMS NONb30oBaTeNd U 3a4aTh Naponb
K ero yyeTHowm 3anucu. [locne ycnewHon perncrpaumm y4eTHbIX JaHHbIX Npou3BoanTcs nepesarpyska TC.

Pernctpauma agMmuHUcTpaTopa CA3

HMmMma none3oeaTena:

KaTeropwa noneL3o0BaTenA

MeHepauws NnaponA
Mapons

MonoTEEep¥OosHUE

Puc. 12. Peructpauusa agmnHnctpatopa CA3 Yb Dallas Lock

Mocne HepBMHHOVI perncTtpaumm agMMHUCTpaTopa OCyLeCTBIIAETCA aBTOMaTu4eCKad nepesarpyska TC.

Mocne nepesarpysku komnbtoTepa ¢ yctaHoBneHHon CA3 Yb Dallas Lock nosenseTtca skpaH npurnalieHnst
Ha Bxog B cuctemy (puc. 13).

JOBPO NOMAJIOBATDL

MmMmA none3oBaTenA:

ANNapaTHblE WOEHTUHKUKATOpPLI: 0

He BbibpaH v
Maponk:
CueHapwi ceccuK: | 3arpyska OC b

@ - .

Puvc. 13. OkpaH npurnallieHns Ha BXod B cUCTEMY



MNpumevanme. Ecnu 3awmwierHbin CA3 YB Dallas Lock komnbtotep BeeaeH B [16, B nesom
HWKHEM Iy aKpaHa npurnalleHus Ha BXOA, PpsaoM co  3Hadkom M2 BhiBegeHo
COOTBETCTBYIOLLIEE COODLLEHNE:

e «CoeagnHeHune c cepBepoM YCTAHOBMEHOY;

e «CoeanHeHue c cepBepoM He YCTaHOBIEHOY.

IOnsa Bxoaa Ha 3awmueHHbIn CO3 YB Dallas Lock komnbroTep Heo6xoaumo:

1. rlpeﬂ,'bﬂBVITb AW, ecnv oH Ha3HayeH yquHon 3anncu noJsib3oBaTtesid, a MMEHHO!

BCTaBMTb ero B USB-nopT wvnu MNpUKOCHYTLCA K cyuTbiBaTento (B 3aBUCMMOCTW OT Tuna
YyCTpOWCTBA);

BolbpaTb HaummeHoBaHue AW, KOTOpoe MOSABUTCA B BbiNagalwoleM MeH «AnnapaTHble
NaEeHTUMKATOPbIY.

Mpouenypa aBTopmusaumm ¢ ncnono3osaHnem Al Bo3amoxxHa 0gHUM U3 crieaytoLLmMx cnocobos:

Ecnn AW conocTaBneH y4yeTHoOW 3anucy nonb3oBaTens, TO ANs aBTopu3auMum Heobxoaumo
npeaobseutb AV, BBECTU UMS Mofb3oBaTens 1 naposfb. B Takom cnydae npovcxoauT npoBepka
COOTBETCTBMS NpeabserneHHoro AV ¢ BBEAEHHbIM MMEHEM YYETHOW 3anncy Nonb3oBaTens.

MpumeyaHue. B cnyyae npegbsBNeHWs He COMOCTaBMEHHOrO AaHHOW YYeTHOW 3anucu
none3oBaTtensa A/ npu nonbiTke aBTopusaunm 6yaeT BblBe4eHO COOTBETCTBYHOLLEee coobLleHne

(puc. 14).

He npeabABneH unu npenbaBneH HeBepHbIA
annapaTHbIN uaeHTUpPUKaTOP.

[ ok L

Puc. 14. OkHo coobLueHus npu npeabsiBrieHnn HeeepHoro AU

Ecnu AN conocTtaBneH y4yeTHOW 3anucu nonb3oBaTend, U B HesawwuweHHon namatn AU
XpaHUTCA MAEHTUdUKaUMOHHAa UHpopmauums, To Ang aBTopusaunm HeobxoaumMo nNpeabsBUTb
AW (npu atom B none «Mmsa nonb3oBaTensa» OyaeT noAcTaBneHa xpaHswasics B namatn AU
noeHTnmrkaunoHHas nHdopmaums, none 6yaet HEQOCTYNHO ANS pedakTUPOBaHUs) U BBECTU
naporsb YY4E€THOW 3anucu nonb3oBaTens.

Ecnn AW conoctaBneH y4yeTHOM 3anucu nonb3oBaTend, M B HesawuweHHon namatn AU
XPaHUTCA MAEHTUUKAUMOHHAa U ayTeHTUUKaLMoHHaa nHdopMaums, To Ang asTopusauum
Heobxogumo npeabsBuTb AW (npu atom B nonst «Mmsa nonb3oBaTens» u «[Maponby OygeT
noactaBneHa xpaHdwasacsa B namatn AW maeHTUdUKaLMOHHAA U ayTeHTUdUKaLMOHHas
nHdopmaums, nons 6yayT HeAOCTYNHbI ANS peAakTUpoBaHus).

Ecnun AW conocTaBneH y4eTHOM 3anmcu nonb3oBaTens v B 3awmiieHHon NUH-kogom namatn AU
XpaHUTCS ayTeHTUMKaLNOHHast MHcpopmaums, To ANsi aBTopusauumn Heobxoammo npeabsBUTb
AW (npu atom B none «Mmsa nonb3oBaTtensi» GygeT noactaBneHa xpaHdwasacsa B namatn AU
noeHTnmrKaunoHHas nHgopmaums, none 6yaet HeOQOCTYNHO A1 peSakTUPOBAHUS) U BBECTU
MNH-kog AW, npmu atom naponb GygeT nmonydeH u3 3awmweHHon namatn AW, ecnu BBedeH
BepHbIn MNH-koa.

|/|Cﬂ0ﬂb3y9| KnaBnaTtypy, BBeCTh B none «MmMs nonb3oBaTtens» ums yquH0|7| 3anucun, noa KOTOpOl7I

none3oBatenb 3apernctpuposaH B CO3 YB Dallas Lock. B 3aBMCMMOCTM OT HacTpoeKk MNOSIUTUKK
aBTopusaumm CA3 Yb Dallas Lock B 3ToM none MoxeT ocTaBaTbCA MMsi yHETHOMN 3anucu norb3oBaTens,
BbIMNOMHUBLLIErO BXOA NOCNEaHUM.



MpumeyaHue. BBog MMEHW JOMEHHOW YYETHOW 3anucu Nonb3oBaTenst AOMKEH NPON3BOANTLCS
B OAHOM M3 crneyoLwmnx opmaToB:
e [dom]\[name], rae [dom] — nonHoe unm KOpoTKoe NMA AOMEHa, [name] — nmsa y4eTHoOn
3anucu;
e [name]@[dom], rae [dom] — TONbKO NONHOE NMSA AOMEHA.

[loMmeHHasi y4eTHas 3anucb Nonb3oBaTens AoMmkHa ObiTb NPeaBapuTENbHO 3aperncTprpoBaHa
B C[13 Yb Dallas Lock.

MpumeyaHue. [na koppekTHOW paboTbl JOMEHHOW aBTopu3auun Heobxogmma HacTpoKka
obpaTtHon 3oHbl DNS, obcnyxumsatowero CA3 Yb Dallas Lock, ytobel nonydeHHble CO3 Yb
Dallas Lock ot DHCP-cepsepa |IP-agpeca DNS-cepsepoB mornu 6biTb npeobpasoBaHbl B
nonHoe DNS-nms, n3 KOTOPOro MOXHO MOMYYUTb MOMHbLIA AOMEHHbIN CyPUKC ANs yHETHON
3anucu. Hanpumep, CO3 YBb nony4yaet IP-agpec 192.168.0.100 u IP-agpec DNS-cepsepa
192.168.0.1. DNS-cepBep [omkeH OblTb HACTPOEH TakMm 06pas3om, 4TOObl pe3yrnbTaToMm
3anpoca npeobpasoBaHus agpeca 192.168.0.1 B nmsa 6bino dns.dl.local. Takum obpasowm, 6ypet
co3gaHa BO3MOXHOCTb aBTOPU30OBbLIBATbCA MOMb30BaATENsSM MO  KOPOTKOMY cyddumkcy
(user@dl) B nonHom gomeHHOM nMeHn (user@dl.local).

3. BeecTtu naponeb. Npu BBOAE Napons Ha 3KpaHe BMECTO CMMBOIA, COOTBETCTBYIOLLENO KaXA0N HaxaTon
Knasuwle, nosBnsieTcs cumeon e (Toyka). CTpoyHble M MponucHble BykBbl B Maponie pasnuyalroTcs.
JdonylieHHble ownbkM Npu BBOAE WMCMPAaBMASAITCA Tak e, Kak U Npu 3anofiHEHWM TEKCTOBOro Mors.

@
KHonka N3MEHUT CKpPbITblE CMMBOJIbl HA ABHbIE.

MpumeyaHue. ABTOpM3auns JOMEHHON Y4ETHON 3anucu Nonb30BaTers C NapofieM U3 PyCCKnX
CYMBOMOB HEBO3MOXHA. HeobxoomMmMo Mcnonb3oBaTh Naporib B aHIMMICKON packnagke.

4, BbibpaTh B Bbinagawowem cnucke nons «CueHapuini ceccum» OOMNYCTUMYIO AN YY4ETHOW 3anucu
nonb3oBaTens onepauuio No paboTte ¢ CUCTEMOIA:

«3arpyska OC» — nepexop k 3arpyske LLIOC;

«CMeHa naponsi» — nepexo kK CMeHe napons TeKyLLen y4eTHON 3anucu nonb3oBaTtens;
«AOMUHUCTPUpPOBaHME» — 3anyck obonoykm agmuHuctpatopa CO3 Yb Dallas Lock (gencTteue
OOCTYNHO TOMbKO AN Nonb3oBaTenen kateropnin « AQMUHUCTPATOP» N «AyauUTop»).

5. Haxatb knasuwy «Enter» nnm kHonky «OK» Ha akpaHHOM chopme.

B C3 Yb Dallas Lock cHavyana npoBepsieTCcsi BO3MOXHOCTb BXOA4a Nofb3oBaTens ¢ 4aHHbIM UMeHeM. B
cnydyae otcytctBua B CA3 YB Dallas Lock ydyeTHOM 3anucu nonb3oBaTens C ykasaHHbIM WMEHEM
BbIBOAMTCS COOTBETCTBYMOLLEE coobLieHne (puc. 15), ocylecTBNseTCA BO3BPaT K OKHY aBTOpU3aLum.

Monk3oBaTeNs YKa3aH HEBEPHO.

Ok

Puc. 15. OkHO coobLLeHMs Npy HEBEPHOM YKa3aHUM UMEHU MONb3oBaTenNs


mailto:user@dl.local

[anee npoBepsieTcs NPaBUNBHOCTb YKa3aHHOro norfb3oBaTenem napons. B crniyyae ycnexa paspeluaeTtcs
BXO[, B CUCTEMY, MHA4Ye BbIBOAUTCS COOTBETCTBYOLLEee coobLeHmne (puc. 16), ocyLlecTBNsIeTCs BO3BpaT K

OKHY aBTOpM3aUnn.
Ownbka

¥KazaH HeBepHLIA Napoib.

Ok

Puc. 16. OKHO cooGLLEeHMs1 NPpU HEBEPHOM YKa3aHWM Napors y4eTHOMN 3anucy nonb3oBaTens

Mpu ncnonssoBaHumn AV nposepseTca NpaBUNbHOCTb BBEAEHHbIX AaHHbLIX B COOTBETCTBUN C HACTPONKamm
ncnonb3oBaHms AU ana gaHHoOM y4eTHOW 3anncu.

MMpu npeBblleHNN KonMyecTBa MOMNbITOK BBOAA Mapons, NpeayCMOTPEHHbIX MOMWTUKOM aBTopu3auun
CO3 Yb Dallas Lock, npoucxoguT aBTOMaTMyeckask GrOKMpOBKa Y4Y4eTHOW 3anvcu nonb3oBaTensd Ha
onpegeneHHoe BpeMms (3agaeTcs NONWTMKOW aBTopu3auum) unu Haecerga (40 SABHOW pa3bnokMpoBku
agMUHUCTPaToOpPOM), ecnv nonuTuke «Bpems 6NOKMPOBKM y4ETHOW 3anncu B Cryvae BBOAA HEMPaBUIbHbIX
naponen» (cm. «HacTtpornka astopmsaumm B CA3 YB Dallas Lock») npucBoeHo 3HadeHue «He
ucnone3yeTtcay. BelBognTCcA cooTBETCTBYIOLEE COObLeHMe (puc. 17).

Y4yeTHaA 3anice 3abnokm poBaHa.

Ok

Puc. 17. OkHo coo6lLueHMst GNOKMPOBKM Y4ETHOM 3anuncu nosb3oBaTens

Ecnu B cBOMCTBax y4eTHOM 3an1cu nonb3oBaTens agMUHUCTPaTOP YCTaHOBUM aTpubyT «OTKIHOYEHY, NpU
ycneLlHOW NPOBePKe Napors BbIBOAWUTCSI COOTBETCTBYIOLLEE COOBLLEHNE O HEAaKTUBHOCTM YHETHOW 3anucu
nonb3oBaTtens (puc. 18). B aTom cnyyae BKMHOYEHME OCYLLECTBMSIETCS TOMbKO afMUHUCTPATOPOM.

YYETHEA 3anvchk OTKIOYEHA.

Ok

Puc. 18. OkHO coobLeHMs Npy NonbITke BXOA4A OTKIOYEHHOrO Nonb30BaTerns



[Mocne aToro npoucxoguT NpoBepka annapaTHOro MaeHTUguKaTopa, ecnum oH HasHayeH JaHHOW y4eTHOM
3anncu aaMuHNCTpaTopoM. Ero HacTporika B CBOMCTBaX y4ETHOM 3anMcy HAaXO4MTCS B OTAENbHOM BKaakKe
«AnnapaTtHas ngeHTuukaumns».

B cny4yae eclnn He BbI6paH aﬂﬂapaTHbIVl VID,eHTVI(bVIKaTOp, BbIBOOAUTCA COOTBETCTBYHOLLEE coolLleHne

(puc. 19).

He BbibpaH annapaTHbIA MOEHTUMUKATOP

ok

Pwuc. 19. OkHO coobLieHns npy NonbITke BXOAa C HEBbIBPaHHBIM annapaTHbIM NAEHTUKKATOPOM

Ecnu namatb BeiBpaHHOro annapatHoro naeHTudmkaTopa 3awmwena NMNH-kogom, NMNH-koa He BBeaeH
UnNn BBEOEH HEeBEPHO, TO BbIBOOUTCA AMarioroBoe OKHO C COOTBETCTBYOLIEN owwmnbkon (puc. 20),
OCYLLECTBMSAETCH BO3BPAT K OKHY aBTopu3auum.

¥ka3aH HeBepHbln PIN-kKon

| ok |

Puc. 20. OkHo coobLieHnsi npyu HeBepHOM ykadaHum NMNH-koga annapatHoro naeHTndukatopa

[danee ocywecTBnNgeTcsa MNpoBepka OOMyCTUMOro BpemeHu paboTbl COrmacHO YCTaHOBMEHHOMY AiS
y4eTHOM 3anucu nonb3oBaTens pacnucaHuio. Ecnm  ocywecTBndeTca nonbiTka asTopusauuun
nonb3oBaTens B HeYCTaHOBNEHHOE AN HEro Bpems paboTbl, BbIBOAMTCH COOTBETCTBYIOLWEe coobLeHne
(puc. 21), ocywiecTBnsieTcs BO3BpAaT K OKHY aBTopu3aunm.

HapyweHo pacnucaHue paboTel Nnons3oBaTens.

| ok

Puc. 21. OkHO coo6lLLeHMs NpK NOMbITKE BXOAA B HEYCTaHOBIEHHOE Bpemsi paboThl

MpumeyaHue. MNpoeepka JOMNYCTUMOro BpeMeHu paboTbl OCYLLECTBISAETCA TONIbKO B MOMEHT
aBToOpM3aL MK nonb3oBaTtens. [pu HacTynneHMn 3anpeLeHHoro BpemMmeHn paboTel aBTopusaums
B CO3 Yb Dallas Lock cTaHOBUTCSI HEBO3MOXHOW, HO U3Oenune He 3anpellaeT NpoaoskaTtb
paHee MHULMaNM3MPOBaHHbIN ceaHc.



[Mocne ycnewHow aBTOpPM3aLUM MPOUCXOAUT Mepexon K npoueaype KOHTPOMs LernoCTHOCTU OOBbEKTOB,
ykasaHHbix B CO3 YB Dallas Lock. lMpu ycnewHoM npoxoxaeHun AaHHOW npoueaypbl BbIBOOMTCSA
cooTBeTCcTByOlLlee coobweHne. [lpu Bxoge nonb3oBaTtenev C MNOMNHOMOYMAMU ayguTopa  wnm
aAMWHUCTpaTOpa B OKHE KOHTPOMS LIeNOCTHOCTU NMOMUMO pe3ynbTaTa oTobpakaeTcs XOA4 BbINONHEHUSsI
npoLeaypbl KOHTPONSA LLEeNoCTHOCTU 06bEKTOB (pUc. 22).

Bxopn B cUCTEMY

% 3anyck CO3 ¥B Dallas Lock

7, Npoeepka nonk3oeaTens admin npowna ycnewHo

‘? MocnegHWRA ycnelwHsln Bxod nons3oeartens: 30.08.2024 16:13:30
@i MpoBepka UENoCTHOCTH 06LEKTOB...

.7-' KoHTpoNbL UeNoCTHOCTH NpoRaeH

¥4 XKypHan 2anonHeHd Ha 0 NpoUeHToB

Puc. 22. Mpumep okHa cooBLLEHMs MPU YCNELLHOM NPOXOXOAEHUN KOHTPOSS LIEeNOCTHOCTH

Mocne HaxaTtus kHonku «Enter» unun «danee» BbinonHseTcs BbibpaHHOE B OKHe aBTOpM3auMu AencTene
(«B3arpyska OC», «CmeHa napons» unm «AOQMUHUCTPUPOBAHKEY).

B cnyyae HeycnewHOro npoxoxaeHus npoueaypbl KOHTPOMsS LENoCTHOCTM Mpu BXOAe Mnonb3oBaTens,
YY4ETHON 3anncu KOTOPOro YyCTaHoBMeH atpubyT «3anpetuTb paboTy npu HapylweHuM LEeroCTHOCTU»
(cm. «YnpaBneHve y4YeTHbIMW 3anucsiMy NoJfb3oBaTenen»), BbIBOOUTCA COOTBETCTBYOLLEE COOOLieHne
(puc. 23). B okHe JOCTyNHbI cnegyowmne OeENCTBUS:

o «BbIxog» — BO3BpaT K OKHy aBTOpM3aLuu;
o «BbiknounTtb» — oTknoyeHme TC.
Bxon B cucTtemy

%~ 3anyck CO3 Y6 Dallas Lock

7 Npoeepka nonkzosaTens testuser Npowna ycnewHo

": MocnegHwiA yonewdsld exon nons3osatena: 30.08.2024 16:31:19
@ Npoeepka WLeNOCTHOCTH 06 LEKTOB...

@° OBHapy><eHO HapylueHWe LeNOoCTHOCTH.

"T PaboTa zanpeweHa!

| Bruixog |BbIK}1IO‘-JI-"ITb

Puc. 23. lNMpumep okHa coobLLEeHNs MpU HEYCMELHOM NPOXOXAEHNN KOHTPONS LLEeNOCTHOCTY Npu BXo4e
HenpuBUNernpoBaHHOro MonbL3oBaTerns

Ecnu nonb3oaTento paspelueHo pabotaTtb B CUCTEME C HapYLLUEHHOW LIeNOCTHOCTbIO KOHTPOMUPYEMbIX
0OBbEKTOB, OCYLECTBMASETCA BbIBO4 COOTBETCTBYKOLWEro coobweHns (puc.24), n Bxod B CUCTEMY



npoAomkaeTca Npy HaxaTum kHonku «[aneex». OcywecTenseTcs pabota B COOTBETCTBMU C BblIOpaHHbIM
aewnctemeM («3arpyska OC», «CmeHa naponsa» nnn « AQMUHUCTPUPOBAHMEY ).

Bxon B cucTemy

%+ 3anyck CO3 ¥E Dallas Lock

" Npoeepka nonbzoBaTena admin npowna ycnewHo

MocnegHWK ycnewHseln Bxoa none3osatenn: 30.08.2024 16:32:47

MNMpoBepka LEeNOCTHOCTH 06LEKTOoB...

Mpoeepka LenocTHoCTK 'CMOS [256] GanT'...

KoHTponk uenocTHocTy 'CMOS [256] BanT' He npongeH. BriABNEHO HapyLWeHWe UeNoCTHOCTH.
MpoBepka UenocTHocTy 'BIOS [131072] BanT'...

KoHTponk LuenocTHoCTH 'BIOS [131072] 6aAT' npoiieH

MpoBepka LenocTHocTK 'SMBIOS [10048] BanT'...

KoHTponk uenocTHocTH 'SMBIOS [10048] BadT' He NnponaeH. BEIABNEHO HapyLWEHWE LIeNOCTHOCTH.
OBHapyXeHo HapyLleHUe LenocTHocTH (2)

E®. 0 G E B 0 0%k

MypHan 3anonHeH Ha 0 NPOLIeHTOB

Brixon HNanee

Puc. 24. an/IMep OKHa coobLLeHMs npun HeycnewHOM NpPpoXoXaeHN KOHTPOIA UesloCTHOCTU Nnpu BXoae
noJsib3oBaTena

Mpwn ycneLwwHom BbINOMHEHMM NPOLIECCa KOHTPOIS LeNOCTHOCTM NPOM3BOANTCS NEPEXOA K 3Tany NpoBEpKM
CpoKka OelcTBMSA Napons Ans y4eTHoW 3anucu nonb3oBatensd. 3arpyska LWOC n agMuHucTprpoBaHue He
OOCTYMHbI AN YYETHOW 3anvMcu C UCTEKWMM CPOKOM AEWCTBUS Maponsa. B cnydae ucteveHus cpoka
AENCTBNA Napons NpoBepsieTcs paspeLleHne ans Nonb3oBaTensl Ha CMeHy CBOETo Naporisl B COOTBETCTBUM
C YCTaHOBIEHHbIM aTpUbYTOM B HAacTpOMKax y4eTHOW 3anucu nornb3oBaTtens «3anpeTuTb CMeHY napons
nonb3oBatenem». Ecnu aTpmbyT He yCTaHOBMEH, BbIBOAUTCS COOTBETCTBYKOLlEE COOOLlEeHNE O
HeobXxooMMOCTN M3MeHeHMst naponda (puc. 25) u npoucxoguT nepexon K npoueaype CMeHbl napons
(cm. «CmeHa naponsy).

3arpyska

Cpok geCcTEWA Napona ncTék. Bam Heobxogwmo ero
W3IMEHWUTE

-

Puc. 25. CoobLeHne o HeoOXoaNMOCTU U3MEHEHNS MAPOSIA YYETHOM 3anuncu




B cniyyae, korga paspelueHne Ha CMeHy Naporsist OTCYTCTBYET, BbIBOAUTCS cOOOLEHNE O owmnbke (puc. 26)
M Npon3BognUTCA BO3BpPAT K OKHY aBTOpu3aunn.

WcTek cpok AeWCTEWA Napona.

ok
Puc. 26. CoobLueHune 06 ncteueHmm cpoka encTenst napons

Mpu nonbiTke 3arpy3km HLWIOC nonb3oBaTenem, y KOTOPOro BKMOYeH aTpubyt «3anpetutb 3arpysky
HewTaTtHon OCy», nsgenue He No3BonseT ocywecTsutb 3arpysky HLLOC. MNocne Takon nonbiTkn TC yxoaut
B nepesarpy3ky. [Mocne nepesarpyskm TC nosBnseTcs OKHO C OMOBELLEHMEM O TOM, YTO 3admMKCMpoBaHa
nonbiTka 3arpy3km HewTtatHon OC (puc. 27).

3aukcupoBaHa NonbiTKa 3arpyskm HWOC, ObpaTtuTtecs
K AaMuHuncTpaTopy 6ezonacHocTu.

| ok %3
Puc. 27. OkHO coobLLeHuUst Npyu HECAHKLVMOHMPOBaHHOM NOMbITKe 3arpy3ku HewTaTHon OC

Mpn NOBTOPHOW NOMbITKE aBTOpM3aLMM MPU YCNOBUMU, YTO Y MOMb30BATENS, KOTOPbIM OCYLLECTBMSETCS

aBTOpU3aLMs, BKMOYEH aTpubyT «3anpeTutb 3arpy3ky HewTaTtHon OC», BbiJaeTcsi COOTBETCTBYHOLLEE

cooblieHne 06 oBGHapyxeHUW TMOoNbITKM HeaoBepeHHOM 3arpy3ku (puc. 28). [Ona BoccTaHOBREHUS
BO3MOXHOCTM 3arpy3ku LUOC Heobxoanmo o6paTUTLCS K agMUHUCTPaTOpY.

OGHapy»eHa NonLITKa HeNOBEPEHHOW 3arpy3Kn!

| ok YIR

Puc. 28. OkHo npegynpexaeHus o nonbITke HefoBepeHHoM 3arpysku OC

BHumaHume! Nocne cobbiTns HeOBEPEHHOM 3arpy3ku NOBTOPHAs aBTopM3aumsa JOCTYNHa
TONbKO agMUHUCTPaTopy 6e30MacHOCTM M NoMb3oBaTensM, Yy KOTOPbIX BbIKITKOYEH aTpubyT
«3anpeTtutb 3arpy3ky HewTaTHOn OC».

Ins npegocTaBneHns nonb3oBaTensM, Y KOTOPbIX BKIOYEH aTpubyT «3anpeTuTb 3arpysky HeluTaTHOW
OC», BO3MOXHOCTM aBTOpM3aLUM agMUHUCTpaTop GE30MacHOCTM AOMMKEH aBTOPU30BATLCA B U3AENUU MO
cueHapuio «AOMUHUCTpUpOBaHMe». [locne aBTopM3auMM B OKHE MNPOBEPOK agMUHUCTpaTtopy Oyoet



BbIBEOEHO coobLleHne o nonbiTke HegoBepeHHon 3arpy3km HLLOC (puc. 29). 310 genctene cHUmaeT
3anpeT aBTopm3aumm Nornb3oBaTenen ¢ BKNoYeHHbIM atpubyTom «3anpeTutb 3arpy3ky HewtaTHom OC».

‘l 'l @
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Bxon B cucremy

3anyck CA3 Yb Dallas Lock

NMposepka nons3osarens admin npowna ycnewHo
MocneaHnn ycnewxsin Bxoa nons3oBatens: 30.10,2024 22:31:21
NMposepka LeNoCTHOCTH oBLeKTos...

KOHTPONbL UEeNOCTHOCTHU NponaeH

MonuiTka 3arpy3sxkm LWOC 3akoHYMnace Heynaven

MypHan 3anonHed Ha 0 npoueHTos

Puc. 29. OkHo npoBepok. 3anucb «lMonbiTka 3arpy3ku LLOC 3akoH4Ynnach Heyaadven...»

MpumeyaHue. [lonbITkKM HEOOBEPEHHOW 3arpy3ku pPErncTpupyroTcsl B XKypHane cobbiTui
BesonacHocTn ¢ onucaHuamu «OBHapy)eHa nonbiTka HEOOBEPEHHOW 3arpys3ku» unu
«3arpy3o4Hoe yCTpOMUCTBO OTCYTCTBYET, MO0 HEUCNPABHOY.

3anuck «3arpy3o4Hoe yCTpOMCTBO OTCYTCTBYET, MO0 HeucnpaBHO» NonagaeT B XKypHan OAuH
pa3 OO MOMeHTa cbpoca 3anpeta nyTemMm asTopu3auuMyM nNONb3oBaTens C  pofbio
agMuHucCTpaTtopa.

3anunce «OGHapyXeHa nonbITka HEAOBEPEHHOW 3arpy3kuy» 3aHOCUTCSI B XKypHan Kaxapli pas
npu nonbiTke 3arpy3km LLOC nonb3oBaTenem, y KOTOPOro BKIIOYEH aTpubyT «3anpetuTb
3arpysky HewTaTtHon OC», ¢ MOMeHTa cpabaTbiBaHWsi MexaHn3Ma u o ero cbpoca nytem
aBTOpPM3aLMM MONb30BATENS C POMb0 afMUHUCTpaTopa.

3.2 CwmeHa napons

Mpu BbIGOpe gdenicTtBus «CmeHa maponsi» OCYLECTBNAETCA nepexod K AManoroBoMy OKHY npoueaypbl
CMeHbI Maporns y4yeTHon 3anucu nonb3osatens (puc. 30).

Ecnu agMuHmncTpaTOpOoM ycTaHOBMNEH aTpnbyT B CBONCTBaX YYETHOW 3anuncu nonb3osatens «otpeboBatb
CMeHy Mapons npu creayowem BXo4e» UMM NCTEK CPOK AENCTBUSA Naponsd y4ETHOW 3anvcy Nonb3oBaTens,
npeaycMoTpeHHbI nonutukon asTtopmsaumm CO3 YB Dallas Lock, ocywectBnaetcss aBToMaTuyeckui
nepexop K AnanoroBoMy OKHY npouenypbl CMEHbI Napons y4eTHOM 3anncu nonb3oBaTens He3aBUCUMO OT
BbIOpaHHOro AencTeus.

CMeHa napona

reHepauws Napons

CTapelil NApenk |cTapLin Napos
Maponk (yoewin Nnaponks

MopTeepXASHUE |noaTEepAWMTE Napok

OK OTMeHa

Puc. 30. [JuanoroBoe OKHO CMEHbI TeKyLiero naponsa yquHon 3anncu nosib3oBaTend



Yka3zaHHOe AeWCTBME HeOOoCTYMHO, eClv agMUHUCTPATOPOM YCTaHOBMNEH aTpubyT B CBOWCTBAX YYETHOM
3anncun nonb3oBaTtens «3aI'IpeTI/ITb CMEHY napond nonb3oBaTtenem». B atom cny4ae npuv nonbiTKe CMEeHbI
napons nonb3oBaTenemM BblJAeTCs COOTBETCTBYIOLLEE COObLLEeHne 0 AencTByowem 3anpete (puc. 31).

I'Iapcmb He MOMET BbiTh MIMEHEH.

Ok

Puc. 31. OkHO coobLueHnst npu 3anpeTe CMeHbl Napons Nonb3oBarenem
[nsa cmeHbl napons Heob6xoaMMO KOPPEKTHO:

e  BBECTW TEKYLLMI Naposb;
° BBECTU HOBbIN napornb, KOTOprI7I OOJKeH oTBeYaTb YCTAaHOBJIEHHbIM MOJIMTUKAM CIIOXHOCTU
naponewu;
e OATBEPAMTb HOBbIN MapOrb.
Taikke nonb3oBaTternb MMeeT BO3MOXHOCTb BOCMONb30BaTbCs reHepaTopoM napornen.

Mpwv HecooTBETCTBMU Naposisi TpeboBaHNUAM NONUTUKM CIIOXKHOCTM Naporiei BbIBOAUTCH COOTBETCTBYOLLEE
coobueHne (puc. 32 nnbo puc. 33), cMeHa Napons He NPOM3BOAMTCS, OCYLLECTBIISIETCA BO3BPaT K OKHY

CMeHbl naporns.
Owwrbka

HoBEIA Napone He YOOBNETEOPAST CAeAyoLWnM
TpeboBaHuAM:
- MWHWUMaNbLHaA ANVHA NApona oMKHE BeITe HE MeHee
8 CMMBONOE;

Ok
Puc. 32. CoobLieHne npu HECOOTBETCTBMM AMNUHBI NAPOsiA Y4ETHOW 3anvMcy Nonb3oBaTens NoNuTuke
CNOXHOCTW naponewn

HoBEIM Naponk He YOOBAETEOPAET CAEAYIOLLMM
TpeboBaHWAM:
- Napo/b OO/KEH COASpaTe UMPPLI,
- Naponb OOMMEH COAEDMATL CNEUNANbHEIE CUMEOSbL
C~l@#3% & ()_+{}:"|<=>?[L" . /Ne-=;
- Napofb OONMEH COOEpPaTh DyKBEI PR3HLIX PETMCTROE;

Ok
Puc. 33. CoobuieHne npn HECOOTBETCTBUWN CITOXKHOCTU NaponA yquHoﬁ 3arnmcun nosib3oBaTenda noyfinTuke
CITOXHOCTHN naponel7|




Mpn BBOOE napond Ha 3KpaHe BMECTO CUMBOMA, COOTBETCTBYIOLWLEro KaXAOW HaxaTon Knasulle,
nosiBNSIETCH CUMBOI @ (TOYKA).

Ecnu 3sHayeHuss naposnsi B norie BBOAA W B Morie NOBTOpa He COBMafatoT, BbIBOAWTCS COOTBETCTBYHOLLEE
COO0GLLEHME 1 OCYLLIECTBIISIETCA BO3BPAT K OKHY CMEHbI napons (puc. 34).

HOBBIM Maponk W erc NoBTORPHEIA BEOO He COBMNaAakoT.

—

Puc. 34. CoobLieHve Npyu HecoBnaaeHUn naponei

[ononHuTtenbHas KHomka (Bblﬂ,e]’leHa Ha pucC. 35) N3MEHUT CKPbITbl€e CUMBOJ1bl HA ABHbIE. I'Iop,TBepx(,u,eHme
naposna B 3TOM Cliy4ae He ﬂOTpe6yeTCFI N COOTBETCTBYHOLLEE NnoJe 6yp,eT HEeaKTUBHO.

CMeHa Napons

MeHepaunA naponA

CTapeiil N2poit 9999900 e 1
Mapon: | geeeeeeee ‘I’l

MopnTeepKAeHWE |nonTeepOUTE Naponk

Ok OTmeHa

Puc. 35. KHonka nameHeHuns CKPbITbIX CUMBOJ10B Ha sAABHblEe

Mpu ycnewHon cMeHe TeKyLero napons y4eTHOW 3anncu nornb3oBaTtens BbIBOAMTCH COOTBETCTBYIOLLEE
coobueHune (puc. 36) n ocyLecTBnNSeTCA BO3BpaT B OKHO aBTOpU3aLmm.

CMeHa napond

Maponk YCNEWHo CMEHEH

-

Puc. 36. CoobLueHne Npu yCNELLHOW CMeHe TeKYLLEro Nnaposs y4eTHON 3anncu nonb3oBaTtens

MpumeyaHue. [Npu MCNONbL3OBaAHUM aBTOPM3AUMOHHBLIX AaHHbIX M3 AW HOBbIM naponb
3anucbiBaeTtca B AUL.



3.3 AamunHucTtpupoBaHue COA3 Yb Dallas Lock

[Mpu BbIOOpPE B OkHE aBTOPU3aALMW CLUEHapus ceccum «AOMUHUCTPUPOBAHME» OCYLLECTBISIETCA 3anyck
obonoykn agmuHUCTpaTopa (OencTBMe  AOCTYMHO  TOMbKO  ANA  MNonb3oBaTenen  Kateropum
«ALMVHUCTPATOP» U KAYAUTOPY).

B rmaBHOM okHe 06onoYkn agMmuHucTpaTopa (puc. 37) pacnonoxeHbl BKNagku, obecnevmsarone goctyn
K COOTBETCTBYIOLLUM pa3genam:

«CepBuc» — gononHutensHble dyHkuumn CO3 Yb Dallas Lock;

«Monb3oBatenuy» — ynpasneHne y4eTHbIMU 3anMcsiMu1 Nofb3oBaTenen;

«KoHTponunpyemble 06bEKTbI» — KOHTPOIb LLIeNTIOCTHOCTU KOMMNOHeHToB TC;

«Monntrkn 6esonacHOCTN» — HACTpoKika NONUTUK aBTopusauun n nonutuk naponen 8 CA3 Yb
Dallas Lock;

«KypHany» — pervctpauusi n aygur;

o «[lapameTpbl» — ynpaBneHne napameTpamu 3arpyskv 1 napameTpamm ceTu.

Cepewnc _ [onb3oBaTenn KoHTponupyeMble 06berThl MonuTukKk BesonacHocTK HypHan MapameTpol

\ &) CozpaTe ] CeoacTea
[ ] C_!

ol
ot KoNMpoBaTe Q%Sa,u,an. napone
3abnokWpoBaHHEIE AnnapaTHble = P P

Mons3oBaTeny
NnonL30BaTenun noeHTUuKaTopsl || @ YoanuTe
Pasnen HercTBnA
WmA nonszoBaTenA - KaTeropwa Onucanne
M~ .
1 admin AOMWHWCTRaTOPRLI
~ -
o+ auditor AyauTops
i user Monb3oBaTenn

Puc. 37. (maBHoe okHo. [NMonb3oBaTenu

Mpy nonbiTke 3anycka OBGOMOYKM agMUHMCTpaTopa Mofb3oBaTefieM, He BXOASLMM B KaTeropuio
«AyauTtop» unu «AIMUHUCTPATOP», BbIBOAWUTCS COOTBETCTBYIOLLEE coobLueHue (puc. 38).

¥ None30BaTeNA HET NPaB Ha aAMWHWCTPUPOBaHWE WMNK
ayauT.

Ok

Puc. 38. CoobLieHune npu 3anpeTte Ha agMMHUCTpupoBaHue nnu aygut CA3 Yb Dallas Lock
3.3.1 YnpaBneHue y4yeTHbIMM 3aNUCAMU NoNb3oBaTenen

B pasgene «llonb3oBatenu» B Buae Tabnuvubl oToGpaxalTcs BCe y4YeTHble 3anucu nosib3oBaTenewn,
3apernctpupoBaHHole B CA3 Yb Dallas Lock. CopTupoBka nonb3oBatenen no UMEHU, KaTeropum unm
onncaHuio (No Bo3pacTaHuo/yObIBaHWMIO) OCYLLIECTBNSAETCA HaXXaTMEM Ha 3arofloBKM COOTBETCTBYHOLLMX
CTONOLOB NEBOM KHOMKOW MbILLIN.

Bo3MoxHbI cneayowmne 4eicTBUst C YY4ETHLIMU 3anncsiMy Nonb3oBaTene:

«Co3paTby;
«KonupoBaTby;
«YpanuTtby;
«CBoricTBay;
«3agaTtb naponb.



Peanusauna nepeyncrneHHblX OEeNCTBMI OCYLLECTBISETCA Yepe3 COOTBETCTBYHOLWME (PYyHKUMOHAMbHbIE
KHOMKN Ha naHenu «[Jencteusa» vnum Yyepes KOHTEKCTHOE MEHIO MpU HaXKaTuM NPaBoOW KHOMKOW MbIIN Ha
BbIGpPaHHOW y4eTHOM 3anucum nonb3osaTens.

Mpu HaxaTum kHomkn «CBOMCTBa» BLIBOAMTCS OKHO peaakTUPOBaHWUS NapaMeTpoB YYEeTHOW 3anucu
BblOpaHHOro nons3oBarens (puc. 39).

PelakTUpOoBaHWe NapaMeTpPOoB NONb30BaTENSA

Obwme AnnapaTHaA WoeHTUHWKaLWA

Obwme

(%]

MMA nons2oBaTena:

Ka'reropmn nonb30BaTENA: MNMonb3oBaTenn v

OnucaHwe

PacnucaHue: MorHo paboTaTe BCErna HacTpouThb

ATpubyTHI
OTKNO4YeH
MoTpeboeaTe CMeHy NaponA NpW cNegywouleM Bxoae
3anpeTuTe CMeHY NaponAa nofe3osaTensm
Beccpo4Hbii Napons
V| 3anpeTuTe paboTy NpW HAPYLWEHHOW LLENOCTHOCTH

v | 3anpeTuTb 3arpysKy HewTaTHon OC

OK | | OTmeHa

Puc. 39. OkHO pefakTUpoBaHUA NapameTpoB YYeTHON 3anvcu Nonb3oBaTtens.
[HaHHble nonb3oBaTens
Ha Bknagke «O6wime» [ONycTUMO pedaKkTUpoBaHMe CreAylowmux napaMeTpoB Y4YyeTHOW 3anucu
nonb3oBaTtens:
e «KaTeropus nonb3osaTtens» — BblbMpaeTca U3 BbiNaaaloLLEro Crmcka;

MpumeuaHue. LLiTaTHbIE NoNb3oBaTENW, AONYLLEHHbIE K paboTe Ha 3aLMLLEHHOM KOMMbIOTEPE,
He OOIMKHbI UMETb KaTeroputo «AOMUHUCTPATOPLI» UMK « AyaUTOPbI».

o «OnucaHne» — npegHasHa4yeHo AN TEKCTOBOIO OMNMCaHUSA YYeTHOW 3anucu nonb3oBaTens (He
6onee 95 cumBonos);
e «PacnucaHue» — ycTaHoOBKa paspeLleHHOro BpeMeHu Bxoaa nonb3oBartens B cuctemy (puc. 40).
B okHe «PacnucaHune» B BepxHel 4yacTu OKHa 3agaeTcs nepuon BpeMeHu paboThbl, B JIEBOW YacTK OKHa
3agaloTcs gonycTuMble ans paboTbl Nonb3oBaTens OHW Hegenu.

[N BbICTPOI HACTPOMKN NPEAYyCMOTPEHbI AOMONHUTENBHBLIE KHOMKU:
e «PaspewnTb Bce» — paspelleHo no6oe BpemMsa ansa paboThbl;

o «3anpeTutb BCe» — 3anpeLleHo noboe BpeMsa ansa paboTbl;
o «Pabouee BpeMa» — ycTaHaBnMBaeTCsA CTaHAAPTHLIN rpacpmk paboTel (MH—NT, 09:00-18:00).

Takke nMeeTcs BO3MOXHOCTb yKka3aTb Nepunos AeNCTBUS YYETHOW 3anncy B HDKHeEN YacTu okHa «[lepuog
OENCTBUA YY4EeTHOM 3anucuy.



PepakTWpoBaHWe pacnUcaHWa NoNb30BaTens

PacnucaHue pBEOTH
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. Paspewedo D 3anpelleHo PazpewnTs BCE 3anpeTuThb BCé Paboyee Bpemsa

Mepwon AeACTBMA YYETHOW 3anncu

C Mo

OK OTMeHa

Puc. 40. OKHO pefakTUpoBaHUsA paspeLleHHOro BpeMeHU paboTbl B cucTemMe
[onycTumo npucBoeHne crieayolmx aTpubyToB y4eTHON 3anmcu nonb3oeatens (puc. 39):

o «OTKNIOYEH» — yyeTHasi 3an1cb MOMb30BaTess OTKIOYAETCs, BXO B CUCTEMY HEBO3MOXEH A0
CHATUS aTpuGyTa agMUHUCTPATOPOM.
e «[loTpeboBaTb CMeEHY Naponsi Npu criegyolwemM Bxoae» — npy BXoAe Nnonb3oBaTternsi B CUCTEMY
MPVYHYOUTENBHO 3anyckaeTcsi AManoroBOE OKHO CMEHbI Tekyliero naponsi. YekGokc aaHHoro
aTpubyTa OTCYTCTBYET B OKHE pelaKTUPOBaHUS JOMEHHON YYETHOI 3anncu Nonb3oBaTensi.
e «3anpeTuTb CMeHy Napons nonb3oBaTenem» — 3anpeT Ans rnofb3oBaTens Ha CMeHy CBOEero
naponsi, B TOM YnCMe U Mo UCTEYEHUM CPOKa AeNCTBUS.

MpumeuaHue. MNprceounTb aTpubyThl «[oTpeboBaTb CMEHY Napons Npu cnegyoLwemM BXxoae» u
«3anpeTuTb CMeHy Naporns nofb3oBartenieM» OAHOBPEMEHHO HEBO3MOXHO.

o «beccpoyHbIn Nnaponb» — Ha y4eTHYH 3anncb NONb30BAaTENSA HE pacrnpocTpaHsaeTcd eNncTBue
NOJTUTUKN 6e3OI'IaCHOCTI/I, KOTOpaa yCTaHaBnuBaeT MaKCUManbHbIN CpoK p,eI7ICTBI/IF| napons.
YcTaHoBKa AaHHOro aTpmbyTa He 3anpeLlaeT CMEeHy Naporns y4eTHOW 3anncu nosib3oBaTenem B
noboe BpemMs. YekbOoKC gaHHOro atpubyTa OTCYTCTBYET B OKHe pefaKTMpPOBaHWs AOMEHHOMN
YY4eTHOWN 3anucu nornb3oBaTernsi.

e «3anpeTtutb paboTy Npu HapyLIEHHOW LIeNTOCTHOCTU» — BXOA B CUCTEMY Morfb3oBaTenem npu
HeyCcneLHOM NPOXOXAEHUN Mpoueaypbl KOHTPONSA LIENOCTHOCTU OOBHEKTOB M KOMMOHEHTOB TC
3anpeLyaeTcs.

o «BanpeTtutb 3arpy3ky HewTaTtHon OC» — 3anpeT Ha 3arpy3ky OC ¢ HocuTens, oTnuyaroLerocs
OT YyKasaHHOro B nofne «3arpy3ovyHoe YCTPOWCTBO» Bknagku «llapameTpbl» 060M04ku
agMuHucTpaTopa.

Ha Bknagke «AnnapaTHas ngeHtudpmkauusa» (puc. 41) BO3MOXHO HasHa4veHne A/ B creayoLLlem nopsigke:

e npenbsButb AU 1 BbIGpaTb €ro N3 cnucka;

e aBTOMaTUyecku 3anonHawTca nons «CepunHbln Homep» (cepuitHblnl Homep AW), «Mmsa
nonb3oBarens», YekOokcbl «XpaHnTb naponb» 1 «lMapone 3awwmwieH NMUH» B cooTBETCTBMM C
OaHHbIMUW, paHee 3anMcaHHbIMK B NamsaTb AW;

e MpK HEoBXOAMMOCTM MOXHO HaxaTb KHOMKy «O4uCTUTb» — npousondeT ounctka nons «Mms
nonb3oBartens»;

e nocne HaxaTtusa kHonkn «OK» aaHHbIn AU npucBavBaeTcs peakTupyeMomy nonb3oBaTento.

B panbHelwem aBTopum3aums gaHHoro nonb3oBatens B CA3 Yb Dallas Lock 6e3 npeabsaBneHms 4aHHOMo
AU Bynet HEBO3MOXHA.



MpumeuaHme. Bknagka «AnnapatHas ugeHTudmKaums» oTCyTCTBYET B OKHE pedaKTUpOBaHUS
napameTpoB AOMEHHOW YYEeTHOW 3an1cK Nonb3oBaTens, 3agaHHoro no Macke.

PenakTupoBaHue NapameTpoB Nosib3oBaTens

O6wwne AnnapaTHaa naeHTUPUKaUMA
AnnapaTHele naeHTUPUKaTop.l
NoeHTngpukaTopel: 1 | Rutoken: 2EDCSC13 d
CepUnHbIN HOMep:
mAa none3cBaTens:
v XpaHWTb Naponb v Mapons 3awmuieH NMUAH
3anucaTb CMmeHunTe MUH

O4YUCTHUTE PopMaTUpPOBaTh

oK OoTMmeHa
s

Puc. 41. OkHO pegakTMpoBaHMs NapameTpoB y4eTHOM 3anucu nonb3oBaTtens.
AnnapaTHas naeHTudukaums

Mpy HeoH6Xx0QMMOCTU BO3MOXHO 3afaTb AONOMHUTENbHbIE NapaMeTpbl annapaTHON MAeHTUdMKAL NN

«3anucaTb» — [aHHas KHOMKa Mo3BONseT 3anucbiBaTb B HE3aLUMLEHHYIO W 3alLULLEHHYIO
namstbe AV nOEHTUMPUKALMOHHYIO U ayTEHTUMMKALMOHHYI0 NHAOPMALMIO (MM YH4EeTHONM 3anucu
nonb3oBaTtens, naponb). B aTom cnyyae B okHe aBTOpM3aLun B COOTBETCTBYIOLWME nonsa dyaet
noActasneHa 3anncaHHas nHcopmaums, nons 6yayT He4OCTYMHbI AN peAakTupoBaHud. 3anucb
TONbKO MAEHTUUKALMOHHOW MHGOPMaLMK (MMSA NOMb30BaTens) OCYLWECTBASETCA N0 HaxaTuio
KHOMKM 6e3 NpUCBOEHMS OCTarnbHbIX BO3MOXHbIX aTpnbyToB. Mpu ycnewwHon 3anvcu B none «ms
nonb3oBaTena» OToOpasuTCA MMSA TeKyllen y4eTHOW 3anucu nonb3oBaTens, none Oyaer
HEeJOCTYMHO AN pefaKkTMpoBaHus.

MpumeyaHue. CriegyeT yuuThbiBaTb, YTO 3anncb MHGOPMAaLMM OCYLLECTBMASETCHA He Ha BCe
moaenn AWU.

«XpaHnTb Naposiby — AaHHbIN aTPUBYT NO3BONSAET XPaHUTb NApPOsib B HE3ALWULLEHHON NamMATH
AN. B atom cnydyae B oOkHe aBTopm3auum B nonst «lMonb3oBatenb» u «[Maponb» 6yget
noActaBneHa XxpaHsiwasica B namsatu AU mHgopmauus, nons OyayT HeJoCTynHbl  Ans
pedakTMpoBaHus.

MpumeyaHue. XpaHeHue napons B HesawmuweHHon namsatm AU C TOYKM 3peHust
NMHOPMAaLIMOHHON 6e30MacHOCTH HeXenaTesbHO.

«Maponb 3awmuweH NMUH» — gaHHbI aTpMbOYT NO3BONSET XpPaHUTb Napornb B 3aLUULLEHHON
MANH-kogom namaAtTn. B aTom criyyae B okHe aBTopu3auum B none «[llonb3oBatenb» Oyper
noacrtaeneHa xpaHsiwasacsa B namatn AU vgeHtTudunkaumoHHasa nHdopmaums, a napons oyget
nosiyvyeH u3 sawmieHHon namatn AW, ecnu BeegeH BepHbln MNMAH-kog,.



MpumeyaHue. Ob6dA3aTenbHbI aTpMOYT NPU UCMOSB30BAHMM ANEKTPOHHbIX KNtoden iButton B
kayecTtse AU.

o  «CmeHutb NMNH» — paHHasi KHoNKa NO3BOMSIET CMEHUTL paHee Ha3HayveHHbI MH-koa yyeTHom
3anucu nonb3oBatena ans AW, B okHe «WM3meHeHue [MH-koga» (pwuc. 42) BBECTU CTapbii,
HoBbI MNH-kog u noBTOPUTL BBOA HOBOTrO [MNH-koaa.

CMeHa nnH-Kona AU

BerecTu cTapein NMH: 990900000 @®
Beectu Hoebin MTVH: 9290000000
MoeTop Hoeoro MNVH: | g9eeeeee® =

‘OTﬂpaBHTb&OTMEHMTb

89

o

Puc. 42. OkHo cmeHbl NMNH-koaa

Mpumeuanue. Tpebosarus k NMNH-kogy AW onpegensaioTcs B AOKYMeHTauMmn Ha AaHHbIin AW.

o «®dopmMaTupoBaTby — AJaHHas KHOMKa NoO3BONSET NpoBecTu hopmatmpoBaHne AN n ouncTuntb
BCIO paHee 3anncaHHyo MAEHTUMUKALUMOHHYIO U ayTeHTUMUKaLMOHHYI0 nHdopmaumio (puc. 43).
dDopmaTupoBaHune AU

Beon MNMWHa

Tekywmn NMUH agMUHUCTpaTopa 0000000 @® %
Hoeeinn NMMH agMmuHMucTpaTopa LE X T 2 X0 ¥ I @

HoBbin NMWH nons3oeaTenn 200000 OS® B

MeTka

MeTka TokeHa: TokenlLable

Ynpasnexnne

‘ OTnpasnTe | | OTMEeHUTL

Puc. 43. OkHO dhopmaTupoBaHNA TOKEHA

B okHe «PopmaTmMpoBaHue TokeHa» HeobXoauMO BBECTM CreayoLLy NHOPMAaLMIO:

Tekywmnin NMNH-kog agMuHUCTpaTopa;

HoBbI MNH-kog agMuHUCTpaTopPa;

HoBbIN [MH-koa nonb3oBaTens;

METKY TOKEeHa.

HaxaTb kHonky «OTnpaBuTb».

Mpn Haxatum kHonkm «Co3gaTb» BbIBOOUTCS OKHO CO34aHMsS HOBOMW YYETHOM 3anvcu Mnosib3oBaTens.
Mpoueaypa co3gaHus HOBOW YYETHOW 3anvcy Nonb30oBaTens aHanornyHa pegakTupoBaHUI0 NapameTpoB
YYETHON 3anncu Nonb3oBaTens, HO HaYMHAETCH C BBOAA MMEHWN YY4E€THOW 3anucy nosnb3oBartens (puc. 44)
W MO OKOHYaHUM HACTPOWKWM BbLIBOAUTCHA OKHO «BBeawte naponb» (aHanorM4Ho puc. 45), B KOTOpOM
HeOOXOAMMO YCTAHOBUTL Naposib ANs YY4ETHOWN 3anncu Nonb3oBaTens.



MpumeyaHue. TpeboBaHUA K UMEHM YYETHOW 3anuUcK Nonb3oBaTens:
e  VIMs YYETHOW 3anncu He MoXeT BbITb NyCTbIM U coaepxaTtb 6onee 31 cumsona;
e  VMS YYETHOM 3annCu HEe MOXET HAUYMHATBLCH U 3aKaHYMBaTbLCA NPOBENOM UMK TOYKOW;
e UMS YYETHOM 3anncu MOXeT codepXaTb NaTUHCKUE W KUPUMIMYEeCKMEe CUMBOIbI,

undps!;

®  /IMSl YYETHOWM 3anuUcy MOXET cofepXaTb cneunarnbHble CUMMBONbI, Takne kak ™", "~", "I",
Ilf)ll ll#ll llNoll ll$ll ll%ll AN ll&ll nxn ll(ll ll)ll n n ll_ll II+II II{II nn II}II II[II II]II II/II II|II . L
mn II<II II>II II.II nmn ":"_ -

Co3faHWe HOBOro Nofnb30BaTenA

MMs nonk3oBaTens: ||

OTMEHWTE

Puc. 44. OkHo BBOAA MMEHW Nomb3oBaTens HOBOW Y4eTHO 3anucu

Mpw HaxaTnm KHoMkn «KonmpoBaTb» BbIBOOUTCA OKHO CO34aHUsi HOBOW YYETHOWN 3anuncy nonb3oBaTens, B
KOTOPOM 3anoriHeHbl CBOMNCTBA M aTpubyTbl, COOTBETCTBYIOLME BblIOPaAHHOW 3TarOHHOM yY4eTHOW 3anucu
nonb3oBaTtens.

Mpu HaxxaTnM KHOMKK «Y4anuTb» OCYLLECTBAETCS yaaneHue BoibpaHHOW y4eTHOM 3anmcu nonb3oBaTtens
6e3 BbiBOOA NpeaynpexaeHus.

Mpu BbIGOpe pencteua «3agaTb Naponb» B MNOSBUBLUEMCS OKHe BBOAa napons (puc. 45) umeetcs
BO3MOXHOCTb YCTAHOBUTb HOBbIV NMapOsib Y4ETHOW 3anvcu nonb3osaTens.

BEeOWTE HOBLIA Napo/b

FeHepauWA Napona

Naponk |Loewin Nnapons

MoaTeepXASHWUE |noaTRepaMTE Napont

Ok OTmeHa

Puc. 45. OkHo YCTaHOBKM NMapona ana yquHon 3anncu nojsib3oBartesnto

PerMCTpauvm AOMEHHbIX Y4YeTHbIX 3anucen

Mpumeuyanune. B CA3 Yb Dallas Lock peanusoBaHa nopgepxka cnyx6 kaTtanoros Active
Directory, FreelPA, Samba, PEQ AOM v ALD Pro.

Ona peructpauum pomeHHonm Y3 HeobxoguMmo BbiOpaTb pgencteue «Cosgatb» Ha  BKIagke
«lMonb3oBaTtenn» u B OTKPbIBLUEMCS OKHE YyKasaTb MMs Monb3oBatens ¢ 0003HaYeHMeM [JoMeHa
(puc. 46).

Co3faHWe HOBOIro NONb30BATENA

MmAa Nnone3oBaTens: |5dz\u5&r5d21

Co3naTh | OTMEHWTE

Puc. 46. OkHO 3agaHnst MMEeHU Nonb3oBaTens npwn perncrtpaumm OOMEHHOM yquH0|7| 3anumcun




MpumeyaHue. Pernctpauma goMeHHoN ydeTHOM 3anucu nonb3oBatensa B CO3 YB Dallas Lock
npouseogutcsa B opmaTe «[dom]\[name]», rae [dom] — 3TO kOpPOTKOE UMS JOMEHA, [name] —
3TO UMS y4eTHON 3anncu. Takke eCTb BO3SMOXHOCTb pPermctTpauumn 4OMEHHOW y4eTHON 3anucu
nonb3oBaTtens no Macke «*\*» unu «[dom|\*», roe «*» o3Ha4aeT «nbon».

[omeHHble y4eTHble 3anucu Henb3d co3gatb cpeactBamm CO3 YB Dallas Lock, moxHO
3aperncTpupoBaTh NUllb yXe cyllecTtsylowme. B cnyvyae HeobxoaMmocTn co3gaHus HOBOM
OOMEHHOW  y4eTHOW 3anucu  nonb3oBaTens criegyeT co3gatb ee  cpeactBaMu
aAMVHUCTPMPOBAHNS Ha KOHTpOnnepe JOMeHa M nocne aToro 3apeructpuposate B CO3 Yb
Dallas Lock.

Mocne ykasaHua B okHe «Co3gaHvMe HOBOroO MNonb3oBaTens» MMEHW MNonb3oBaTensd U AoMeHa Ans
pernctpaumn ydetHon 3anvcn CA3 YB Dallas Lock npovsBogutcsa nonbiTka 06paLleHnss K KOHTponnepy
YKa3aHHOro IOMeHa 1, COOTBETCTBEHHO, NPOBEpPKa CyLLEeCTBOBaHUSA Y4ETHON 3anncu:

e ecnv Y3 cyllecTByeT, BbIBOAUTCA OKHO «CosaaHne nonb3osartensy (puc. 47);

Co3fgaHwe Nonb30BaTens
Obwme AnMnapaTHaA WAeHTUHWKaLWNA
Obuwme
WMMA nons3oceaTens: (%]
KaTeropwa nons3oeartens: Mons3oeatenn >
OnucaHue
PacnucaHue: Mo Ho paboTaTk BCErga HacTpouTb
ATpUbYThI
OTKAYEH
3anpeTWTb CMEHY NaponA NonbL3oBaTensem
v 3anpeTuTe paboTy NpW HAapPYLWEeHHON LENOCTHOCTK
¥ 3anpeTuTb 3arpy3Ky HewTaTHOW OC
OK OTmeHa

Pwuc. 47. OkHO pegakTupoBaHus napameTpoB AOMEHHOW YY4ETHOW 3annucu nonbL3oBartens

MpumeyaHue. lNpu pernctpauum [OMEHHOW yyeTHOM 3anucu nonb3osaTenda B CA3 Yb
Dallas Lock naponb He 3anpaluvBaeTCs, Takke AN JOMEHHbIX y4YeTHbIX 3anucen B CO3 Yb
Dallas Lock HeakTMBHa kHOMKa «3agaTb nNaponb» B OKHE «[encTBus» Ha BKnagke
«lMonb3oBatenu» n OTCYTCTBYIOT aTtpubyThl «[MoTpeboBaTe CMeHy napons npu cregyowem
Bxoge» u «beccpouHbin naponb» B OkHe HacTpoviku napameTpoB Y3 «CosgaHue
nonb3oBarens».



e eCcnn B yKa3aHHOM npu obpalieHun gomeHe Y3 OTCYTCTBYeT, BbIBOAUTCA COOTBETCTBYOLLEE
coobLeHune, ¢ npeanoxeHmem NPOAOIPKUTL co3gaHme nonb3osaTtens (puc. 48).

Co3[0aHWe NoNb30BaTeNd

He yaanock NpoBepnTE CYLWECTEOBAHWE NONL30BATENA
Ha AD. MNpooon®KWTe Coz0aHue?

na HeT

Puc. 48. OKHO co0GLLEeHMs1 NpKU NOMbITKE 3aperMcTPUPOBaTh HECYLLIECTBYIOLLYIO JOMEHHY0 Y3

BHumaHue! lNpn co3gaHumn y4eTHOM 3anmcu, OTCYTCTBYHOLLEN B ykasaHHOM Npu obpalleHun
AoMeHe, gaHHasa Y3 nosiBuTca B cnucke Ha Bknagke «[lonb3osBaTtenu», HO ByaeT HeakTMBHA
(tak kak cpegctBamu C3 YB Dallas Lock cosgate gomeHHyto Y3 Henb3sd) — 3anTu nog
CO34aHHbIM MOMb30BaTENeM He MOSy4YnTCS.

Mpumep oTobpaxeHus nonb3oeaTens CO3 Yb Dallas Lock, BBeAEHHOro C NOMOLLIbIO AOMEHHOW CIyX0bl,
npueegeH Ha puc. 49 (Y3 c onucaHnem «Domain Account: domain\usernamey).

Cepewc _| Mone3oeaTenn KoHTponupyeMble o6bekTbl MonanTuky BesonacHocTn | MKypHan MapameTpel

\ & CozpaTh [ CeoncTaa
Il dl

a

ot KonupoeaTte '

3abnokMpoBaHHEIE AnnapaTHele <& P ?’
nonk3oBaTen  WAeHTUgMKaTOpE | @ YoanuTe

MNMons3ceaTenu

Paznen OelcTEWA
WmA nonezoBaTens — KaTeropua Onucanne
_':L sdz\usersdz Mone3oBaTenn Domain Account: domainjusername
_':L auditor AyauTopkl
A admin ALMUHWCTPATOPHLI

Puc. 49. OToGpaxeHne nonb3oBaTensi, BB€AEHHOro C MOMOLLbIO JOMEHHOM CryKObl

3a6.l10KVIpOBaHHbIe nonb3oBaTtenu

YyeTHaa 3anucb nonb3oBaTtensd no pa3HbIM MpUvYnHaMm MOXeT ObITb 3a6J'IOKI/IpOBaHa, HanpumMep,
BCneacrtene HenpaBuUIlbHOIo BBOA4a Naposid HECKOJbKO pas.

Pa3bnokMpoBka Y4YeTHOW 3anWcu MONb30BaTENs OCYLECTBMSAETCS aBTOMaTUYEeCKU MO WUCTEYeHUM
yKa3aHHOro BpeMEHW GIOKMPOBKM WMU MOCMNE SIBHOW pa3GroKMpOBKM agMWHWCTPAToOpoM B pasfene
«3abnokvpoBaHHble nonb3oBatenu» (puc. 50). B Takom cnyy4ae Yy nonb3oBaTtensl MOSIBNSETCH
BO3MOXHOCTb OCYLLECTBUTb BXOZ, B CCTEMY CHOBA.

Cepenc _| [Monk30BaTenn | KoHTponvpyemble o6bekTsl | MNonuTukw BesonacHocTw | MypHan MapameTpbl

Q C% \ S Pasbnokupoeath
dh [

M Pa3bnoknpoeaTk Beex

3abnoKWpoOBaHHbIE AnnapaTHbie

Mone3osaTeny NoNL30BaTENN wneHTudukaTopsi || “i OBHOBUTE
Paspen OeRAcTena
MonszoBaTens - Bpema BNoKWpoBKK Bpema pa3bnoknpoekn
_'35, user 29.08.2024 07:01:27 29.08.2024 07:11:27

Puc. 50. OkHO «3abnoknpoBaHHbIe NoNb3oBaTENNY



[nsa pa3bnoknpoBaHWs KOHKPETHOW y4E€THOM 3anucu Heobxoaumo BeIOpaTh ee U3 Cnmcka U HaxkaTb KHOMKY
«PasbnoknpoaTtb» B naHenu «[dencremsa».

Ona pasbnokMpoBaHUs Bcex 3abrIoKMPOBaHHbIX Y4YeTHbIX 3anuceid HeobXxoOMMO HaxaTb KHOMKY
«Pa36noknpoBatb BCEX».

[Ona obHoBneHua cnucka 3abnoKMpOBaHHbBIX Y4EeTHbIX 3anucen nonb3oBaTener HeobxoaMMO HaxaTb
KHOMNKY « OBHOBUTLY.

BHumaHue! BaxHo He nytaTb AaHHOe CBOWCTBO C napameTpoM «OTKMoYeHa» ydeTHOMn
3anucu, He CMOTPSA Ha OOUHAKOBbIV 3anpeT goctyna k pabote Ha TC. MNpumepom pasnuyHoro
COCTOSIHMS 3a0TOKMPOBAHHBIX M OTKMOYEHHbBIX YYETHBIX 3anMcer MOXeT ObITb CrieayroLni.

Mop oaHOM OOMEHHOM y4eTHOW 3anuckbio, 3apermctpupoBaHHon B CO3 Yb Dallas Lock no
Macke, MOryT paboTaTb HECKOMNbKO AOMEHHbIX NONb30BaTeNen, U HEKOTOPbIE U3 HUX MOTYT
OblTb 3abnokMpoBaHbl, HO B TOXe BpPeEMSA OOMEHHas ydeTHas 3anucb NO Macke He
OTKMOYEeHa. Y4YeTHble 3anvMcuM  AaHHbIX  3abrnokuMpoBaHHbIX Monb3oBaTtenen Oyayr
oToGpaKaTbCHa B CMMCKE HECMOTPS Ha To, 4To nHameuayaneHo B CO3 Yb Dallas Lock oHu
He 3aperMcTp1MpoBaHbl (3aperMcTpMpoBaHa ydeTHasi 3anucb no macke). B atom cnyyae gnsi
pa3broKNPOBKN MHAMBUAOYANbHBIX MOMb30BaTENEeNn, AN KOTOPbIX 3aperncTpMpoBaHa ogHa
Ha BCex Yy4yeTHas [OMEHHas 3anncb MO Macke, WCMonb3yeTca AdaHHasi yHKums
pa3bnoknpoBkM B okHe «3abnoknpoBaHHbIE NONb30BaATENNY.

[ [ —

YnpaBneHue annapaTHbIMU naeHTudurKaTopamm

Ynpaenexve A/ nonb3oBaTenem oCyLLEeCTBNSAETCA B pa3gene «AnnapatHble naeHtudukatopbl» (puc. 51).

Cepsuc _| Monb3osaTenn KoHTponupyemble 06bekTbl NonnTtukmn 6esonacHocTn XKypHan NapameTpsl

Q % \ ’ @ CHATbL Ha3Ha4YeHue
an al

sCMmeHuTs NMNH & ®opmaTuposaTs
3abnoknpoBaHHbie AnnapaTHbie % O vop P
nons3oBaTenu VMAEHTU(DUKATOPSI || & NposepuTs
Pasgen \ DencTeua

Mone3oBatenwn

CepuiHbIN HOMep CocTofAHne Ha3Ha4eH none3osaTe)

Puc. 51. OkHO «AnnapaTtHble UOEHTUUKATOPbI»

Onsa HasHadeHusa AW nonb3oBaTento HeobXoaUMO HaxaTb KHOMKY «HasHaunTby» B Brnoke «[encteusay, B
NosiBMBLLEMCS AMANOroBOM OKHe BbiOpaTh none3oBaTtens (puc. 52). Ecnu namstsb TokeHa 3awmweHa NUH-
KOLOM, TO OH ByaeT 3anpolleH aBToOMaTU4eCKn — B 3TOM cryvae Heobxoaumo Takke ykasatb [NVH AN.

Ha3HayeHwne annapaTHOro naeHTnguKkatTopa

MMAa nons30oBaTenn -

£ admin

OK OTMeHa

Puc. 52. [lJnanoroBoe okHO «HasHa4yeHne annapaTHOro naeHTngukaTopa»



CpefctBo OoBepeHHOM 3arpy3kn ypoBHS 6a3oBor cucTembl BBoAa-BbiBoga Dallas Lock
PykoBoACcTBO no akcnnyarauuu

Mo HaxkaTuto kHoMKkM «[1poBepuTb» 3anyckaeTcs npouecc TectupoaHms AW, [Ina ctapTa TeCcTMpoBaHus
HeoOXo4MMOo B OTKpbiBLUEMCS! OkHe B none «MuHkogy Beectn NMNH AU n HaxaTb kHonky «OK» (puc. 53).
HauHeTcs npoueaypa nposepku. o 3aBepLUEeHMM TECTMPOBAaHUS NOSIBUTCH COOTBETCTBYOLLEee coobLyeHne

(puc. 54).

Cepeuc _| Nonb3osatenn KoHTponupyembie obbexkTbl MNonntukmn 6esonacHocTn XKypHan MNapameTpsl
(] % \ ¥ © CHATL Ha3HaueHune
abd a
@ CmennTte NUH @) DopmaTuposaTts

3abnoknpoBaHHble AnnapaTHble

MNons3oBaTtenn
nons3osarenn MAEHTUDUKATOPSL! || & NposepuTs

Pasnen | NencTena
CepuinHbIn HoMep - Tun CocTosHue Ha3Ha4eH nons3osares
2EDC5C13 - YcTtaHoBka MNuH -
Muukoa
Nunkon: (eeeeeeeee =]
OK OTmeHa

Puc. 53. OkHo BBoga NNH AU
ycnewHo

ANNapaTHbI AEHTUMUKATOP NpoBepeH. Owunbok He
obHapy»xeHo.

| ok
Puc. 54. CoobuieHune o 3aBepLueHnmn TecTupoBaHus AU

Mpumeyanue. [Ins JaCarta n PyTokeH Lite npouecc NnpoBepkn NamMsaTn MOXET 3aHUMaTh OKOO
5—-10 MUHYT.

Onsa cdopmatmpoBaHuss AUV Heobxooumo HaxaTb KHomky «dopmaTupoBaTb» B Grioke «[encTBusi» u B
OManoroBoOM OKHe BBECTW COOTBETCTBYLME AaHHble (puc. 55).
dopmaTmpoBaHune AU

Beon MWHa
Tekywwin MAH agMUHMCTPaToPa 0000000 e 24
Hoebid MUH agMuHNCTpaTopa ©000000e x®
Hoebin NMWMH Nnons3oBaTens 00000000 &R
MeTka

MeTka TokeHa: TokenLable

YnpasneHwe

| OTnpasnTh | | OTMEeHUTL

Puc. 55. OkHo «®opmaTtupoBaHne A»
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3.3.2 KoHTpornb LenocTHOCTHU

B pasgene «KoHTponupyembie 06beKTbI» B Bue Tabnuubl oTobpaxatoTca BCe KOHTPONMpyeMble 00beKThl,
3apernctpupoBaHHble B C[13 Yb Dallas Lock (puc. 56).

CopTupoBKa KOHTpONUpPyeMbIX OOBEKTOB MO uAeHTUdrkaTopy, ONUCaAHWIO, anropuTMy, napameTpam,
3TanoHHbIM WNN PacyYeTHbIM KOHTPOSIbHbIM CymMMaM (MO BO3pacTaHuio/ybbiBaHWIO) OCYLLECTBRSETCH
HaXkaTMeM Ha 3arofoBKM COOTBETCTBYIOLLNX CTONOLIOB NIEBOWM KHOMKOW MbILLW.

BbigenstoTtca cnegyrvuine Kateropmm KOHTpoJmpyemblX 00BHEKTOB:

«PannoBas cuctemay;
«PeecTtp»;

«Obnactn auckay;

«BIOS CMOSy;

«AnnapaTHas KOHurypaums»;
«lMO CO3 Yb».

MpoCcMOTP KOHTPONUPYEMbIX OO BEKTOB KOHKPETHOW KaTErOpMK OCYLLLECTBIISIETCS Yepe3 COOTBETCTBYIOLLME
KHOMKK Ha naHenun «Kateropusi».

Cepewuc _ Monb3oBaTenw | KoHTponupyemble ofbekTel | MonuTukw GesonacHocTw | MypHan = MNapameTpbl
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@annoean O6nactn  BIOS AnnapaTHas - B
B8 cMcTeMa S avcka  CMOS  KoHiurypauws nocasve %
KaTeropua Henctena
WoeHTudgmkaTop — anwucaHwe Anroputm NapameTpel 3TanoHHaa KC Pac4éTHanA KC

Puc. 56. MaBHoe okHO. KOHTponMpyeMble 06beKTbI

Bo3MOxHbI cneayoLwme AencTBus C KOHTPONMPYyEMbIMU OB beKTamu:

e KHonka « % » — go6aBuTtb 06bekT ®C, Npu HaxaTun OTKpbiBaeTcA OkHO «O6beKT channoson
CUCTEMBbI;

e

e KHOMKa «
peecTpay;

o KHonka « Qﬂ » — ﬂ,O6aBVITb obnactb ANCKa, Nnpun HaXatnnm OTKpbIBAETCA OKHO, rge HeO6XO,D,VIMO
yKasaTb napameTpbl KOHTPONUpyemMon obracTm OUCKa;

%'» — pobaBuTb OBLEKT peecTpa, MPW HaXaTUM OTKPLIBAETCS OKHO «OBbekT

. KHonka « » — MPUN HaXaThn OTO6pa)KaPOTCFI CBOWCTBa KOHTpOJIMpyemMmoro 006bekTa;

e KHonka « - » — MPKW HaxaTum BbIBPaHHbIN KOHTPONMPYEMbI OOBbEKT yaanseTcs;

e Khorka « " » — Mpy HaXaTumn OCYLLEeCTBMAETCS nposepka pacyeTHbiX KC KOHTponmpyembix
0OBEKTOB;

e KHonka «EE‘:‘» — NPV HaxXaTumM OCYLLECTBNSAETCA nepecyeT 3TanoHHbIX KC KOHTponupyembix
0OBEKTOB.

KoHTponb LenocTHoCcTM 06beKTOB (haifioBOM CUCTEMBI

Mpu HaaTUM KHOMKM « “F » BLIMOMHAETCA BbIBOA AMANOroBoro okHa «[oGaBuTb 0OBLEKT (halnoBol
cuctembl» (puc. 57), raoe AOCTYNHO pedaKkTUpoBaHue creayloLwux napaMmeTpoBs:

o «[yTb» — nyTb K paviny nnu katanory (QUPeKTop1mn) KOHTponupyemoro obbekTa. 3agaetcs npu
pobaeneHun obbekta ®C, B fanbHenweM He MOXeT ObiTb U3MEHEH.
e «OnuncaHne» — none npegHasHa4YeHo Afs TEKCTOBOrO ONMCaHWs KOHTPONMpyemoro obbekTa.

BHumaHue! HegonycTumo HasHauyeHue KOHTPOMsS LEeMOCTHOCTM Ha 06bekTbl (hannoBbixX
cucTem Tuna cumBonbHble ccbinku (Symbolic Link), xectkne ccbinkm (Hard Link) n Touku
coeanHeHua OC Windows (Windows Junction Point).



JonycTyMa ycTaHOBKa crieaytoLimx aTpubyToB:

e  «Anroputm pacdeTta» — 13 BbiNagaroLLero cnncka BbIonpaeTcs anroputm pacyeta KOHTPOSIbHON
CyMMbl 0ObeKkTa panfioBo CUCTEMBI.

e «YunTbiBaTb HanmuuMe» — MNpU KOHTPOMe LienocTHOCTN obbekTa dannoson cuctembl bygeT
NpOBEPATLCS TONMbKO HanuumMe ykasaHHOro obbekta. YcTaHaBNMBaeTCs aBTOMaTUYecKu npu
yCTaHoOBKe aTpubyToB «YUnTbiBaTb COAEPKMMOE» U «YUNTbIBATb aTpubyThI».

o «YunTbiBaTb COAEPXKNMOE» — MPU KOHTPOIE LIENOCTHOCTN 0b6bekTa hannoBon cuctemMsl byaet
NpOBEpPSATBLCA COAEPXKMMOE YKa3aHHOro obbekTa.

e «YunTbiBaTb aTpMbyTbI» — MPU KOHTPONE LEenocTHOCTU obbekTa ¢annoson cuctembl byget
NpoBeEpPSATLCA HEM3MEHHOCTb aTPUOYTOB yKa3aHHOIo OObeKTa.

CoxpaHeHme BBE€AEHHbIX JAaHHbIX OCYLLUECTBJIAETCA NP HaXXaTtun KHOMKN «OK».
NoGaBuTe 06bekT halNoBOW CUCTEMbI
ObBLekT halinoBoW CUCTEMbI

MyTe:

OnucaHue:

KOHTpONbL UenoCTHOCTH

AnropuTm pac4éTa: CRC32 b

v Y4uThiBaTE COOepxumMoe

Y4uTeIBaTE aTPUbYTEI

| ok || ormena

Puc. 57. OkHo pobaBneHnst oobekta PC B KOHTPONMpyeMble OOBEKTI

Mpu HaxaTum kHomku «CBoWcTBa» BbIBOAWUTCS OKHO pedakTMpoBaHMsi BblOpaHHoro obbekta ®C
aHanormyHoe okHy fobaBneHus o6bekta PC B KOHTpoNUpyeMble 06bekThI. MyTb k 06bekTy @C B AaHHOM
OKHE M3MEHUTb Herb3sl.

Mpn HaxaTuM KHOMKM «YJanuTby» BbINOMHAETCA yAaneHue BblOpaHHbIX 06bektoB PC M3 cnucka
KOHTponupyeMbix 06bekToB 6e3 BblBOAa NpeaynpexaeHunss.

Mpw HaxxaTum kHoMkun «lMpoBepuTb» BbiNONHAETCA obHoBneHne pacyeTHblix KC crnvcka KOHTponmpyemblix
obvekToB OC.

Mpu Haxatum kHoMkM «llepecymTaTby BLINOMHAETCA MNEPECHET 3TaNOHHBIX KOHTPOSIbHLIX CYMM
KOHTponupyeMbix o6bektoB OC.

KoHTponb uenoctHocTn o6bekToB peectpa Windows

MpU HaxaTuy KHOMKKU « % » OCyLLEeCTBASeTCH BbIBOJ, AMANOroBoro okHa «[o6aBuTb 06bLEKT peecTtpa
Windows» (puc. 58), rae 4OCTYNHO pedaKkTUpoBaHue CreayroLwmnx napaMmeTpos:

o «®anin BeTKM peecTpa» — BblbUpaeTca nNyTb K canny peectpa. 3agaetca npu gobasneHun
obbekTa, B 4anbHenwem He MOXeT OblTb U3MEHEH.

o «[yTb peectpa» — BbIOMpaETCs MyTb K KOHTPONUPYEMOMY OOBEKTY B yKasaHHOM Bblille dhanne
peecTpa. 3agaetcs npu gobasneHMn o6bekTa, B AanbHENLLEM HE MOXET ObITb U3MEHEH.

o «OnucaHve» — none npegHasHa4YeHo Afs TEKCTOBOrO OMNMCaHWs KOHTPONMPYyeMOoro oobekTa.

Jonyctuma ycTaHoBKa crnefyowux aTpubyToB:

e  «AnropuTMm pacdeTa» — U3 BbiNafalLLero cnmcka BeloMpaeTcs anropuTM pacdeta KOHTPOSTbHOM
CyMMbl O6bekTa peecTpa.

o «PekypcuBHO» — npwu KOHTpone uenocTHocTn obbekTa peectpa Tuna «Kntou» OyoyT Takke
KOHTPONMpOBATbLCS BCe MNOAKMNOYM peecTpa. He npumeHumo ans o6bLEKTOB peecTpa Tuna
«3Ha4yeHune».



CoxpaHeHme BBeEHHbIX OaHHbIX OCYLLECTBAETCA Npn HaXXaTu KHOMKU «OK».
[obaeuTb 06bekT peecTpa Windows
ObbekT peecTpa

Dann BETKN peecTpa

MNyTe peecTpa
OnvcaHwe

KOHTpONb LenocTHOCTH

AnropwTMm pac4éTta: CRC32 >

PekypcuUBHO

| OK | OTMeHa

Puc. 58. OkHo nobaBneHus obbekTa peecTpa B KOHTPONMpyemble 06 bekTbl

Mpu HaxaTun kHomkm «CBOMCTBa» BbIBOAMTCHA OKHO pefakTupoBaHus BblbpaHHOro obbekTa peectpa
aHarnorn4yHoe okHy fobasneHns obbekTa peecTpa B KOHTponMpyemble 06bekTbl. [yTb K KOHTPONMPYEMOMY
06beKTy peecTpa B JAHHOM OKHE U3MEHUTb HemMb3s.

Mpun HaxaTUM KHOMKU «YJanuTby» OCYyLLEeCTBNAeTCH yaaneHne BbibpaHHbIX O6BEKTOB peecTpa M3 cnmcka
KOHTponupyembix 06bekToB 6e3 NnpegynpexaeHns.

Mpn Haxatum kHomku «[lMpoBepuTb» oOcylwecTBnseTcs OOHoBneHne pacyeTHbix KC  cnwucka
KOHTponupyeMbix 06beKTOB peecTpa.

Mpn Haxatum kHomku «llepecuntaTb» OCYLLECTBIAETCA MepecyeT 3TaNOHHbIX KOHTPOSbHbIX CYyMM
KOHTpONuMpyembix 06 bEKTOB peecTpa.

KOHTpOﬂb LleJIOCTHOCTU oGnacTen XXeCcTKoro gucka

KOHTpOJ'Ib LeNTOCTHOCTM MOXET OblTb Ha3Ha4eH TONbKO ANS NoKarbHbIX ANCKOB.

Mpy HaXaTun KHOMKU « €, OCYLLIeCTBAETCS BbIBOA, AMANOroBoro okHa «[loGasneHve obnactu guckar
(puc. 59), raoe OOCTYNHO peAakTMpoBaHWe criedyoLmnx napameTpoB:

o «[Mck» — K3 BbiNagaroLLero Crnmcka BblOMPAETCs XXECTKUM AUCK, NoakmoyeHHbin k TC. Mpu
BbIOOpe Ancka B COOTBETCTBYIOLMX MONSAX aBTOMATUYECKM OTOOpaXaeTcsi ero pa3mep, pasmep
CeKTopa 1 KonmyecTBO cekTopoB. 3agaeTcs npu gobaeneHnn obbekTa, B AanbHENLLIEM HE MOXET
ObITb U3MEHEH.

o «OnucaHue» — norne npegHa3Ha4YeHo AN TEKCTOBOrO ONMCaHUS KOHTPONMPYyeMoro obbekTa.

JdonycTuma ycTaHOBKa crneayloLwmnx atpubyToB:

¢ «HavanbHbIN cekTOp» — 3a4aeTcs HavarnbHbIN CEKTOP 061acTu XKeCTKOro AMCKa;

o «KonnuyecTtBO CekTOpOB» — 3a4aeTCA KONMMYECTBO CEKTOPOB XECTKOro AMcKa, noarnexalumx
KOHTPOJSIO LIENOCTHOCTY;

o  «ANroputM» — U3 BbiNagaoLero cnucka BblIOMpaeTcst anropMTM pacyeTa KOHTPOJSIbHbIX CYMM
MpW KOHTPOJSE LIeNTIOCTHOCTU 061acTu XKEeCTKOro ancka.

COXpaHeHI/Ie BBEEHHbIX JaHHbIX OCYLLECTBIIAETCA NP HaXaTn KHOMKU «OK».



HobBaeneHue obnacTu gUCKa

Onck:
Owck: | ATA VMware Virtual S (60.00 GB) -
Pazmep: 64424509440 banToB
Pazmep cexkTopa: 512 banWToR

Konw4ecTeo cekTopos: 125829120
KOHTpONb LenoCTHOCTK:

Ha4YanbHbli cekTop:
KonW4ecTeo CEKTOPOE:

ANropruTM: CRC32 \d

OonucaHwue:

OK OTMeHa

Puc. 59. OkHo gobaBneHuss 06nacTn gncka B KOHTPONUpyemble 06beKThbI

Mpwn HaxaTnm kHomnkn « CBOMCTBa» BbIBOAUTCS OKHO peaakTUPOBaHUSA KOHTPONMpYeMbIX obnacren gucka
aHanorn4yHoe okHy aobaeneHus obnactu gucka B KOHTponvpyemble 06bekTbl. HaumeHOBaHWe XeCTKoro
JucKa B JaHHOM OKHE U3MEHWUTb Hernb3s.

Mpy HaxaTun KHOMKK «YdanuTb» OCYLLECTBsSIeTCs yaaneHue BbiOpaHHbIX 0GnacTer )ecTkoro ancka u3s
crnucka KOHTPONMMPYeEMbIX 00LEKTOB Ge3 NpeaynpexaeHus.

Mpy HaxaTum kHomkn «poBepUTb» OCyLLEeCTBNSETCH OOHOBMEHME CMMCKa KOHTponuMpyembix obnacTen
)KECTKOro aucka.

Mpun HaxaTum kHomku «llepecuntaTb» OCYLLECTBISETCA MNEPEecYET 3TASNOHHbIX KOHTPOMbHbLIX CYMM
KOHTpONMpyembix 0bnacTew ecTkoro gucka.

KoHTponb yenoctHoctn BIOS/CMOS

KHonku B 6noke «[encteusa» ans kateropun «BIOS CMOS»:

e «O6HOBUTL CMOS»;
o «CoxpaHuTb».

Ona kateropun «BIOS CMOS» cdopma npocMoTpa pasgeneHa Ha Tpu 6rnoka «BIOS», «SMBIOS» un
«CMOS» (puc. 60). bnokn «BIOS», «SMBIOS» n «CMOS» npegctaBnstor 13 ceba Tpu Tabnuubl
3Ha4yeHUN, B KOTOPbIX LIBETOM MOXHO BblAENATb AYENKU, ONS KOTOPbIX HYXXHO Ha3HauYUTb KOHTPOMb, MNpu
3TOM ycTaHoBuB 4ekbokcbl «KoHTpomnb uenoctHoctu BIOS», «KoHnTpomnb uenoctHoctv SMBIOS» wu
«KoHTponb uenoctHoctn CMOS».

B 6rnokax «BIOS» u «SMBIOS» npegycMoTpeHbl KHoOMku «Bblgenute Bce» M «Ouuctutby. B 6Gnoke
«CMOS» 310 KHONKN «MHBEpCKs», KOTOpast 3aMEHSIET Ha3HaYeHNe LLeNOCTHOCTU ANS KaXKAoW SYEenkn Ha
obpaTtHoe 3HaveHue, «OuncTntb» U «lo ymonyaHuio». Ha BbloeneHHble LIBETOM SYElKM Ha3Ha4eH
KOHTpOmb uenoctHoctn (puc. 61). Ecnn si4erkn KpacHoro LBeta — KOHTPOMb LENOCTHOCTU AN HUX He
NnpovadeH.

MpumeyaHue. [lpy nNepBUYHOW HACTPOWKE KOHTpons uenoctHoctn BIOS HeobGxogumo
ybeamTbes, 4To nocne nepesarpy3km APM 3HadyeHue He uameHunock. B cnyyae uameHeHus
3HaYeHU B KakmMx-NMbO KOHTPONMPYeMbIX agpecax, HeobXoAMMO UCKMIYUTL AaHHble agpeca
N3 MacKM KOHTpPOIS.



CpeacTBo AOBEPEHHON 3arpy3ky ypoBHS ©6a30BOV cuctembl BBoga-BbiBoga Dallas Lock
PykoBoACcTBO no akcnnyarauuu

Cepewc _| [None3oeaTenun | KoHTponupyeMble obLekThl | MonuTukw BezonacHocTH HypHan MapameTpel

L L #F & - w
A ¢ O6HOBMTE CMOS
[C ]
stz e I
7 CoxpaHnTe
Bee Dannoean PeecTp O6nacTtu | BIOS AnnapaTHans no cas ve
cucTemMa ONCKa CMOS | KoHWUrypauus
KaTeropus lehcTeng
KoHTpons uenoctHocTh BIOS
55 :AA :80 :CB :00 :00 :00 :00 :00 00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 00 :00 :0(
00 :00 :00 :00 :00 :00 :00 :00 :00 0O :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 00 :00 :00
00 :00 :00 :00 :00 :00 :00 :00 :00 00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :0Q0 :00 :00 :00 :00 :00 :00 :00 :00 :OQ
v KoHTpons uenoctHocty SMBIOS
0| 1(2 3 4|5 6|7 8 9 A B C|D| E F 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E*
26E0 (18 :05 i9F (00 37 :00 (00 :1E 06 iAD {00 01 :01 49 {6E {74 i65 {6C {00 :00 :20 (0B Al :00 :00 {00 :00 :00 (00 :00 :00
2700 |00 :21 :1F A2 (00 :03 {02 :02 :00 i00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :80 :00 :00 :00 :00 :00 :00 (00 00 (00 (00
2720 |00 :00 :7E :04 (A3 :00 :00 :00 :7F :04 :A4 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 :00 00/
4 [
BbigenuTb Bcé| | OYUCTUTE
V| KoHTpone uenoctHocT CMOS
1 |2 (3 |4 |5 6 (7 |8 |9 (A B |[C D |E F 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1l =
00 |32 (00 49 (00 :14 (00 05 :30 08 (24 (A6 (02 (00 80 :00 :00 :40 (82 :00 :91 (03 :80 02 :00 :0C (00 :00 :63 7D 44 63
20 |00 :D2 :06 (0A 00 (00 :00 :D4 03 i94 :03 (00 :00 (00 :06 :38 (00 :0C :20 :C8& !CB :05 86 :00 (00 :00 :00 :00 :5F :00 :00
40 |00 00 40 B3 i01 (00 :18 :8C :88 :00 :04 (00 :00 00 :00 :00 (00 :00 :02 !FE :20 :1A EB :0B :00 :00 :00 (00 :00 :00 (00 +
[] I D
WHBepcKuA | | O4YUCTUTE | |r|o ymonqaunm|
Pwuc. 60. KoHTponb BIOS, SMBIOS n CMOS
Cepenc _ lNons3oeatenn | KoHTponupyemsle 06bekThbl | MonnTukwn BezonacHocTn MypHan MNapameTpsl
T L& k@ g
3 : O6HoeuTE CMOS
[C ]
HH L
P CoXpaHnTe
Bee Dannoean PeecTp Obnactk | BIOS AnnapaTHana Mo ca3 Ve P
cUcTeMa Oncka CMOS | KoHpUrypauna
KaTeropus AencTeua
KoHTpone uenoctHocTh BIOS
FF FF .FF [FF FF 'FF [FF (FF [FF FF FF ‘FF [FF FF FF 'FF :FF FF :FF FF .FF [FF FF 'FF FF .FF [FF FF FF FF FF
FF (FF :FF :FF FF :FF :FF :FF :FF (FF :FF :FF {FF [FF .FF :FF :FF :FF :FF :FF :FF FF FF :FF :FF :FF :FF {FF :FF :FF iFF
FF :FF :FF :FF FF :FF :FF :FF :FF (FF :FF :FF {FF FF :FF :FF :FF :FF :FF :FF :FF :FF FF :FF :FF :FF :FF :FF :FF :FF iFF
V| KoHTponk LenocTHocTM SMBIOS
0o 1 2 3 4/ 5 6 7 8 9 A B C| D E F 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E*
2660 |00 (00 (00 :00 :00 (00 13 {1F (9B (00 :00 (04 (00 00 (00 00 :00 (00
2680 |00 (00 (00 (00 {00 (00 (0O (14 23 i9C 00 (00 (00 00 {00 (00 (00 00
26A0 |00 (00 (00 :00 :00 (00 :00 !00 (00 :00 :00 00 (14 9B (00 iFF {FF FF[&
[ I D

BhioenuTe Bcé‘ | O4YUCTUTL |

Puc. 61. bnok « SMBIOS», HazHa4YeHWe KOHTPOSS LLeNOCTHOCTM Ha BblOpaHHbIE S4YENKM
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KoHTponb LenocTHOCTU 06 bEKTOB annapaTtHou koHdurypauum TC

B cnucke obObekToB annapaTHOM KOHduMrypaumm aBTOMaTMYecKM OTOoOpaXalTcs Bce annapaTHble
YCTPONCTBA, yCTaHOBMEHHbIe B TC.

[na kateropun «AnnapatHasi KOHUrypaumsa» OOCTYMHbI criefyolime yHKLUNOHaNbHbIE KHOMKK:

-’

— «KoHTponupoBaTb BCe [pymnnbl» — WHULMUPOBAHME KOHTPOISA
KOHTPONMPYEMbIX OOBLEKTOB annapaTHO KoHUrypauuu;
=

— «CHSITb KOHTpPOMb CO BCEX rpynn» — MpeKpalleHne KOHTPOns

KOHTPONMpYyeMbIX 06 bEKTOB annapaTHON KoHduUrypauuu;

B — «OB6HOBUTL KOHGUrypaLuio» — OBHOBMEHME CrWCKa YCTPOWMCTB
KoHGurypauum TC;
— «[llepecuntaTtb» — MNepecyeT 3HaAYEeHWW ULEeNOCTHOCTU OOBLEKTOB
KOHUrypaumu;
el «CoxpaHUTb» — COXpaHEHWe Crucka KOHTPONMPYEMbIX OOBEKTOB
KOHcpurypaumm.

BCEX rpynn

BCex rpynn

annapaTtHomn

annapaTtHoun

annapaTtHoun

[ns HaCTPOWKM KOHTPONSA annapaTHOW KOHUIypaLmm B OCHOBHOM 06nacTi 4OCTYNHbI COOTBETCTBYOLLME
rpynnam 4ekbokcbl (puc. 62) «KOHTPONMPOBATL rPYNMy» M HAMPOTUB KOHKPETHOrO MaeHTudukatopa B
rpynne «UCKIMIOUYNTb U3 KOHTPOMA»/«BKIMIOYNTb KOHTPOMbY.

Cepenc | [Nonb30BaTenn KoHTponupyeMble o6bekTbl NonuTuku BesonacHocTh HypHan NapameTpel
= - 2> [ © w
B ] E - = =
sie o & B = -
@annosan Ofnact  BIOS AnnapaTHas @ =
Lizz chcTeMa FEEET Oucka CMOS | KoHurypauws LCHER =]
KaTeropuna JelncTenA
Cuctema
KOHTPOMMPOBaTE Fpynny
BKMOHUTL WAEHTUPUKATO Tun NpoW3B0AMTENL cTaTyc
KOHTpOML A & P P A b
440BX Desktop Reference Platform VERS=None SN=None Motherboard Intel Corporation
VERS5=VMW71.00V.21805430.864.2305221826 DATE=05/22/2023 5IZE=1.0... BIOS VMware, Inc.
Intel(R) Core(TM) i5-8600 CPU @ 3.10GHz CPU Intel Corp.

OI'IED&TMBH&H namaTe

KOHTPOMMPOBATE Fpynny

BKAKHUTE
KOHTpOMNE:

VMW-4096MB SN=00000001 SLOT=RAM slot #0 DIMM DRAM Synchronous 4.00 GB VMware Virtual RAM

H,D,EHTVIC')HKEITOP THN npovuieognuTen: cTaTtyc

Puc. 62. NaBHoe okHO. KOHTponvpyemblie 06beKTbl annapaTHon koHgurypauum TC

Ona kateropun «AnnapaTHasi KOHMUrypaumsi» BbIBOAATCA CMUCKW rPynn annapaTHoW KoHdurypaumm
(Tabnuua 2).

Tabnuua 2 — Mpumep cnucka rpynn annapaTHOW KoHUrypawmm

Cuctema

Mpynna OnucaHue

OnepaTuBHas NaMsaTe  YcTaHOBNEHHbIE MOAYNM ONEpaTUBHON NamsTy

PCI-YcTponcTtea MoaxnioyeHHsble PCl-ycTpoiicTea

Hakonutenu YCTaHOBMNEHHbIE HAKONUTENN

USB-YcTpolicTBa

USB-npeobpasoaTtenu n USB-HID ycTtpoiicTea

MHdopmaumsa o maTepuHckon nnate, BIOS 1 ueHTpansHOM npoueccope

PasnuyHble ycTponcTBa, noakntoyeHHble Yepes USB-nopT, Hanpumep, AU,



Kaxxgas rpynna coaepXmuTt CBOM CMUCOK OTHOCSILLMXCA K HEW YCTPOMCTB, KOTOpble nogkmntoveHbl kK TC, ecnu
rpynna He COAepXnUT YCTPONCTBA, OHa TakkKe BbIBOAUTCH.

Cnuncok YyCTPOWCTB, BXOAALMX B TY UMM APYTYIO rPynny, COAEPXKUT MONS:

«npeHTndmkaTop» — annapatHasa KOHUrypaumnsa yCTponcTea;

«Tun» — TN obopyaoBaHUS;

«Mpoun3BoAnUTENbY — NpoussoauTens obopyaoBaHus;

«CTaTyc» — OoTOOpaxaeT COCTOsIHME yCTponcTBa. [lone 3anonHaeTcs Npu HapyLweHUn KOHTPOns
LEeNTIOCTHOCTM U MOXET NpUHMMAaTh ABa 3HayYeHus: «[JobaBneHo» nnu «YaaneHo».

KoHTponb nporpammHoro o6ecnevenusa CA3 Yb

Ona kateropun «NO CO3 YBb» OOCTyNHbI cneaylowmne AencTBums:

o «[poBepuUTbL» — NpU HAXaTUM OCyLLECTBNSAETCH OOHOBNEHNE PAaCYETHbIX KOHTPOMbHbIX CyMM 10O
CO3 Yb;

o «CoxpaHUTb» — MpU HaXxXaTUn OCYLLECTBNSAETCH COXpaHeHne BbIBpaHHOro anroputma u pacyet
KOHTponbHbIX cymm MO CO3 YB.

Insa yctaHoBkM KoHTpons uenoctHoctn O CO3 Yb HeobxoamMmo ycTaHoBUTL donar B nosne «Bknountb
KoHTpornb MO» (puc. 63).

HonycTtnma yctaHoBka aTpubyTta « ANropuTM» — U3 BbinagatoLLero cnucka BelbnpaeTcs anroputm pacyeTa
KOHTpornbHom cymmbl MO CO3 YB.

[ns coxpaHeHUst yCTaHOBIEHHbIX AaHHbIX HEOOX0AUMO HaxaTb KHOMKY « CoXpaHUTby.

Cepeuc _ [Mons3oeaTenu KoHTponupyemMble 0bLekThl MNonuTukK BesonacHoCTK MypHan MNapameTpel

= V9 = e
T [ : Ea = @ NposepuTs
sig o & G = I
F CoxpaHnTe
Bce Dannoean Peectp O6nactku  BIOS AnnapaTHana Mo cA3 vE
cucTema ONCKa CMOS koHpurypauusa
KaTteropws Hencteus |

V| BKNK4YUTE KOHTpoNs MO
Anroputm: | CRC32 b

3TanoHHan KC: He ycTaHOBNeHa

Pac4éTHana KC: He ycTaHOBNeHa

Pwuc. 63. NaBHoe okHo. KoHTponbs O CA3 Yb
3.3.3 Hacrtpomka aBTopusaummu B CA3 Yb Dallas Lock

B pasgene «[Monutukn 6e3onacHocT» B BUAE Tabnuubl oTobpaxalTcs napameTpbl U 3HAaYEHUS MOSNUTUK
6e3onacHocTu. BeigenstoTca cneayowme kaTteropum NonmnTuUK 6e3onacHocTu:

o «[MonuTnkn asTopU3aLNNY;
o «[lonuTtunkn naponen».
lMpocMOTp napamMeTpoB M 3HAYEHWA KOHKPETHOM KaTeropuu MOMUTUK OCYLLECTBNSAETCA 4Yepes

COOTBETCTBYHOLIMNE KHOMKM B naHenu «Monutukny» (puc. 64, puc. 65). OnucaHne 1 BO3MOXHblE 3HAYEeHUs]
NONUTUK NpuBeaeHsbl B Tabnuuax 3 u 4.



Cepewc | [one3aoeaTenn KoHTponupyemMele o6LeKThl MNonuTukn BesonacHocTy KypHan MapameTpel

.

=i

MoNUTUKKN aBTOpPU3aUMK MoAnTUKN naponen
KaTeropua
NapameTp 3HaveHue

£l oTobpaxaTs MMA NoCNefHero solenUIero NoAL30BaTeNA na
£l MakcumancHoe konuuecTeo owmbok BEOAA NaposA 5]
E. Bpems BNOKWPOBKM YHETHOW 3an1cK B CNy4ae BEOAA HEMPABWAbHLIX Naponer 10 MuH.
£l OToBpaxkaTs MHDOPMALMIO O MOCNEAHEM YCMELIHOM BXOae na
£l Bpems oxunaHns asTopM3aLMK Nons30BaTeNA 2 MUH.
£l CunTLiBaTL ABTOPM3ALMOHHYIO MHBOPMALMIO € AaNMAPATHOrO KAHa na
£l ®ukcupoBaTs B KypHaNe HenpaewbHLIE Naponk Het
£l AsTomaTuueckumi BLIBOP aNNApPaTHOrO MAEHTUMMKATOPA NPK ABTOPM3aLIMN Het
£l 3anpeTuTs seixoa M3 cnAwero pexuma Het

Puc. 64. maBHoe okHOo. MonuTukn aBTopu3laumm

Cepenc _ TMonb3oBaTenn KoHTponupyeMble o6LeKThl MonuTukn GesonacHocTr HypHan NapameTpbl

. om

5,

L

MoNAWTUKK aBTOPWU3aLUMK MonuTukK Naponen
KaTeropus
Napamerp 3HavYeHne

& MakCWManbHbIN CPOK AENCTBUA Naposs 6 Hen.
+ MWHWManbHbIA CPOK OEWCTBMA Naponsa 1 Hen. 3 OH.
" HanoMuHaTL 0 cMeHe Napons 3a 3 aH.
Fed MUHMManbHaA 0NWMHA Napons 8 cuMB.
i HeoBxoammo Hanu4ne unpp HeT
" HeofixoaMmo Hanuuve cneucuMBonos HeT
i HEOBXOAMMO HANW4ME CTPOYHBIX W NPONWCHBLIX BYKE HeT

Cowi
abe

HeobxoauMo oTCyTCTEWE UMGPLI B NEPBOM W NOCNEAHEM CMMBONaxX HeT

ke HeobxooWMo W3MEHEHWE NaponA He MEHBLUE YEM B He wcnone3yertca

E. Pa3peL|JEHa reHepauwva napons Oa

Puc. 65. maBHoe okHO. MonuTtukn naponen

PepaktvpoBaHue 3HadYeHMn napamMeTpoB MOMUTUK  OCYLLECTBMSETCA 4epe3 COOTBETCTBYHOLLME
Ananorosble OKHa, Bbl3blBaeMble ABONHbIM HaXaTMem NeBOW KHOMKW Mblln Ha nomne Tabnuubl C
pepaktupyemon 3anuvcblo. [lpumep [uanoroBoro OKHa peaakTUpoBaHMS napameTpoB  MOMUTUKU
fesonacHocTn npuBedeH Ha puc. 66. CoxpaHeHMe W3MEHEHHbIX 3HA4YeHW napameTpoB MNOMNUTUKK
BesonacHocTu ocylwecTBnseTca nocne Haxatusa kHonkn «OK» B AnanoroBoM OKHE pefaKkTMpOoBaHWS

napamMeTpoB NOMMTUKM Ge30NacHOCTW.

Cepeuc || MNonb3osaTenn KoHTponupyeMsle obbekThl MonuTyKK Ge3onacHocT HypHan NapameTpbl

: [+ ]

P

MonuTrKN aETOpU3aLMiA MonuTrkW Naponen
Kateropua
MapameTp 3HaveHne

& MakchManbHbIM CPOK OEACTBMA Napona 6 Hel.
= MWHMMaNLHLIA CPOK LEeNCTBUA Napons 1 Hen. 3 aH.
"1 HanoMWHATE 0 CMEHE Napond 3a 3 OH.

¥ MUHWManLHaA BAUHa Napeas 8 cume.

"¢ Heobxoanmo Hanuumne yugp

" Heo6X0ANMO Hanu4mMe cneucMMBONOB
i Heo6X0ANMO HaNW4ME CTPOYHBIX W MPONUCHH|
ki Heo6X0AMMO OTCYTCTBME LUMGIPLI B NEPBOM W
"¢ HEOG6XOAWMO M3MEHEHWE NAPONA He MeHblle

£l Paspewena renepauyns napons Elean

MuHWUMansHaA 4AWHa naponsa

PenakTUpOBaHWE NOJAMTHK

e

Puc. 66. [lnanorosoe okHO peaa

KTMPOBaHWUsi NapameTpoB NonuTukn 6esonacHocTu



Tabnuua 3 — Cnuncok napameTpoB kaTeropun «[lonuTukn asTopmsaunm»

MapameTp NONUTUKM

«OTobpaxaTb nms nocnegHero
BoLUeLLEero nonb3oBaTens»

«MakcumanbsHoe KonuM4ecTBo OLIMBOK
BBOZA Mapons»

«Bpemsi 6roknMpoBKK y4eTHOW 3anmcu

B Cnyyae BBOAA HenpaBUIlbHbIX
naponen»
«OT0bpaxartb WHopmaLuuto o]

nocnegHem ycnewHom Bxoge»

«Bpema  oxugaHua  aBTOpu3auumu
nonb3oBaTens»
«CuunTbiBaTH aBTOPU3aLMOHHYIO

MHbopMaLMIO C annapaTHOro Kroyay

OnucaHue

Bo3amoxHoe 3HaveHve napameTtpa: «[da/Het». B 3HauyeHun
«da» B okHe aBTOpu3auum none «WMms nonb3oBaTensa»
3anonHAeTca  WMMEHeM Y4YeTHOW 3anucu norb3oBaTens,
OCYLLIEeCTBMBLLEro NocrneaHun ycnewwHbli Bxoa. Mpu 3HadveHum
«HeT» none ocraetcsa nycTbIM.

3Ha4veHune no ymonyaHuno — «[da»

YCTaHOBNEHHOE 3Ha4YeHuWe pernameHTUpyeT KOMnmyecTBO
NonbITOK BBOAA 3Ha4YeHuin napons. B cnyyae BBoga HEBEPHOro
napons nosiBnseTca npegynpexaeHue. [lo gocTmxeHun
YCTAHOBMEHHOIO 3HA4YeHUs y4yeTHas 3anucb MONb30BaTens
bnokupyeTca Ha onpefernieHHoe BpeMsi, yCTaHaBnuBaemoe
napameTpomMm «Bpems 6roKMpOBKM y4eTHOW 3anucu B crnyvae
BBOJA HEMNpPaBUIbHbIX Maponemny.

Bo3amoxHoe 3HayeHve napameTtpa: oT 1 go 10 u «He
ncnonb3yeTca» — KONMM4YeCTBO MOMNbITOK BBOAa MNapona He
orpaHun4eHo.

3HayeHre No ymornyaHuio — «5»

YcTaHoBrneHHoe 3HayeHne pernameHTupyet Bpems
BrOKMPOBKKN YYETHOW 3anncu Nocne BBoa HEBEPHOIO Napons
bonee gonycTMMoro 4ucna pas (onpegensieTcd napameTpoM
«MakcumanbHoe konuyecTBo ownbok BBOAa naponsy»). B
OaHHbIA WHTepBan BpPEeMEHU BXOL HEBO3MOXEH [Jaxe Mnpu
BEPHOM BBOZE Maporsi.

BoamoxHoe 3HayeHne napameTtpa: oT 1 MuH. Ao 5 4u. n «He
MCnonb3yeTcsi» — B TakoM criydae pa3bnokmpoBka BO3MOXHa
TONbKO aAMUHUCTPATOPOM.

3HaveHune no ymonyaHuo — «10 MUH.»

BoamoxHoe 3HaveHne napameTpa: «[a/HeTt». B 3HaudeHun
«da» npu o4vepegHOM BXOAe nNonb3oBaTenss BO BPEMS
BbINOMHEHNST NPOLEeAypPbl KOHTPOMSsS LIENOCTHOCTU OOBLEKTOB
oToOpaxkaeTcst AaTa U BpeMsi MOCreaHero ycnewHoro Bxoaa

JaHHoro nonb3oBatend. B 3HavyeHmn «Het» — He
oTobpaxaeTcs.

3HayeHue no ymonyaHuio — «da»

Bpewms, oTBOAMMOE Ha BBOA nonb3oBaTtenem

aBTOPM3aLMOHHBIX AaHHbIX (OT Havana Habopa AaHHbIX, A0
Haxatnsa kHorkun «OK»). Ecnu nonb3oBatene He ycnen
3aBepWUTb BBOA, aBTOPU3AUMOHHBIX [AaHHbIX, TO YXe
BBEJEHHbIE JaHHbIE OYULLIAIOTCS.

BoamoxxHoe 3HayeHue napametpa: oT 1 MuH go 10 muH n «He
NCMNonb3yeTcsi» — BPEMS OXXMAAHWUSI BBOAA aBTOPU3aLIMOHHBIX
OaHHbIX HE OrpaHUYeHo.

3Ha4veHne no yMmonyaHuio — «2 MUH.»

Bo3moxHoe 3HauyeHve napametpa: «[a/HeTt». B 3HauyeHum
«HeT» aBTOpPU3aLMOHHas nHdopmaums BBOAUTCH
nonb3oBateneM ¢ knasuatypbl. B 3HaveHun  «[a»
aBTOpM3aLMoHHasa nHdopmaums cuntoiBaeTcs ¢ namsatm AU B
COOTBETCTBMU C HACTPOMKaMUN y4EeTHOMN 3anncun nonb3oBaTens,
yKa3aHHbIMY Ha BKnagke «AnnapartHas naeHTudunkauuns».

3HadveHune no ymonyaHuno — «da»



MapameTp NONUTUKM

«®dukcnposaTtb B XypHane
HenpaBUIbHbIE NAPONN»
«ABTOMaTUYECKNI BbIOOp

annapaTHOro waeHTUdMKaTopa npw
aBTOPU3ALLUNY

«3anpetntb
pexuma»

BbIX04 U3 cnsdAwlero

OnucaHue

Bo3amoxHoe 3HadeHune napametpa: «[da/Het». B 3HaueHun
«[da» HeBepHbI Napofb, BBEAEHHbIA MOMb30BaTENEM,
oTobpaxaetca B >ypHane B cTonbue «OnucaHue». B
3HadyeHun «HeT» — He oTobpaxaeTcs.

3HaveHune no ymonyaHuo — «HeT»
Bo3amoxHoe 3HadeHune napametpa: «[da/Het». B 3HaueHun

«[da» BO Bpems aBTOpu3auum UHGoOpMaunss aBTOMaTUYECKM
cuntbiBaeTcs ¢ AW. B 3HaveHnn «HeT» aTOro He nponcxoauT.

3HaveHune no ymonyaHuwo — «HeT»
Bo3moxxHoe 3HaveHue napameTpa: «da/HeT». MNpu BkntodeHum
napameTpa B 3Ha4yeHue «[la» BMEecTo HopMarsibHOro Bbixoaa u3s

cnswero pexuma 6GygeT npousBedeHa  nepesarpyska
KomnbloTepa.

3HaveHune no ymonyaHuwo — «HeT»

Tabnuua 4 — Cnucok napameTpos kateropuu «[lonntrku naponemn»

MapameTp NONUTUKK

«MakcumanbHbIi  CPOK  OeWCTBUS
naponsi»
«MuHUManbHBIK ~ CPOK  OEWCTBUS

napons»

«HanomuHaTb 0 cMeHe napons 3a»

«MuHumanbHas anuHa napona»

«Heobxognmo Hanuume undp»

OnucaHue

MapameTp ycTaHaBnMBaeT MaKCMManbHbI CPOK AeNCcTBUs
napons nonb3oBatenen. 1o ucTeyeHun cpoka AencTBUs
nonb3oBaTento aBTOMaTM4eckn OGydeT NPeanoXeHo CMeHUTb
naponb. He pacnpocTpaHseTca Ha y4eTHble 3anucu
nonb3oBaTenen ¢ yCTaHOBMEHHbIM aTpnbyToM «beccpoyHbin
naposnb».

BoamoxHoe 3HayeHue napameTpa: oT 1 gHa Ao 25 Hepenb u
«He ucnonb3yetcsa» — MakcumarnbHbI CPOK AEACTBUS Napors
He YCTaHOBIEH.

3HauyeHune No ymonyaHuio — «6 Hed.»
MapameTp onpeaenseT MUHUMaIbHbI CPOK AEUCTBUSA Naporsi.

Ecnu atot CpPOK elle He UCTeK, CMEeHa naposida nonb3oBaTesiem
3anpetlieHa.

BosmoxHoe 3HaueHue napameTpa: ot 1 gHs oo 4 Hegenb 1 «He
ucrnonb3yeTca» MUHUMAarbHBIA  CPOK  OEeUCTBUSA  He
YCTaHOBIEH.

3HaueHue no ymonuyaHunio — «He ncnonbsyetcsa»

[MapameTp 3agaet nepunof 40 YCTAHOBIEHHOINO MakCUMarbHOro
CpoKka [OewcTBuS Mapons, B KOTOpbIM nofb3oBaTento 6yget
BbIBOAWTBLCH COObLLEHNE O HEOBXOANMMOCTM CMEHbI Napons.

BoamoxHoe 3Ha4yeHune napameTpa: oT 1 gHA oo 2 Hegenb 1 «He
ncnonb3yeTcs» — coobLeHne BbIBOANTLCS He Byaer.

3HayeHue no ymonyaHuio — «3 OH.»
MapameTp ycTaHaBnMBaeT OrpaHM4YeHMe Ha MUHUMAarbHYHO
ONVHY naponsi.

Bo3amoxHoe 3HayeHwe napametpa: oT 1 go 14 wun «He
ncnonb3yetca» — yCTaHaBJ'II/IBaeMbIVI naponb MoOXeT UMeTb
nycToe 3Ha4yeHue.

3HadeHue No yMmonyaHui — «8 cumB.»

Ecnu gaHHbIn napameTp BKMNIOYEH, TO MPU CO34aHnMM Napons B
HeM [OIMKHbI NPUCYTCTBOBATL LUApPbI.

BoamoxHoe 3HaveHne napameTpa: «da/Het».



MapameTp NONMUTUKKU OnucaHue

3HayeHne no ymonyaHumio — «Het»

«Heobxogumo Hannuve Ecnu gaHHbIN napameTp BKMOYEH, TO NPU CO34aHMM Napons B

CneLcuMBOOB» Hero AOMKHbl BbITh BKIHOYEHbI CneunanbHble CUMBObI, Takne
KaK II~II ll'll ll@ll ll#ll ll$ll |l%ll nAn ll&ll nxn ll(ll ll)ll non II_lI II+II II{II
II}II II[II ,II]-II, II\II I’Illl II,.II |l.,|l lllll: lllll, l|<l|, ll>:l n ’ll " ,ll _ll!,?" ll,/ll ll’=ll V;
npouue.

BoamoxxHoe 3HaveHne napameTpa: «da/Het».
3HayeHue no ymonyaHuw — «Het»

«Heobxoanmo Hanmume CTpouHbiXx M Ecnu gaHHbId napameTp BKIOYEH, TO MPU CO34aHMN Napons B
MPOMMUCHBIX BYKB» Hero [OSMKHbI ObITb BKIMOYEHbI KaK CTPOYHbIE, Tak U NPONUCHbIE
OyKBbl.

Bo3moxxHoe 3HaueHne napameTtpa: «[Oa/HeTt»
3HadeHue no ymonyaxHuio — «Het»

«Heobxogumo otcytcTBue umdpbl B Ecnv gaHHbI napameTp BKIOYEH, TO Npu cOo3gaHvuu napons
nepBoM 1 nocnegHeMm CUMBoOnax» ero nepsbld W MOCAEAHUA CUMMBON HE [OIMKHbI SABNATLCHA
undppamu.
Bo3moxHoe 3HaueHne napameTpa: «Oa/Het».

3HadeHue no ymonyaxuio — «Het»

«Heobxoanmo nameHeHne napond He EcnvM paHHbIN napameTp BKMOYEH, TO NpW CMeHe napons

MeHbLUE YeM B» HOBbIV NApOnb AOMKEH OTNNYAaTLCA OT CTApOro He MeHee, Yem
Ha yKasaHHOe KonuyecTBo cumBorioB. CBepka CTaporo u
HOBOro Mapors OCYLLEeCTBASETCS MOCUMBOIBHO.

BosmoxHoe 3HauyeHue napametpa: ot 1 go 10 cumeonos n «He
MCMonb3yeTca» — MPOBEPKM HA OTNMYME CTaporo napons ot
HOBOIO HE MPOVCXOAMT.

3HaueHue no ymonuyaHuio — «He ncnonbsyeTtcs»

«PaspelueHa reHepaumsa napons» BosmoxHoe 3HauveHue napametpa: «[da/Het». B 3HauyeHum
«[la» nomnb3oBaTtenio [gaeTcAa BO3MOXHOCTb  reHepauuu
naponen. B 3HayeHun «HeT» y nonb3oBatena HeT
BO3MOXHOCTW BOCIMOSb30BaTLCA reHepavmen napons.

3HaueHue no ymonyaHuio — «da»

lMepeyeHb BapuaHTOB MNapameTpoB MOMMTUK ©Oe3omacHoCTW  Mpepnonaraetcs BbldovpaTb U3
COOTBETCTBYIOLLUX BbiNafdatoLLMX CMCKOB UMK NMyTemM BbIGOpa ogHOro U3 BapmaHToB «Ja/HeT».

Cnegyet oOpaTuTb BHUMaHWe, 4YTO npu ucnone3oBaHun CO3 YB Dallas Lock B coctaBe TC,
npegHasHadeHHoro Ana  obecnedyeHuss GesonacHOCTWM  3awuuiaemMon MHdgopmauun, Heobxogumo
yCcTaHaBnvBaTb napamMeTpbl NONUTUK 6e30MacHOCTH, COOTBETCTBYIOLLNE TpeboBaHUSM, NpeabsBNAEMbIM
K Kraccam 3aLLMLLEHHOCTN aBTOMaTU3NPOBaHHbBIX CUCTEM.

3.3.4 Peructpauus un yyet

B pasgene «XypHan» B BMage Tabnuubl oTobpaxalTcs Bce COObITWS, 3aperMcTpupoBaHHble B XOAe
pabotbl CO3 Yb Dallas Lock (pwuc. 67).

CopTupoBka 3anvcen xypHana no nopsakoBOMYy HOMEPY, BpeMeHn cobbiTusi, Nonb3oBaTensiM, B TeYeHne
paboTbl KOTOPbIX MPOU3OLLNO cobbiThe, annapaTHOMY WAEHTUMUKATOPY, HaMMEHOBaHWIO COObLITUS,
pe3ynbTaty M onucaHuto (No BO3pacTaHMo/yObIBaHWMIO) OCYLLECTBISETCA HaXaTWeM Ha 3arosioBku
COOTBETCTBYIOLLNX CTONOLOB JIEBOV KHOMKOW MbILLIW.

B xoae BbINOMHEHUs1 Npoueaypbl KOHTPONSA LEeNOCTHOCTM 0OBLEKTOB OTODpaXKaeTCs KONMMYECTBO 3aHATON
namsaTn XXypHanom (B NpoueHTax).

BblgensioTcsa cnefytolume kaTeropum cobbITuii:

o «Bxogpbly;
o  «AOMWHUCTPUPOBAHUEY;



e «YyeTHble 3anmcny;
e «LlenoctHoCTb».

[MpocMOTp COBBITUI KOHKPETHOW KaTeropum ocyLLeCTBMASETCH Yepe3 COOTBETCTBYHOLLME KHOMKA B NaHenu
«KaTeropusi».

B nanenun «KaTteropusi» gononHMTeneHo BblgenseTcs pasgen «Bcex», B KOTOPOM cogepkaTcs 3anvMcu Bcex
cobbiTun, 3apeructpupoBaHHbix B C[3 Yb Dallas Lock.

Cepeuc _ Monb3oBaTenn | KoHTponupyemeble ofbexkTl | MonwTukW BedonacHocTw | MKypHan | MapameTpel

E;Z_l]- EE nglj :T_ Ef’ T ©unetp & = Mudopmauna
&3 O4nCTHTE
Bce Bxofbl AAMWHWCTPMpOBaHWE  Y4ETHbIE 3anMck  LIenocTHOCTE ?;Laxcnop'r
KaTeropma | OencTensA

Ne = Bpema None3osatens AW CobbiTue PeayneTat OnucaHmne
@ 23 2024.10.29 10:36... admin 3anyck obonoyky 3AMUHWCTpaTopa OK
@ 22 2024.10.20 10:36... admin SaeeplweHne KOHTPOAA UeNOCTHOCTH cnn... OK MpoeepeHo 0 obtekToB
@ 21 2024.10.29 10:36... admin MNpoBepKa Nofb30BaTENA OK
€3 20 2024.10.29 10:36... testuser MpoBepka NonNkL3o0BaTens ¥ nons3oBaT...
@ 19 2024.10.29 10:35... admin Bbixon nonk3oBaTens OK
@ 18 2024.10.29 10:35... admin Co3faHne yHETHON 3anmncn OK "testuser” (MonezoeaTtenw)
@ 17 2024.10.29 10:35... admin 3anyck obonoYku agMUHWUCTpaTopa OK
@ 16 2024.10.29 10:35... admin 3aeeplleHmne KOHTPONA UeNOCTHOCTH cin... OK MNpoeepeHo 0 o6wekToB
@ 15 2024.10.20 10:35... admin MpoBepKka Nofb30BaTeNA OK
@ 14 2024.10.29 10:35... WHUUMann3Iauma ccTemsl, MHUUKManu3ad... OK
@ 13 2024.10.20 10:34... admin 3ajaHue 3arpy3oqHoro yCTpoWucTea OK (GPT)/9F862C3C-7A20-4ACA-99C...
@ 12 2024.10.28 15:13... admin 3afaHue Napons YY4ETHOW 3anMcK 0K auditor
@ 11 2024.10.28 15:13... admin Co3faHue yHETHON 3anncK OK “auditor" (AyawTopel)

Puc. 67. MasHoe okHo. XypHan
Bo3MoxHbI cnegytowue AericTBUs C XXypHanom:
o «DunbTp» (KHOMKa MMeeT AOMNOMHUTENbHYI0 UHAMKAUMIO: eCrin hUnbTP BbIKIOYEH, KHoMKa byaeT

I ®uneTp €3 T ouneTp &

nMeTb BUA , €CMNN PUMNLTP BKMIOYEH —
e «OunCTUTBLY;
o «IKCNopT»;
e «MHpopmauns».
Peanusauus nepe4vmncrieHHbIX nencTeumn OCYyLLEeCTBIIAETCA 4Yepe3d COOTBEeTCTByHLNe beHKLI,VIOHaJ'IbeIe
KHOMKM Ha naHenu «eicTBus».

);

MpumeuaHume. KHonka «PunbTp» ABNsieTcs 06LEN ANs XKypHANOB BCEX KaTEropui cobbITU.
Ecnu dpunbTp Obin HACTPOEH BHYTPWU KakoW-TO M3 KaTeropuii, OH Takke OydeT aKTMBEH U B
OCTanbHbIX KATErOPUSIX A0 €ro NPUHYANTENBHOIO OTKMIOYEHNS.

Mpu HaxaTnM KHOMKN «PUNBTP» OTKPLIBAETCH OKHO HACTPONKM punbTpa «PunbTp XKypHanos» (puc. 68), B
KOTOPOM MOXHO MPOU3BECTU HACTPOKMKY chunbTpaLmm no crnegyowmm napaMmeTpam:

o «Bpemsa» — paHHbI GNOK MNO3BONSIET BbIBECTU B XypHamne cobbiTus, npousowenwne B

onpeaeneHHbI BpEMEHHOW MHTepBan: OCTYNHa BO3MOXHOCTb BbiOOpa AaThbl U BPEMEHU Havyana

n (UNN) OKOHYaHWA Moucka. [Ns HacTPOMKM OaHHOro napameTpa HeobxoAMMO aKkTMBMPOBATb

Yekboke «PUNbTP No BpeMeHN;

«[Nonb3oBaTenby;

«AWNy;

o «CobbITMe» — HacTpovika Npou3BOAMTCA NyTeM Bblibopa 3HaYeHWs M3 BbiNadaloLero crnvcka,
KOTOPbIN COAEPXKUT NepeyveHb COObITUI, MpeacTaBeHHbIX Ha AaHHbI MOMEHT B XXypHare;

o «Pesynbtaty — ans Bblibopa OOCTYMHbI 3Ha4veHus «Bcey, «Ycnex», «lpegynpexgeHne» u
«Ownbkayr;

e «OnucaHue».

Ansa napameTpos «[Monb3oBaTtenby, «A» n «OnucaHne» JOCTYNEH BBOA NPOU3BONbHbIX 3HAYEHWUI, TaKKe
umeeTcs NoAAepKKa BBOAA MacKu.



MpumeyaHue. pn BBOAE 3HaYeHWs unbTpa C MCNONb30BaHMEM Macku unbTpaums
OCYLLECTBMAETCS COrnacHo npaBuiaM pasbopa perynspHoro BblpaxeHus. PeanusoBaHa
noagepkka creayLwmnx NoaAcTaHOBOYHbIX 3HAKOB:

e *(38e3004Kka) — NPON3BONILHOE KONMMYECTBO CMBOIIOB;
e ? (sonpocumesibHbIlU 3HaK) — OOVH NPOU3BOMbHBLIN CUMBOT.

Honyctuma yctaHoBKa atpubyTta «VHBepTUpoBaTh (unbTp», KOTOPLIN NO3BONSET BbIBECTU BCE 3amnucH,
He noaxofsime noA ycrnoBus HaCcTpOeHHoW punbTpauun. Hanpumep, ecnv npu HacTponke unbTpauum
anga napametpa «[lone3oBartenb» B kadecTBe 3Ha4YeHns bbin BolbpaH «adminy, B pesynbTaTte NpyMeHeHus

dunbTpa ¢ oTMeYEeHHbIM aTpnbdyTom «MHBEpTMpPOBaThL UNbTP» OYAYT BbIBEAEHbI BCE 3aMMUCU, KPOME TEX,
rae nonb3oBarteniem siBngeTcsa «adminy.

Mo HaxaTuio kHomkn «CBpoc punbTpa» BCe HACTPOEHHbIE paHee 3HavYeHUs cbpachbiBalOTCs 4O COCTOSHNUS
no ymonyaHuio (punbTp BbIKNOYEH). [ANa npuMEHeHUs YyCTaHOBMEHHbIX HACTPOEK UCMOMb3YeTCs KHoMka

«OK». KHonka «OTmeHa» nossonsdet cOpocuTb HECOXPaHEHHble HACTPOWMKM U 3aKpbiTb OKHO «PunbTp
XypHaros».

BHumaHue! OunbTp cumMTaeTcs BKIHOYEHHbIM, ECIIU YCTAHOBIEH U MPUMEHEH XOTSA Obl 0aNH
napameTp, N0 KOTOPOMY MpoucxoauT punbTpaums. B nHom cniydae, Koraa B OKHe HacTpPOWKM

unbTpaumm Bce 3Ha4YEHNS BbICTaBMEHbI MO YMOMYaHuio (kak Ha puc. 68), unbTp cuntaeTcs
BbIKJTIOYEHHbIM.

@UNBLTP XYPHANoB
Bpema

®UNETP N0 BREMEHH

MapameTpl

Moneb3oeatens *

AN *
CobbliTHe Bce -
PesynoTat Bce b
OonucaHwe *

VIHEEPTWPOBaTE PUAETP

Chbpoc duneTpa OK OTMeHa

Puc. 68. OKHO HacTpoVikM napameTpoB punbTpaLum

OTknioyeHne unbTpa (onpeaerieHHoro HasHa4YeHHOro napameTpa) NPou3BoAUTCS Yepes OkHO «PUnbTp
XypHarnoB»:

e [Ins oTkno4YeHus unbTpa HeobxooMMO HaxaTb Ha KHomky «Cobpoc dwunbTpa», nocrie 4vero
COXPaHNUTb MPUMEHEHHbBIE HACTPONKM HaXkaTmem Ha KHomnky « OK».

e [InA OTKMIOYEHNS OnNpedeneHHOro Has3HaYeHHOro napameTpa W3 HEeCKOMbKMX Heobxoanmo
NPVBECTM €ro K COCTOSIHUIO MO YMOMYaHuio (puc. 68) n coxpaHuTb NPUMEHEHHbIE HACTPOWKM.



Mpun HaxxaTuUm kHoNkM « OUMCTUTLY BbIBOAUTCHA COOTBETCTBYIOLLIEE NMpeaynpexaeHme (puc. 69).

OYUCTKa KypHana

Bbl YBEPEHLI, HTO XOTUTE OYUCTUTE MypHan?
PekoMeHOYETCA NpejBapuTElbHO BEINMOAHWTE SKCNOPT
MYPHana, T.K. ONepauvA O4UCTKK MypHana HeobpaTuMma

na HeT

Puc. 69. CoobeHune «OuncTka xxypHana»

[Mocne o4MCTKM XypHana nopsakoBas Hymepalms HOBbIX COObITUIA NPOAOIPKAETCH Aarnee, He Ha4YnHaeTcs
3aHOBO.
MockonbKy onepauus yganeHus 3anucen >XypHana HeobpaTuma, TO Mepef OYUCTKOM XypHana
peKkoMeHOyeTCs1 NMPOU3BECTU 3SKCMOPT 3anucer XxypHana B dann. Mpu HaxaTum KHOMKWM «OKCNopT»
OTKpbIBAeTCs OKHO 3KcrnopTa XypHana (pwuc. 70), roe Heobxogumo 3apath / BbibpaTb cnegywowime
napameTpbl:
e «MmsaA» — Ha3BaHMe co3gaBaemoro anna;
e «Tun» — dopmaT cosgaBaemoro cdanna. JocTynHel cneaytowme dopmartbl: *.html, *.txt, *.csv (;)
n *.csv (,). Ona *.csv npumeHsieTca 2 pasHbIX BapuaHTa: psgoM ¢ PopMaTtoM ykasaH Tun
NPYMEHSAEMOro pasfenuTenst — Tovka C 3andTon unu 3ansitas;

e MyTb K KaTanory (anpekropun) cosgasaemoro danna — HeobxoamMmMo BbibpaTb cpean AOCTYMHbIX
B Tabnuvue (ecnv nNyTb M3BECTEH, MOXHO BOCMOSb30BaTLCS BCNOMOraTeribHbIM nonem «llonck»).

[daHHas dyHKUMA Take 4OCTYNHa NoNb3oBaTeNnsaM kateropnm « AyamTopbl».

JKCMOPT XKypHana

Wima “ | Tun | *.html ~ | CoxpaHWTe  OTMeHa
Mownck: O4YUCTUTL
Jdisk
Wma Pazmep OaTta
480 BanTbl 2024.08.29 13:56:12

42465331-3ba3-10f3-802a4863696b... 4,00 KiB
9f862c3c-7a20-4aca-99c05hbe2d7e0... 4,00 KiB

cc0c0c9e-b965-498d-9e2cdff303c948 4,00 KiB 2024.08.28 16:01:33

Puc. 70. OkHO aKkcnopTa XypHana



Mpun HaxaTum KHOMKM «MHdOpPMaUMsA» BbIBOAUTCS COOTBETCTBYHOLIEE WHAOPMALMOHHOE OKHO Ans
BblGpaHHOro cobbiTus (puc. 71).

3anuce 45
Nz 45
Bpemsa: 2024.08.29 16:25:32
Monb3oBaTens: admin
Ann. noeHTUUKaTop:
CobriTne: 3ageplUeHWe KOHTPONA UenocTHOCTKH
Pe3yneTaT: OK

OonucaHwe: MpoeepeHo 0 obwekToB

-

Pwuc. 71. UHdopmaLMoHHOE OKHO
3.3.5 YnpaBneHue napamMmeTpamMu 3arpy3ku U napameTpamMm ceTu

B pasgene «[lapameTpbi» oToBpaxatTcs cneayoLwmne kaTeropum:

o «[lapameTpbl 3arpysku»;
o «[lapameTpbl ceTu».

lMpocmoTp napameTpoB N 3HAYEHUN KOHKPETHOW KaTeropuu OCyLecTBNAEeTCA Yepe3 COOTBETCTBYHOLME
KHonku B naHenu «Kateropus» (puc. 72, puc. 75).

Cepewnc _| lone3oBaTenn KoHTponupyeMble 06BeKTHI NonuTrkKK Be3onacHOCTK HypHan NapameTpsl

MapaMeTphl 3arpyzkn MapameTphl ceTh

KaTeropua

3arpysoyHoe YCTRPOWCTBO

Niwboe ycTpoRCcTBO v

OBHOBWTE

CTopoMeBOoW TaKMep

Bpema cpabaTeieanuA (cex): | 30 ~| |¥YcTaHoBKUTE

MapaMmeTpbl 3arpy3kKu

OrpaHMYeHMe pazMepa 3KpaHa:
ABTOMaTH4YECKHK

Puc. 72. maBHoe okHo. [NapameTpbl 3arpysku



KaTteropus «MapameTpbl 3arpy3ku»:

e «Barpy3o4yHoe YyCTPOMCTBO» — Heobxoammo BbiOpaTb U3 BbiNagaloLEero Crnucka KOHKPEeTHoe
3arpy3o4Hoe YyCTPOWCTBO, C kOTOoporo 6ynet Bo3moxHa 3arpyska LLOC, nocne 4yero Haxatb
KHOMKY «HasHaunTb». BO3MOXHO ycTaHOBUTb MyHKT «Jlloboe yCTpOWCTBO», B TakOM Cry4ae
3arpyska LLUOC 6yget BO3MOXHa C NPOM3BONBHOIO YCTPOMCTBA.

o «CTOopoxeBoN Tammep» — OFIOK HACTPOWMKM BpeMeHn cpabaTbiBaHUSI CTOPOXEBOro Tanmepa:
TpebyeTcs 3agaThb 3Ha4veHne M3 ananasoHa ot 30 go 900 cekyHA (3HAaYeHMEe No yMOMYaHU —
50 cekyHA) 1 HaXaTb KHOMKY «YCTaHOBUTbY.

MpumeuaHue. CtopoxeBon Tanmep (Watchdog Timer Setup, WDT) B C[03 Yb Dallas Lock

ucnonHaet yHkumio obxoga Henpeogonumon 6noknpoBkn pabotel TC co cTopoHbl BIOS

(nogoBHbIe cMTyaLmMM BO3HUKALOT B cnydasix, ecnu npu 3anycke TC moaynb CA3 YbB He ycnen

nepexBaTuUTb ynpaBrieHne 3arpyskon), Ansa 4yero 6u1n0 peannsoBaHo 2 ctyneHn pabotel WDT:

1. OxupaHve nepexsaTta ynpasneHWss MOAYNeM BHeOPEHWss — MHTepBan paBeH BpeMeHU
cpabatbiBaHuMs cTopoxeBoro Tanmepa. Ecnv 3a HacTpoeHHoe Bpems cpabaTtbiBaHus WDT
He MpoucxoauT MepexBaTa yhnpaBneHus MoOYyNeM BHEApPEHWs, TO HaynHaeTcs
umKnmyeckas amynauusa knasuw F1, Delete, F2, F3, F4.

2. Tlopsyaa nepesarpy3ka — npousBoautcsa uyepe3 10 cekyHg nocrne cpabaTbiBaHUSA
CTOPOXEBOro TanMepa (3HadeHne BToporo uHTepBana WDT B 10 cekyHg sBnsietcs
MOCTOSIHHBIM MapamMeTpoM W He HacTpamBaeTcs). [lpegnonaraeTcs, 4TO Kog OT
npousBoauTens NPOLMBKA 3a YCTaHOBMIEHHOE B [aHHOM WHTepBane Bpems ycneet
oTpaboTaTb HaxaTue KnasuLu 1 paspelmnTb gansHenwyto paboty TC.

CTopoxeBoWn Tamep MMEeET crieqyloLLme YCrnoBus 3anycka:
1. Tlpwu nepeow 3arpy3ke TC: WDT 3anyckaeTtcs B ntobom criyyae.
2. [pu BbINOMHEHMM BCEX NPOBEPOK M nepesarpyske TC:
— Barpyska OC (6e3 3anpeta HWWOC): WDT He 3anyckaeTcs.
— Barpyska OC (c 3anpetom HLLUOC): WDT 3anyckaeTcs.
HeaktnBauna WDT Bcerga npou3BoguTCcA B MOMEHT nepexsBaTa YnpaBreHus 3arpysku
MoAynem BHeApeHus.

CobbITuSA, cBSA3aHHbIE CO cpabaTbiBaHMEM CTOPOXEBOrO Tanmepa, perMcTpmMpyrtoTCa B XXypHane
ayauTa ang kateropum «Bcey.

BHumaHue! 3HaveHue nepuoaa cpabatbiBaHus XpaHutcs B Buae NVRAM-nepemeHHon. MNpu
ee OTCYTCTBMM NCNOSb3yeTCHa 3HavyeHne no ymondaHmio — 50 cekyHn,.

Mpu cpabaTtbiBaHMM Tanmepa WHKPEMEHTUPYETCA CYETUMK cpabaTbiBaHWA, KOTOPbIA Takke
xpaHutcs B NVRAM-nepemeHHoNn. [Npn ee OTCYTCTBMU CHETUMK cpabaTbiBaHMI cYMTAETCS
paBHbIm O.

B0o3MOXHOCTb HacTpoWikn BpemeHn cpabaTbiBaHUSi CTOPOXEBOro TalMepa peanu3oBaHa kak B 06010uke
aAMUHUCTPUPOBaHUS (puUc. 72), Tak 1 Npu NOMOLLM YCTAaHOBOYHOrO HocuTens. [ns HacTponku Tanmepa
WDT u4epe3 yCTaHOBOYHbIA HOCUTENb HEOOXOOUMO 3axaTb koMOWHauuio knasuw «Ctrl+Shift+Inserty,
nocne yero uHctannstopom CA3 Yb Dallas Lock ¢ yctaHoBoYHOro Hocutensa 6ygeTt 3anyLweHo MeHo Ans
agmuHunctpuposanusa CO3 Yb (puc. 73), rge cnegyet BbibpaTh NyHKT «Set watchdog period», nocrne 4ero
BBECTW HOBOE 3HauyeHve Ans BpeMeHun cpabatbiBaHus WDT B cekyHgax u HaxaTb «Enter». Ha puc. 74
npvBedeH NpMMep yCnewwHon CMeHbl BpemMeHu cpabaTbiBaHUSA CTOPOXEBOro Tanvepa.

Found SDZ2 BIOS v2.0.14 installed

Select SDZ2 maintenance action:
1. Uninstall
2. Set watchdog period
3. Exit

Puc. 73. MeHto agmuHuctpupoBanms CL3 Yb Dallas Lock



Found SDZ2 BIOS w2.0.14 installed
Your choice: Set watchdog period

Currently set watchdog period: S0 seconds
Minimum supported period value: 30 seconds
Maximum supported period value: 900 seconds
Please enter new period value: 35

Updating watchdog period value: 35 seconds

Press any key to reboot

Puc. 74. YcnewHoe nameHeHne BpemeHu cpabaTbiBaHUS CTOPOXEBOIo TanMmepa

npun nomoLn yCTaHOBO4YHOIo HOCUTENA

Cepeuc | MNonb3oeaTenn KoHTponupyeMsle 0bbekThl Monutukn BezonacHocTk MypHan MNapameTpbl
o @
MNapaMeTpul 3arpy3ku MNapameTpul ceTH

KaTeropus

v

CeTk

Wcnonesyemeln uHTepdenc: 00-0c-29-13-9 -

2anpawveaTe IP ajpec QUHaMu4ecky

IPvd agpec:

IPv4 Macka nogceTu:

IPv4 winws:

DNS

Cepeepbl DNS: + =

MpuMeHnTE

LleHTpanWzoBaHHOE yNpaBneHue

EQWHBIA LieHTp YNpaBneHus

WMA KnueHTa/APM:

Wma cepeepa:

Knioy gocTyna:

Puc. 75. maBHoe okHo. lNMapameTpbl ceTn

Kateropus «[lMapameTpbl ceTu»:

«CeTb» — 4ekbOKC Ansl BKMOYEHUs ceTu. CO,D,ep)KMT ceTeBble napamMeTphbl, Heobxoaumble Ans
yoaneHHoro agMmnHUCTpupoBsaHua C KoHconu EguHoro LeHTpa yﬂpaBﬂeHMﬂ.,ﬂﬂﬂ HaCTpOﬂKM
Tpe6yeTcs1 3anosfiHNTb crneayrwmne nona:

o

«Mcnonb3yembin  HTepdency — u3 BbiNagaloLwWero cnvcka Heobxoaumo BbiIbpaThb
MAC-agpec Hy>KHOro ceTeBOro aganTepa,;
yekbokC «3anpawwuBaTb IP agpec gnHamum4ecku» — npuU yCTaHOBMEHHOM 4Yekbokce BO

Bpems 3anycka obomnoyvku pyHKuMiA Ge3onacHOCTV ceTeBble napameTpbl aBTOMaTU4eCcKu

Ha3HavatoTcs DHCP-cepeepom:

o «IPv4 appec», «IPv4 macka nogcetu», «IPv4 wnio3» — ceTeBble MNapameTpbl
KOMMbIOTEPA, KOTOPble MOXHO 3amofHUTb BPYYHYIO MM aBTOMaTUYECKM, YCTaHOBMUB
conar B none «3anpawumsatb IP agpec aAMHaMmuyeckmn».

onok «DNS» — HacTponika DNS-cepBepoB, KOTOPYD MOXHO NMPOV3BECTM aBTOMAaTUYECKM,

npu akTmeBaumm 4ekbokca «3anpawwmBaTb agpeca DNS cepBepoB AMHAMWYECKM», WM

BPYYHYIO, C MOMOLLLbIO KHOMOK «+» 1 «-» Ang gobasneHns n yaanexHusa agpeca DNS-cepsepa

COOTBETCTBEHHO.



MpumeyvaHmne. YTobbl ceTeBble HAacCTPOMKM (BKMOYAs HaCTPOMKW, MOMyYeHHble OT cepsepa
DHCP) Bctynunu B cuny, HEOBX0AMMO HaXaTb KHOMKY «[puMeHnTbY.

e «LleHTpann3oBaHHOe ynpaBreHne» — AN LeHTpPannM3oBaHHOIO U OnepaTMBHOIO YyrpaBeHust
KNUeHTaMn oHW OOMMKHbI BbiTh BBeAeHbl B [lomeH 6e3onacHocTu. [ns eeoga CO3 Yb knveHTa B
[omeH Be3onacHocTn Heobxoaumo BbiIbpaTh 3anonHUTL creayolime nonsd npo EauHein LleHTtp
YnpasneHus (panee — ELLY):
e «MWmga knueHta/APM» — Heobxoanmo BBECTU UMS KNUEHTA, KOTopoe byaeT oTobpaxaTbca
B KoHconu ELLY.
e «Mms cepBepay — He0OX0AMMO BBECTM UMS KOMMNbIOTEPA B ceTu unu IP-agpec, Ha koTopom
yctaHoBneH ELLY.
e «Knou goctyna» — Heobxoaumo BBECTM KitoY yaaneHHoro goctyna k ELLY. Mo ymonuanuto
KMoy JocTyna — NycTon.
Mocne HaxaTtusa kHonkn «Beectn B [1b» knneHT CO3 Yb Gyanet BBeaeH B [1b, nosButca cooblieHne ob
ycrnelwHom BBoAe knueHTa (puc. 76). [nsa 3aBeplleHns onepaumm u nepesarpy3ku knueHta CO3 Yb
HeobxoaMMOo HaxaTb KHoMKy «OK».

YCnewHo

KnueHT ycnewHo eeenéH B AB. MNpy Ha®aTUKM KHOMKK
OK BbypeT ocylecTBNEHa Nepe3arpy3ka

Ok

Puc. 76. HdopmaumoHHoe coobleHre o BBoae knueHTa B b

MpumeyaHue. [ns yganeHHoM nepesarpy3ku/BbikntoveHuns knueHToB CO3 YB, Haxogawmxcs
B pexume paboTbl LWLOC, Heobxoguma, 4Ttobbl knueHT ¢ CO3 YB Obin BBeaeH B [JomeH
6e3onacHocTh (cM. «YaaneHHasi nepesarpyska 1 yaaneHHoe BblkoyeHre knneHTo CA3y).

B nepeBe ob6bekToB KoHconu ELLY nosiBuTcst HoBbIvi knneHT CL3 YB, nocne yero B kateropuu «NapameTpsbl
ceTuy OyaeT OOCTynHa ToNbKo kHomka «BbiBecTn us b» (puc. 77).

LieHTpanM3oEaHHOE yNpaBneHue

EovHeiW UeHTp ¥YnpaeneHwa

MmA knueHTa/APM:

WMmA nomeHa:
CnWcoK cepeepoB:

BruleecTin u3 OB

Puc. 77. NMapameTpsbl ceTn. KHonka BeiBoga u3 b

C nogpobHbim onucanvem ELLY Dallas Lock MOXHO 03HakoMunTbCcs B WHCTPYKUMU MO UCMOMb30BaHUIO
ELY Dallas Lock MN®HA.501410.004 13.



3.3.6 OononHutenbHbie pyHkuun CA3 YB Dallas Lock

MeHio «CepBucy» no3BonsieT nony4ynTb AOCTYN K AononHutensHbiM dyHkunam CO3 YB Dallas Lock

(puc. 80):

o «KoHurypauusa». BoamoxHbl criegyrowme aenctemsa ong nyHkra «KoHdurypaumsa»:

o

@)
@)

«CoxpaHnTb» — AaHHble 06 y4eTHbIX 3anMcax NoNb3oBaTenen, KOHTPONMPyeMbIX 06 bekTax
U nonutukax 6e30MacHOCTU COXpaHAKTCA B chneuuanbHOM dparine KoHdurypaumm B
dopmaTe *.SdzConf Ha pa3nuyHble HOCUTENW HAOPMaLNK;

«[MpUMEHNTL» — MPUMEHEHNE COXPaHEHHbIX NapamMeTpoB KOHUrypaumu;

«[lMo ymonyaHuio» — BoccTaHoBneHme koHdurypaumm C3 YbB Dallas Lock no ymonyaHuto.

e «TecTtupoBaHue pyHkumn CA3» — camoTtectmpoBaHmne dyHkuun CO3 YB. [JaHHbIN NyHKT MEHIO
«CepBuc» JoCTyneH Tonbko agMuHUcTpaTopam. [py 3anycke camMoTecTMpoBaHuS pesynbTaTt
caMOTeCcTMpoBaHUSA oTobpaxaeTcs B OkHe « TecTupoBaHue OCHOBHbIX pyHKuni CO3» (puc. 78).

TecTupoBaHWe OCHOBHLIX PyHKUun CO3

MonyyeHwe WHpopmaunw o CO3...
WHopMauna ycnewHo noayyeHa. YctadosneHo CO3 ¥YE Dallas Lock. Homep cbopkmn 2.0.14.

Co3flaHne pecypcos C Ha3HAYEHHbIM KOHTPOMEeM LIeNnocTHOCTK. ..
Pecypcel ycnewHo co3gaHel. TecT npongeH.

TecTupoBaHWe NOACUCTEMEl KOHTPONA LEeNoCTHOCTH. .
KOHTpONEHaA CyMMa YCMelHo noiy4eHa. HapylueHne UenocTHOCTH 3atUKcMpoBaHo. TecT npoigeH.

YnaneHue BpeMeHHbIX pecypcos AnA TeCTUPOBaHWA...
YOaneHWe TeCTOBLIX AaHHBIX NPOLWNG YCNeWwHo. TecT NporoeH.

TecTUpoBaHWe pEIﬁOTI:I noacucTemMbl CO30aHWA NONL30BATENA...
Monb3oBaTenk YCNelwHo co3fad. MHgopmauWa o Co30aHHOM Nonb3oBaTene nony4yeHa. TecT NpolaeH.

TecTUpoOBaHWE NOACUCTEMEI MOSHTUDWKALWK U aYyTEHTU(RHKALMU. ..
MogcncTema MAeHTUBUKALWK 1M ayTeHTUPUKALMI QYHKUMOHUPYeT KoppekTHO. MonkiTKW BX0Aa C HeBe
pPHEIM MaponeM 3afuKCcMpoBaHbl. TecT NpordaeH.

ABTOMETWYECKOE TECTUPOBAHWE q}yHKLI,I.-‘II::‘I cas

lCOXpaHMTb] I 3aKpLIT

Puc. 78. OkHO pe3ynbTaToB TECTMPOBAHUS OCHOBHbIX byHKLMI CO3



Mpn Haxatum kHonkn «CoOXpaHWUTb» B OKHE TECTUPOBaHMS OCHOBHbIX QyHKuun CO3 npoucxogut
dopmupoBaHMe oTdyeTa O TecTupoBaHuM B dopmate .html nnu .txt. MNMpumep oTyeTa npeacTaBneH Ha

p

®aiin  Mpaeka ©opmar Bug  Cnpaexa

sadMKCHpoBaHel., TecT npolaeH.

uc. 79. PesynbTaT TECTUPOBAHMSA (PUKCUPYETCSH B XXypHarne B KaTeropmsx « AQMUHUCTpUpoBaHme», «Bcey.
| report_test.tet — BnokHoT — O X

TecTupoBaHWe OCHOBHLIX ¢yHKuMA CIA3 ~

Mony4enue wudopmaumm o CA3...
WHdopmauma ycnewno nomy<ena. Yctanoeneno (A3 ¥b Dallas Lock. Homep cBbopkm 2.0.14.

CozgaHue pecypCoB C Ha3Ha4YeHHHM KOHTDOMEM LenocTHOCTH...
Pecypch ycnewHo cozgadel. TecT NpoHgeH.

TecTUpoBaHWe NOACUCTEME KOHTPONA LEMNOCTHOCTH...
KoHTponbHaa cyMMa YCNewHo nony4eHa. HapyweHue LENoCTHOCTHM 2adMKCHMPOBAaHO. TecT NpoHaeH.

YAaﬂEHHE EpeMeHHbLIX pecCypCOoB ONA TeCTHPOBaHHWA. ..
YAaﬂEHHE TECTOELIX OaHHBIX NpOWno YCnewHo. TecT HpOﬁﬂEH.

TECTHpOBaHHE paﬁon NoACHMCTEMEl COZOaHMA NONBZ0OEB3aTENA. ..
MonczoBaTens YCnewHo Co20zH. HH¢0PMBMHH O COZ0aHHOM NONLz20BaTene nony4YeHa. TecT HpOﬁAEH.

TecTMpoBaHWe NOACHCTEMEl MOSHTMOWMKALUMM M ayTeHTHHKaLWH. ..
NopcucTema MOEHTUEMKALMK W ayTEHTUOMKALMKM GYHKUMOHMPYET KOppekTHo. [lonbiTKM BX0Aa € HEBEpHHIM MapofeMm

YnaneHwe nonb3oBaTenAa. ..
TecToBuil Nonb3oBaTenk YCNewHo yAaneH. TecT npoRgeH.

TecTupoEaHWe NOACHMCTEMH ayaWTa CODLITHH. ..
MogcucTema ayamTa koppekTHO ¢yHkuMoHWMpyeT. CobbTUA PUKCHMpYWTCA B xypHane. TecT npoRgeH.

TecTupoBaHme ocHoBHLIX $yHKumid CI3 zasepuweHo. v
Crp 28, cTn6 1 100%  UNIX (LF) UTF-8
Puc. 79. OkHO pe3ynbTaToB TECTMPOBAHMSI OCHOBHbIX byHKumi CO3

o «OtyeT» — coxpaHeHue oTyeTa B popmate *.html unu *txt Ha pasnuuHblie HocuTenu
MHpopmaunm. DyHKUMA coxpaHeHus otyeTa O koHurypaumm CAO3 YB Dallas Lock moxet
nucnonb3oBaTbCA ANs JanbHelnllen MpoBEepKM COOTBETCTBUS ITUX HACTPOEK 3TanOHHbIM
3HauyeHunaM. [ocTynHo chopmupoBaHmne ot4yeToB «[paBa M KoHdUrypauus» u «AnnapaTHas
YacTb».

B oTueTe «[MpaBa n koHUrypaumnm» ykasblBalOTCs Crieayolimne AaHHbIe:

e 1Ms Nonb3oBaTens, KOTOPbIA Co3an OTYeT;

e cnocob co3gaHns oTyeTa;

e [aTa u BpeMs opMMPOBaHUS OTHETA;

e Homep cbopku MO CA3 Yb Dallas Lock;

e napameTpbl koHpurypaumum CO3 Yb Dallas Lock B cooTBeTCTBUM C HacTporikamn oTyeTa.
B oTyeTe «AnnapaTHas YacTb» yKa3sblBalOTCS cnegyolimne aHHble:

UM NONb30BaTernsi, KOTOPbIA CO34an OTYET;

Aarta v Bpems popMUpoBaHNg OTYeTa;

Homep cbopku MO CA3 Yb Dallas Lock;

XapakTepuUCTUKM annapatHon KoHdwurypauum TC (cuctema, onepatvBHasi namsaTb, PCI-

yCTpOWCTBa, HakonuTenu, USB-ycTpoincTea).

e «O CO3 Dallas Lock» — BbiBog uHdopmauum o Bepcun O CO3 YB, ykaszaHHoro koaa
TEXHUYECKOW NOOAEPXKKUM W KOHTAKTOB Mpou3BoauTens. 34eCb BO3MOXHO CMEHUTb Koa
TexHuyeckon nogaepxkv n yganute CO3 YB ¢ nomoLbio KHONMoK « CMEHUTb Ko TeX. NOOAEPXKKUY
n «Yaanntb» COOTBETCTBEHHO.



Cepsuc _ lNonb3oBatenu KoHTpo/
KoHpurypauusa »
TecTuposaune pyHxkunn CA3
oT4eT ’
O CA3 Dallas Lock
Bbixon
3arpy3ka OC
MNepe3arpys3ka

BbikNnw4eHne

Puc. 80. MaBHoe okHO. MeHto «CepBucy

MpumeyaHue. Kog akTvBauumn TEXHUYECKOW MOAAEPXKKM NMPEAOCTaBMSETCA MO 3NEKTPOHHOW
noyTe B paMkax JOroBopa.

HononHutenbHble dyHkumm CO3 YB Dallas Lock gocTynHbl nonb3oBaTensam, HageneHHbIM NOTHOMOUYNSIMU
agMunHucTpaTtopa. Bo3amMoXHOCTb coxpaHsiTb oTyeT o koHdurypaumm CLO3 YB Dallas Lock u BbiBOAUTb
nHpopmaumo o TC n MO CO3 YE Dallas Lock goctynHa Takke aygutopam.

3.4 BbiknoyeHue/nepesarpyska TC

B meHio «CepBucy Tarke crpynnmpoBaHbl (PYHKUMOHANbHbIE KHOMKW, OTBEYaloLmne 3a COOTBETCTBYOLLME
npouenypsl ynpasneHus TC (puc. 80):

o «Bbixog» — ocyuwecTBnseTca BbIXOA TEKyLlEeW yY4eTHOM 3anucu nofb3oBaTens M3 060onoyku
agMVHUCTpaTopa U Nepexo K okHy aBTopu3auumn nons3osartens B CA3 Yb Dallas Lock;

e «Barpyska OC» — ocyuwiecTtBnsetcs nepexog k 3arpyske LLOC;

o «[epesarpyska» — ocyLlecTBnsieTcs nepe3arpyska TC;

o «BblknioyeHne» — ocylecTtenseTcs BoiknoveHne TC.

3.5 YpaneHHasi nepe3arpy3Kka u yaaneHHoe BblkntoyeHue knueHtos CA3 Yb

B KoHconn ELY peanunsoBaHa BO3MOXHOCTb yganeHHoW nepesarpy3ku/BolkniodeHms TC ¢
yctaHoBrneHHbiM C3 YE Dallas Lock ans otaenbHbix knneHtoB CO3 Y6, ana rpynn knveHToB CA3 Y6 1
ansa gomeHa knueHtos CA3 Yb, Haxogswmxcs B pexxmume pabotsl LLOC.

Mepesarpy3ka u BbIKMOYEHNE yaaneHHOM paboyen cTaHuumu ¢ yctaHoBnenHbim CO3 YB Dallas Lock
JocTynHbl nocpencTsom KoHconu ELLY.

CobbiTva yganeHHoW nepesarpy3ku/BbiknodeHns ¢ nomolbto  KoHconmn ELY knuentoB CO3 YB
Dallas Lock, koTopble HaxoaaTcs B pexxume pabotel LUIOC nnu gocTynHbl AN onepaTMBHONO ynpaBneHus,
dumkempytoTcsa B xxypHane KoHconu ELYY otaensHo ans kaxgoro knveHTta CO3 YB. B xypHane CO3 Yb
«AOMUHUCTPUPOBaHME» (PUKCUPYIOTCS TOMbKO COBLITUSA yaaneHHoW nepesarpy3ku/BbIKIHOYEHUS KITMEHTOB
C[3 Yb, koTopble AOCTYNHbI AN ONepaTUBHOIO YNpaBreHus.

3.6 [lopsgok o6HoBNEeHUA usgenns

O6HoeneHne MO CAO3 Yb Dallas Lock npou3Bogutcs NyTeM NOSHOW OEUHCTaNNAUUN TEKYLLEV BEPCUM U
YCTaHOBKW HOBOW M OCYLLLECTBNSAETCA CrieayroLwmm o6pasom:

o [lpegnpusiTue-n3roToBUTENb AOBOAUT A0 NoTpebutenen nHopmaumo o Bbinycke 0GHOBNEHUI
n3genusa N ycTpaHeHHbIX B HOBbIX BEPCUAX HeJoCTaTKax Mo 3feKTPOHHOW noyTe NUMCbMOM C
BMNOXEHHbIM JOKYMEHTOM, noAanucaHHeiM 31, o HOBOM OOHOBMEHMU NpoaykTa M nyonukyet
nHdopmMaumto Ha cante www.dallaslock.ru.

e [loTpebuTtenb npu MonydYeHUn ykasaHHOW UHOPMaLMM BbIMNOMHAET 3arpy3ky OOHOBMNEHMS C
canTta npeanpusaTusi-u3roToBUTENS B BUAE ANCTpnbyTtuea, MHpopMaumsi 0 KOHTPOSbHOW cymMme
KOTOPOro COOEPXUTCA Ha canTe NpeanpuaTusa-u3roToBUTENs, a Takke dann 3NeKTPOHHON
noanucu.



http://www.dallaslock.ru/

e [lepepn yctaHoBKOW OBHOBEHNS MOTPEOMTEND BLIMNOMHAET MPOBEPKY NOASIMHHOCTU 3NIEKTPOHHOWN
noanucy (CornacHo MHCTPYKUMK, NPeacTaBfieHHOW Ha canTe npeanpuatus-u3rotoBuTens),
pacyet! M CBEpPKY KOHTPOSbHbIX CYMM MOMYyY4E€HHOro naketa OOHOBMEHWA C KOHTPOSbHLIMU
CyMMaMu, ykasaHHbIMWU Ha canTe NpeanpuaTUs-u3roToBUTENS.

e B cnyyae ycnewHoW nNpoOBEPKU INEKTPOHHOW MOAMUCUM U COBMAAEHMSI KOHTPOSbHbLIX CYMM
noTpebuTtenb BbINOMHAET YCTAaHOBKY OOHOBReHWW. Ecnv npoBepka 3neKTpOHHOW noanvcu u
KOHTPOMbHBIX CyMM He MpoigeHa, notpebutenb He BbINOMHAET YCTAHOBKY OOHOBMEHWNA W
obpalaeTcs K npeanpusaTUIO-U3roTOBUTENIO U3OENUS.

e [Ina yctaHoBku obHOBNEHMS HeobxoaMmo npousBecTn yaaneHuwe Ttekywewn sepcun CO3 Yb
Dallas Lock, sanucate ¢anin obHoBneHus Ha USB-flash Hakonutenb n npon3BecT NOBTOPHYHO
ycTtaHoBky nsgenus (cm. «YCTAHOBKA U YOANEHUE N3OEJTNAA»).

BHumaHume! lMepen yoanennem CO3 YB Dallas Lock Heobxoammo npousBecTn 3aKcnopT
(coxpaHeHue) KoHUrypaLmm, Tak Kak npyM JeUHCTaNnsumMmM n3genns Bce AaHHble OyayT Takke
yoaneHol, CO3 YB Dallas Lock 6yger cuutatbCA 3aHOBO YCTAHOBMEHHLIM CO BCEMM
napameTpamMm rno yMosyaHuio.

3.7 ﬂepequb BO3MOXHbIX HeMCHpaBHOCTeﬁ B npouecce ncnosib3osaHusA

B xoge ncnonesosaHns C3 Yb Dallas Lock BO3MOXHbI HEMCNPaBHOCTU, Bbi3BaHHbIE KOHANMKTOM 1O TC
n MO CO3 Yb Dallas Lock, n HencnpaBHOCTH, 0OOyCnoBneHHble ycrnoBusiMn akcnnyataumm TC, He
COOTBETCTBYIOLLUX SKCMyaTaLMOHHON JOKYMEHTaLUNN.

3.8 MopsAaok BbINOMHEHUA KOHTPONA paboToCNOCOGHOCTU U3aenus

KoHTponb paboTocnocobHOCTM M3Jenusa OCYLLeCcTBMSEeTCs B XOAe MNpoBedeHus MpUeMOo-COATOMHbIX
ucnblTaHu B 06beme, NpeaycMoTpeHHOM B TexHuveckux ycnosusx NPHA.501410.004 TY.

B xope akcnnyataumm CA3 Yb Dallas Lock koHTposnb paboTocnocoOHOCTM OCyLLEeCTBNSAETCH BCTPOEHHbIMMU
B MO CO3 Yb cpeactBamn caMoamMarHoCTUKN.

3.9 [llopanok BbIKNOYEeHUA nspgenus

BbiknioueHve u13genus OCYLLECTBNSETCA aBTOMaTWYeCKM Mpu NpekpaweHuy no4ayn nuTaHus Ha
cuctemHyto nnaty TC.

1 PacyeT KOHTPOMNbHbBIX CYMM [OMMKEH BbIMONHATLCS CEPTUDULMPOBAHHBIMU CPEACTBAMM C (PYHKLMEN pacyeTa KOHTPOMBHON CyMMbI.



4 TPAHCMNMOPTUPOBAHUE U XPAHEHUE

Mpun TpaHcnopTupoBaHmMn 1 xpaHeHnn CL3 Yb Dallas Lock gomkHa obecneumnBatbcs TemnepaTypa OT
MuHyc 50 go nntoc 55°C n oTHocutenbHas BnaxHocTb oT 10 o 90% npu Temnepatype nntoc 25°C.

TpaHcnopTtuposaHne CA3 YbB Dallas Lock moxeT npon3sBoautbecs NiobbiM BUOOM TpaHcnopTa Ha nobbie
pacCTOSIHUS NPW YCINOBMU 3aLUMThl YNIAKOBKM (Tapbl C YNAKOBKOW) OT NPSMOro BO34eNCTBMSA aTMOCHEPHbIX
0CafKoB, Briaru, KOHgeHcaTa, COfIHEYHOro CBeTa.

B TpaHcnopTHbIX cpeAcTBax AofmKHA cobniogaTbCa M30MAuua U3Oenust OT KUCMOT, LWenovyen n apyrux
XUMUYECKM aKTMBHbIX BellecTB. [py XxpaHeHnn nagenus He JonyckatoTCsa peskue nepenagbl TeMmnepaTypbl
OKpy>KatoLLero Bos3ayxa, nonagaHusa Ha USB-flash Hakonutens ¢ nsgenvem opraHn4yeckux pactesopuTenen;
He pgonyckatotca yaapel USB-flash Hakonutens.

N3pgenue [OMKHO XpaHMTbCS B CKMAACKMX YCNOBUSAX B YMNakoBKe (Tape C YNakoBKOW) B YCOBMSX,
3awmaoLmnx 3genve oT BO34encTBMsa atMmocdepHbiX 0CadKoB, B OKpyxatowen cpene, csoboaHom ot
KMCIOT, LenoYyen n Apyrux arpeccuBHbIX NpUMeCen, Npu TemrnepaType oKpyXKatoLlero Bosgyxa OoT Niioc
5°C po nnitoc 30°C u oTHOCHTENbHOW BnaxHoctn Ao 80%.



