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AHHOTALIA

HacTosimmii  mOKyMeHT TmpeAHa3HaueH /[jis pa3pabOTUMKOB TMPOTrPaMMHOIO
obecrieuenusi (mamee — TIO), cpemoit (GYHKIIMOHHMPOBAaHHS KOTOPOTO SIBJSIETCS
orepalMOHHasi CUCTeMa CIlellMaJbHOro HasHaueHusi «Astra Linux Special Edition»
(manee — OC), ¥ aAMMHUCTPATOPOB UH(GOPMAI[MOHHBIX (aBTOMAaTU3HMPOBAaHHBIX) CUCTEM,
obpabaTbiBaroluX HWHMOPMALIMI0 OTPAaHUYEHHOTO [JOCTYyTa, (YHKIMOHUPYIOIIMX IO
yrnpasneHveMm OC.

Hacrosiiijuii JOKyMeHT cofiep>KUT TpeboBaHUs M MeTOAUYeCKre peKOMeH[alluy,
KOTOpble He0OXOAMMO yUWTHIBaTh TMPH MPOEKTHPOBaHUM, pa3paboTKe U IKCILTyaTalid
1O B 11e/19X UCK/IHOUEHUsI BJUSHUS Ha CepTU(dULIMPOBaHHbIe (DyHKIMYU 0e30MacHOCTHU U
xapakrepuctuku OC.

N3roroButens OC: O6IIIeCTBO C OrpaHUYEHHON OTBETCTBeHHOCThIO «PycBUTex-
Actpa»r.



1. OBIIME TPEBOBAHUSA K ITIPOI'PAMMHOMY OBECIIEYEHHIO

1.1. 1O He [o/mKHO HapywaTtb ycaoBus 3kcrvlyaraiuu OC, TipvBejeHHbIe B
9KCIUTyaTalMOHHOU JoKyMeHTanmu OC.

1.2. ITO mo/KHO COOTBETCTBOBATh yCJ/I0BUSM TpuMeHeHus [10, riprBeseHHbIM B
5KCIUTyaTalMOHHOM JOKYMeHTaLUH.

1.3.TI0 He JO/KHO 3aMeHATb HWAM MoAubHULMpoBaTh KomrioHeHThl OC,
peasu3ytoiiie GyHKIMYA 6e30TacHOCTH.

[Tpy HeoOXoAMMOCTH, 3aMeHa WM MoguduKaiusa (yHKiui 6e3omacHoctu OC
MOJKET JIOTTyCKaThCsl TOJILKO MPH COO/TFOIEeHUM BCeX HUKeTIPUBEIeHHbIX YC/TOBUIA:

— wm3roroButenb OC gomyckaeT mnpu InTaTHoM pabore OC OTK/IOUEHHE
COOTBETCTBYHOIIEr0 KOMITIOHeHTa 0e3 BIUSIHUS Ha OCTa/ibHble (PyHKLIMM Oe3011acHOCTH;

— wm3roroButeib  OC  gomyckaeT mMofo0OHYIO  3aMeHY/MOAMGUKALIMIO B
9KCIUTyaTal[MOHHOW  JoKyMeHTauud Ha OC wiM  oduiuanbHO TMOATBEP)KJaeT
BO3MO)XHOCTh TaKOM 3aMeHbl C OTCYTCTBHMEM B/USIHUSI Ha OCTajbHble (yHKIUU
6e30macHOCTH.

— T10, 3amMeHsito11]e€ KOMITIOHEHT, MCIIO/Ib3yemMoe ISl peajv3aluu Mep 3aluThl B
MHGOPMAI[MOHHOK CHUCTeMe, [O/DKHO ObITh CepTU(GUIIMPOBAHO Ha COOTBETCTBHE
TpeboBaHUSIM 10 H6e30MacHOCTU UH(OPMALUH.

1.4.T10 He AO/DKHO BHOCUTb W3MEHEHUs B aJTOPUTMBbI TIPUHSTHS peLleHur
¢byskimii 6e3onacHocty OC, onucaHHbIe B 3KCIITyaTal[MOHHOM JOKYMeHTal[|H.

1.5. B3aumogetictBue ¢ GyHkuysamu 6e3omacHoctr OC [0/HKHO OCYIIeCTB/SThCS
B COOTBETCTBMM C pekoMeHgaumssmMyd usrotoButenss OC, mpuBeleHHbIMU B
nokymMeHTaruu Ha OC W/ peKoMeHZalUsIX, MpefiHa3HaueHHbIX /i pa3pab0TUMKOB
[10.



2. YCJIOBUA NCK/IFOYEHUA B/INAAHU A HA ®OYHKIINN
BE3OITIACHOCTH OC

2.1. YcnoBus UCTI0/Ib30BaHUA IPUBU/IETUH

2.1.1.TI0  f[OMWKHO  WCMOMb30BaTh  MWHUMA/JbHO  HeoOXoAuMble ISl
(yHKLIMOHMPOBaHUs TpaBa ToJib30Barene, (yHKuMU W npuBwiernu siapa OC u
TIOICCTEMBI 0€30I1aCHOCTH.

2.1.2. K mpuBwierusm I10, BmusiommM Ha @yHKuyud 6Ge3zomacHoctu OC,
OTHOCATCS:

— MCMO/Mb30BaHWe TpaB CyMNepriosb30BaTesss U (QPyHKUMOHUPOBAaHUE OT HMMEHU
CyIlepIriosb30Bare’is;

— WCII0/Ib30BaHMe IpaB BbICOKOL[eJIOCTHOIO a/MUHUCTPATOPA;

— BO3MOYKHOCTb TIOBBIIIIEHUS] COOCTBEHHBIX TPUBW/IETUNA U TIPUBUETUN [IPYTUX
Mporpamm;

— BHeCeHHe U3MeHeHHH B MpaBa /0CTyIa CyObeKToB K 00beKTam [OCTYTIa;

— HWCIMOJIb30BaHKe yCcTaHOBAeHHbIX ¢uiaroB foctyrna SUID/SGID;

— 3aIyCK MpOoL|eCCOB C UCTIO0/Ib30BaHHUEM CITeLIMa/IbHbIX IPUBUJIETUM;

— YCTaHOBKa CIeL[a/IbHbIX pa3pelleHni Ha (paisibl/KaTaaory;

— (yHKUMOHMPOBaHMUE B MPOCTpaHCTBe sjpa linux;

— WCI0JIb30BaHWE MaH/ATHBIX MPUBUJIETUN (TTPY HAJTUUWH);

— BO3MOXXHOCTh  (DYHKLIMOHMPDOBaHUSI Ha BBICOKMX YPOBHSX MaHZATHOIO
KOHTPOJIS LIeJIOCTHOCTH (TIPY HAJIUUKH).

2.1.3. B ciiyuae, ecu UCTIo/ib30BaHKUe MPUBUTIETH HEOOXOAUMO /1J1si KOPPEKTHOTO
¢byukumonupoBanusi [10, ucnonb3oBaHWe NPUBU/IETHN [O/DKHO OCYLIECTBAATHCS B
ropszike, onpegeneHHoM usroroButenem OC (B 3KCIUTyaTalJMOHHOW JOKYMEHTaLMU U
MeTOJUUeCKUX [JOKYMeHTax (peKOMeHJAlWsX), MpeJHa3HaueHHbIX [J1s1 pa3pabOTUMKOB
[10).

2.1.4.B pokymeHtauuu I1O po/mkHBI OBITH TIpHBeZieHbl COOTBETCTBYHOLIlEe
o0oCHOBaHMe YKa3aHHOW HeoOXOAMMOCTHM M OMNMCaHWe aArOpPUTMOB U ClieHapueB
paboThI.

2.1.5. HeobxoauMocTh, BUAbl W 00BemMbl wuchbiTaHWM [10, HCIO/B3YIOIIEro
yKa3aHHble TIDUBUJIETMM, HAa COOTBeTCTBHMEe TpeboBaHMSAM TI0 0e30MacHOCTH
vH(opMaluK, OIpeJessitoTCI B COOTBETCTBUM C [IeHCTBYIOLMMU HOPMaTUBHBIMU
JOKYMEHTaMu CHUCTeM CepTU(MKaLMM CpeJCTB 3aluThl HMH(opMauuy Poccuiickoi
Depepanyu.

2.2. Uckmouenue BaussHUs Ha aapo OC

2.2.1. TIO He AO/MKHO MpeACTaB/ATL co00M Moay/b siipa OC.



2.2.2.TI0 He pOmWKHO TOAMEHATH ¢ailbl obpa3a sapa vmlinuz-*, dabinb
MoAyJ/ied siipa, Haxopsmuecs B Karanore /lib/modules, u mpouune ¢atinel, Bxoasiue B
coctaB OC v ctopoHHero [10:

— obparjatbcst K (aitiam obpasa si/[pa U MOJy/eu sipa, B TOM 4YHC/e s
obHoBneHus sapa OC u n3mMeHeHus 3arpy3ouHoi KoHburypaiyu OC;

— HapyllaTb LeJOCTHOCTh (BHOCHUTb M3MEHEHUS B XapaKTepUCTUKU U
KOHTPOJ/IbHBIE CyMMbI) (paiyioB 0Opa3a siipa U MOAY/IeH si/ipa, a TaKyKe UHBIX (PaiioB, He
ABJISAIOIIMXCST KoMNoHeHTaMu [10O 1 He co3/jaBaeMbIX B IpOLiecce ero UCIo/b30BaHusl, B
X0/le YCTaHOBKU U BbITIOJIHEHUS].

2.2.3. 110 He [O/DKHO AMHAMUYECKW BHOCUTh U3MEHEHUs] B CerMeHT Koja szpa
OC ¥ 1UCnosib30BaTh HEIKCIIOPTUPYEMbIe CUMBOJIBI siipa OC:

— obparrjatbcst K (haityiaM yripaBieHHsI apaMeTpaMy sifipa C 1ie/ibl0 BHECEHMs
W3MeHeHUH;

— obpaijatbes K komanzam OC, npefHa3HaueHHOMN [jisi U3MeHEeHUs] CHUCTeMHBIX
repeMeHHbIX 51/]pa, B TOM UKCJIe TIPU YCTaHOBKE;

— oOpartratbcs K sysctl-pyHknmsam sapa;

— oOpalaThCs K 3KCIOPTUPYeMbIM (PyHKIHAM MexaHu3Ma kallsyms;

— obparaTbes K Tabuile CUCTEMHBIX BbI30BOB Sys_call_table;

— BBIUMCJIATH ajipeca (PyHKIIMM, TIpefiHa3HauUeHHbIX /151 00pabOTKM CUCTEMHBIX
BbI30BOB U BbI/Ie/IeHHs TTaMSITU B IPOCTPAHCTBe sipa.

2.2.4. B ciyuae, eci i1 KOppeKTHOTO dyHKI[oHUpoBaHus [10 Heobxoaumo:

— (DyHKUMOHHPOBATh B MPOCTPAHCTBE SI/Pa;

— 3arpy’kaTh UCTO/THSIeMbIi KOZ B IPOCTPAHCTBO SI/IPa;

— oOpalaTbCs K KOMaH/iaM, TIpeJHa3Haue€HHBIM [I7Isl YIIPaB/IeHUSI MOAYIISMU SPa,
B TOM UHCJ/ie TIPU YCTaHOBKE;

B floKymeHTa1uu [1O [10/mKHBI OBITH IPUBE/IEHbI COOTBETCTRYHOIIlee 000CHOBaHHE
yKa3aHHOW He06X0MMOCTH 1 ONMCaHHe alrOPUTMOB U ClieHapyeB paboThl.

2.3. Ucknrwouenue BIUAHUA Ha 3arpy3ky OC

2.3.1.TI0 He Jo/KHO TmepeoripedensTb OCHOBHOM nmporecc OC B
KOHQUrypaluoHHOM  (bailie  3arpy3udka  [yTeM  YCTaHOBKM  TlapameTpa
init=<moMHBIM_IyTb_K_WCHOJHsIeMOMY_(dailny>;

2.3.2.TI0 He pomkHO TOAMEHATh ¢alinbl 00pa3oB BpeMeHHOU (haiioBOM
CUCTeMbl Haua/bHOUW 3arpy3ku /boot/initrd.img-*, Haxoxsiuecss B Karaiore /boot. B
c/lydae SIBHOM HeoOXOAMMOCTH OOHOB/IEHHSI OTJEeNbHbIX KOMITOHEHTOB, BXOJSIIUX B
coctaB 00pa3a, AO/DKHBI ObITH BBITIOJTHEHBI AeMCTBUS, TIPelyCMOTPeHHbIe 1. 3 pa3zesa
«Ob61re TpeboBaHMS K MPOrpaMMHOMY 00ecriedeHHIO» 1 1.2.1 HacCTosIIero paszera.



2.4. UckroueHue BJIMAHUA Ha MOACHCTEeMBI 0e3omacHoctu OC

2.4.1. Bei3oB (pyHKIMM, BXOAAIMX B MoacucteMy OesomacHoct OC, mo/mkeH
OCYLLeCTBIATbCA B COOTBETCTBUM C  pekomeHjauusamu — usroroutens OC,
MpUBeleHHbIMU B JOKyMeHTauuu Ha OC wW/WiM MeTogUYeCKuUx [JOKyMeHTax
(pekoMeHAALUSX ), TIpeIHa3HaYeHHbIX i pa3pabotunkos [10).

2.4.2.TI0 He [OOMKHO COAEPXAaThb CKPBITBIX WIA SIBHBIX BO3MOKHOCTEW,
TTO3BOJISIFOLLMX

a) CTaTUYeCKU WU JAUHAMUUYeCKd BHOCUTb W3MEHEHUs] B TaOMUIy CUCTEMHBIX
BBI30BOB U TIO/IS1 CTPYKTYphbl THIIA Security_operations W HWHBIX CTPYKTyp TUMa
*security™;

0) BHOCUTb H3MeHeHHsI B TlapaMeTphl ayTeHTU(PUKALMK B KOH(PUTypaL[OHHBIX
(aiinax PAM-clueHapueB, HaxOASIIUXCS B AUPEKTOpUM /etc/pam.d, yCTaHaB/IMBaTh
noArpy’kKaembie Moay/iu ayreHTHUUKaluu (PAM-mMoaynu), onpefiesisitoiiye aTpulyThl 1
TIPYBUWIETUN CECCUU T0/Tb30BaTeJIst:

— obpamjatbcss K (aiimy /etc/pam.conf u aiiioB, pacTONIOKEHHBIX B
JVpeKTopurH /etc/pam.d;

— HapyllaTh LIeJIOCTHOCTb (BHOCHUTb UW3MEHEHWs B XapaKTepUCTUKHU
KOHTPO/MbHbIe CyMMbI) (aiina /etc/pam.conf u aiinioB, pacroNOKeHHbIX B
MpeKTopurH /etc/pam.d, B X0/le yCTaHOBKU U BbITIOJIHEHHS;

B) TMO/yYaTh AOCTYM K MaMsTH Apyrux rpoieccos [10;

r) obpamiateCsi K TaMATH Tipollecca C  HWCIIO/Ib30BaHWEM  TIPUBUJIETHH
CAP_SYS_PTRACE u cuctemMHOro BbI30Ba ptrace;

1) BHOCUTh U3MEHEHUSI B CUCTEMHOE BpeMS;

e) 3aMeHsITb UHTepripeTaTopsl U3 coctaBa OC.

2.4.3. Coopka ITO He mo/mKHA OCYIIECTBASITHCSI COBMECTHO cO cOopkoii siipa OC.

2.4.4. Ucrionb3oBanne B II0  (mpu  HeoOXOAWMOCTH)  MeXaHW3MOB
njeHTUGYKaLUKW/ayTeHTUUKALIMK ~ TI0/1b30BaTe/ied  [JO/DKHO — OCYIIEeCTB/SITbCS B
COOTBETCTBUU C peKoMeHalmsaMu u3rotosutenss OC, mpuBeJieHHbBIMA B JOKYMEHTaLUU
Ha OC w/WnM MeToJuueCcKrxX OKyMeHTax (peKOMeHZAlWsX), MpeJHa3HaueHHbIX JIs
pa3pabotunkos [10).



3. YC/IOBUA NCK/IFOYEHUA IIOTEHIINAJIBHO-OITACHBIX
AJIT'OPUTMOB I10

3.1. T1O He O/DKHO OCYIIIeCTBISATh Tepejauy yIipaBaeHus: B 006/1aCTh JaHHBIX:

— IIO He JO/DKHO BHOCUTH M3MEHEHUS B MapaMeTpbl 3allJUThl CTPaHUL] aMsTH, B
TOM UHCJIE C TIOMOILBI0 CUCTEMHBIX BBI30OBOB.

3.2. TIO He [O/MKHO OCYIIECTB/SATh CaMOUIeHTU(DUKAI[MI0 WU HM3MeHeHue Koja
WY J@HHBIX IPYTUX MPOrPaMM B OMEPAaTUBHOM MaMSTU U Ha BHELIHUX HOCUTEJISIX:

— I1O He [OMKHO Cofep)KaTb BO3MOXKHOCTH MO OTKPBITHIO Ha 3amuch (haiiioB
KoMIIOHeHTOB [10;

— I1IO He momkHO obpamiatbcs K (haiiiaM yCTPOMNCTB, TIPe/CTaB/ISIONIUX COOO0M
oToOpa’keHue COZIep>KUMOTr0 OTIepPaTHBHOM MaMsITU WX HOCUTeJIs HH(OpMaliy;

— IIO He mOMKHO cofep)KaTb BO3MOXKHOCTH TI0 TIPUCOEAWHEHUI0 (hailiioBbIX
cucteMm K (aitioBoii cucteme OC U copepKaTh OMUCAHKUsl PUK/IAIHOTO MPOTPaMMHOI0
uHTepdeiica OubmoTek GyHKUMN, peanu3yrolMX (yHKIMOHA/IbHbIE BO3MOXXHOCTH
ripucoeiiHeHus (PaiyioBbIX cUcTeM K (aiinoBoii cucteme OC;

— 10 He pmomkHO oOpamiartecsi K aiiiaM, pacrioysioKeHHbBIM B (PailjioBbIX
CUCTeMax TUIA Pproc B TOAJUPEKTOPUSX C KMEHaMH, COOTBETCTBYIOL[MMU
W eHTU(HKATOpaM BbITIO/IHSIEMbIX MPOL[eCCOB.

3.3.TI0 He [O/KHO OCYIIECTBASTh CamMoAyOnMvpoBaHve W TIOAMEHSITb COOoi
JIpyrue TporpaMMbl WA TEepPeHOCUTb CBOM (hparMeHThl B 00J/IaCTH OrepaTWBHON U
BHEIIIHeW NaMsATH, He TIPUHA/JIeKallre eMy.

3.4.T10 He M[OWKHO WMeTh JOCTYN K 067acTsAM OrepaTWBHOM TMaMsATH, He
TIPUHAJIeKaIX eMY.

3.5. 1O He J0/DKHO CKpBIBaTh CBOE MPUCYTCTBHE B POrPaMMHOM Cpefie:

— TIpOLIeCChl, TMOPOXKAaemble MPH BBINOJIHEHUH UCHoMHsAeMblx (¢annos [0,
JO/DKHBI TIPUCYTCTBOBAaTh B BbIBO/I@ CTaH/IaPTHBIX YTUIUT 0630pa MpoLeCcCoB;

— coctaB KomrioHeHTOB [10, pacrnonokeHHbIX B (pal/IOBOM CHUCTeMe, [JOJDKEH
COOTBETCTBOBaTb COCTaBY KOMIIOHEHTOB, BXoAAMx B nakeT [10, Kak 1oc/e yCTaHOBKH,
TaK U B MPOLeCCe BbITIOJIHEHUS UCTIOHSIeMbIX (haii/ioB.

3.6. [10 He [o/mHKHO orpefensTh (GakT paboOThl Kofila B BUPTyalbHOU cpefie U
NIPOTHBOZEUCTBOBATh OT/IAJIKe.

3.7. 110 He [O/KHO BHOCUTH M3MeHEeHHs B IPOrpamMMbl MUKPOKOHTPOJIJIEPOB, B
tom uncsie BIOS, v noagepKuBaTh HU3KOyPOBHEBYIO PabOTY C MOPTaMU BBOZA/BBIBOAA;

3.8.[Ipy HeoOXOAMMOCTH WCIO/b30BaHUSI TePeurC/IeHHbIX aJrOpUTMOB B
nokyMenTaiuu I[10  fgo/mkHbI OBITH TIPUBEAEHbI COOTBETCTBYyHOLee 000CHOBaHUeE
yKa3aHHOW Heo6X0JMMOCTHU 1 OTMKCaHKe alrOPUTMOB U ClieHapreB paboThI.
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